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Introduction

In GPRS, the Access Point Name (APN) is used by the user to indicate to the network a service request. According to this requested APN and to the user's subscription, the network authorizes the user for a subscribed APN and selects the GGSN that will provide the corresponding service. This mechanism also allows the network to control the user's subscription before sending any packet on the inter-operator interface, thus avoiding overloading the inter-operator link/network (e.g. GRX).

The aim is to re-use the same APN concept and the same existing subscriptions in the context of WLAN interworking (TS 23.234).

In Brussels, two options were included in the informative annex of the TS 23.234 v1.15.0. These options are public DNS resolution in the WLAN UE or WAG based W-APN resolution.

This contribution aims to improve the technical proposal for WAG based resolution in order to solve the remaining issues (such as packet filtering in the WAG). Thanks to these improvements, this solution is now ready to be included in the normative part of the TS as the only solution for W-APN resolution.

Main ideas from GPRS

In GPRS, the APN resolution is done by the SGSN: the SGSN checks the user's subscription in the HLR and selects a corresponding GGSN by a DNS resolution.

The main reasons for doing the APN resolution in the SGSN is the existing interface with the HLR. 

If the APN resolution was done in the UE, there would be no way to check the subscription before the DNS resolution, and there would be a risk to go to the wrong GGSN because the DNS server is not aware of the user's subscription (e.g. is the user allowed to access the service through a visited GGSN?). Moreover it is important to check the user's subscription before sending data on the inter-operator interface in order to avoid unauthorized packets on this interface. Note that this requirement has nothing to do with security, but it is only for avoiding to overload the inter-operator interface/backbone (e.g. GRX).

Application of these ideas to the case of WLAN Interworking

Considering the previous section, W-APN resolution:

· cannot be done by an off-the-shelf DNS server, because no subscription information could be used in this case;

· cannot be done in the PDG, because one of the aims of APN resolution is exactly to select an appropriate PDG for the selected APN.

Note: This is true independently of whether the resolved DNS name is public or private.
As it is obviously not possible to put this impact on the WLAN Access Network, and in order to avoid having a complex WAG, the natural conclusion is to put the W-APN resolution function in the AAA infrastructure.
In our proposal, this is done by the 3GPP AAA Server if the HLR/HSS decides to use a home PDG, and by the 3GPP AAA Proxy if the HLR/HSS decides to use a visited PDG.
The proposed solution satisfies the following operator's requirements:

1. Packets are not routed onto the inter-operator interface/backbone (e.g. GRX) from a UE which has not been authenticated by the 3GPP system

2. Packets are not routed onto the inter-operator interface/backbone (e.g. GRX) towards a PDG, unless a W-APN served by that PDG  is included in this user's subscription data in the HLR/HSS. Additionally, it is possible to choose a default W-APN in the VPLMN if the UE does not supply a requested W-APN (Note: these requirements cannot be fulfilled if subscription rights are not used)

3. Packets from users with Scenario 2 only subscription, or which are not authenticated, are not routed onto GRX.

4. The Home Network has the final decision about which PDG is used to provide access to a particular W-APN.

5. The user can be charged for every data packet sent on the inter-operator interface/backbone (e.g. GRX), because he has been authenticated and authorized before.

Note: This does not preclude DNS from being used between the WLAN UE and the WAG.

Conclusion 

Considering the discussion above, Orange propose to add the W-APN resolution in the 3GPP AAA Proxy and 3GPP AAA Server functions for scenario 3 (roaming and non-roaming cases).

We also propose to update the tunnel establishment procedure according to the discussion above.

Finally, we propose to send a Liaison to SA3 to find out if a secured tunnel between the WLAN UE and the WAG is needed or not for the initial signaling before tunnel establishment.

Proposal

6.2.2
3GPP AAA Proxy

The 3GPP AAA Proxy represents a proxying and filtering function that  resides in the Visited 3GPP Network.  The 3GPP AAA Proxy functions include:

-
Relaying the AAA information between WLAN and the 3GPP AAA Server. 

-
Enforcing policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

-
Reporting per-user charging/accounting information to the VPLMN CCF/CGw for roaming users

-
Service termination (O&M initiated termination from visited network operator)

-
Protocol conversion when the Wr and Ws or Wb and Wc interfaces do not use the same protocol

For Scenario 3 only:

-
Receiving authorization information related to subscriber requests for W-APNs in the Home or Visited network

-
Authorization of access to Visited network W-APNs according to local policy 
-
PDG's IP address discovery by a DNS resolution according to the received selected W-APN when the PDG is in the Visited PLMN 

The 3GPP AAA Proxy functionality can reside in a separate physical network node, it may reside in the 3GPP AAA Server or any other physical network node. 

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. The 3GPP AAA Server: 

-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signaling may pass through AAA proxies.

-

Communicates authorization information to the WLAN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber. 

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE’s WLAN-attach status.
-
Provides the WLAN UE’s WLAN-attach status to other entities (which are out of the scope of this TS).
-

Generates and reports per-user charging/accounting information to the HPLMN CCF/CGw.
For Scenario 3 only:

-
PDG's IP address discovery by a DNS resolution according to the received selected W-APN when the PDG is in the Home PLMN 

Editor’s note  : Clarification on the caching functionality is for further study.

6.2.5  WLAN Access Gateway 

The WLAN Access Gateway applies to scenario-3.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in scenario 3. 

The WLAN Access Gateway shall be in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

-
Enforces routing of packets through the PDG.

Editor’s note: Per-user charging generation in the WAG is FFS.

Note: per-user charging generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG is involved in the PDG's IP address resolution; this includes:
-
relaying the tunnel establishment messages to/from the WLAN UE;
· 
· transporting the IP address of the selected PDG to the WLAN UE.

The WAG shall provide routing policy enforcement.

If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

The definition of the interface between WLAN AN and PLMN and the operation of the WLAN Access Gateway are subject to local agreement and are not specified by 3GPP.

7.8
Tunnel establishment

This information flow presents the generic message exchange necessary in order to establish a tunnel for Scenario 3 purposes.
In the flow below we do not always show the whole authentication exchange associated with a tunnel setup or W-APN access request message.

Prior to the tunnel establishment, it is necessary to follow two processes. Those two processes are highlighted and shown in the diagram:
1.
WLAN Access Authentication and Authorisation 

During this step Routing Policy enforcement rules associated to this user can be applied to WAG.  E.g. depending it is a scenario 2-only user or scenario 3-only user there might be policy enforcement rules in the user subscription profile defining what it is allowed to access or not.
2.
Provisioning of the WLAN UE's local IP address 

After those processes are performed, the WLAN UE has the required IP connectivity to try to establish a WLAN UE-Initiated tunnel whenever the user requires it.
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Figure 7.8. Message flow to WLAN UE-Initiated tunnel establishment

When the user decides to access a service, the WLAN UE builds the requested W-APN associated to the service requested by the user.  The requested W-APN includes the network identifier part and potentially the operator identifier part. Note that it is possible that the WLAN UE sends a request with an empty requested W-APN field.
A detailed description of the WLAN UE-Initiated Tunnel Establishment in steps 3-12 is given below.
3. The WLAN UE discovers the IP address of the WAG.
4. The WLAN UE sends a tunnel establishment request to the WAG, including the requested W-APN. The protocol used between the WLAN UE and the WAG to request the tunnel establishment is left to stage 3 work.
5. The WAG obtains the WLAN UE's identifier from the request in order to interrogate the user's subscription database in the HLR/HSS.
Note: The WLAN UE's identity could be derived from its IP address, or directly from the information in the request. Details depend on the stage 3 protocol design.
6. The WAG sends a User's Subscription Data Request to the 3GPP AAA Proxy (or 3GPP AAA Server in the non-roaming case); this request includes the WLAN UE's identifier and the requested W-APN.

7. In the roaming case, the 3GPP AAA Proxy forwards the request to the 3GPP AAA Server including the WLAN UE's identifier and the requested W-APN. In the non roaming case, step 7 is skipped.
8. The 3GPP AAA Server retrieves the user's subscription data from the HLR/HSS and selects an authorized W-APN for this user according to the requested W-APN and the user's subscription. The HLR/HSS also indicates if the user is allowed to use the VPLMN for this selected W-APN.

9a. When a Home PDG is used (i.e. in the non roaming case, or in the roaming case when the HLR/HSS has indicated that the service should be provided in the Home PLMN), the 3GPP AAA Server resolves the  IP address of the PDG according to the selected W-APN received in step 8. To this aim, the 3GPP AAA Server builds an FQDN with the selected W-APN and its operator identifier and resolves the IP address of the PDG by a DNS resolution.
9b. When a Visited PDG is used (i.e. in the roaming case when the HLR/HSS has indicated that the service should be provided in the Visited PLMN), the 3GPP AAA Server forwards the information derived in step 8 to the 3GPP AAA Proxy.
10a. When a Home PDG is used (i.e. in the non roaming case, or in the roaming case when the HLR/HSS has indicated that the service should be provided in the Home PLMN), the 3GPP AAA Server sends the tunnel establishment request to the PDG, including the WLAN UE's identifier and the selected W-APN. Authentication of the WLAN UE in the PDG is FFS.

10b. When a Visited PDG is used (i.e in the roaming case when the HLR/HSS has indicated that the service could be provided in the Visited PLMN), the 3GPP AAA Proxy resolves the IP address of the PDG according to the selected W-APN received from the 3GPP AAA Server in step 9b; to this aim, the 3GPP AAA Proxy builds an FQDN with the selected W-APN and its operator identifier and resolves the IP address of the PDG by a DNS resolution.
11a. When a Home PDG is used (i.e. in the non roaming case, or in the roaming case when the HLR/HSS has indicated that the service should be provided in the Home PLMN), the PDG allocates (or relays) a remote IP address to WLAN UE and answers to the 3GPP AAA Server. 
11b. When a Visited PDG is used (i.e in the roaming case when the HLR/HSS has indicated that the service could be provided in the Visited PLMN), the 3GPP AAA Proxy sends the tunnel establishment request to the PDG, including the WLAN UE's identifier and the selected W-APN. Authentication of the WLAN UE in the PDG is FFS.

12a. When a Home PDG is used (i.e. in the roaming case when the HLR/HSS has indicated that the service should be provided in the Home PLMN), the 3GPP AAA Server forwards the information from step 9a to the 3GPP AAA Proxy. In the non-roaming case, step 12a is skipped.

12b. When a Visited PDG is used (i.e in the roaming case when the HLR/HSS has indicated that the service could be provided in the Visited PLMN), the PDG allocates (or relays) a remote IP address to WLAN UE and answers to the 3GPP AAA Proxy.
13. The 3GPP AAA Proxy (or 3GPP AAA Server in the non roaming case) sends a User's Subscription Data Response to the WAG, including the selected W-APN, the corresponding IP address of the selected PDG and the WLAN UE's remote IP address.

At this stage, the WAG installs the appropriate policy, which will allow packets to flow from the WLAN UE to the selected PDG.





14. The WAG answers to the WLAN UE, including the IP address of the selected PDG, the selected W-APN and the WLAN UE's remote IP address. Authentication of the PDG in the WLAN UE is FFS.
15. The tunnel is established, and data can be exchanged between the WLAN UE and the PDG.
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