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1 Over All Description 




SA2 is currently considering mechanisms for 3GPP UEs connected to WLANs to establish a tunnel towards a 3GPP network for the purposes of accessing packet based services which are currently available over GPRS.

In order to achieve this, the WLAN UE must obtain the IP address of the first point of contact (WAG or PDG) in the 3GPP network.

It has been proposed that this should be done independently from the initial WLAN Access authentication and authorization procedure (which uses EAP).

One proposal for this is that the address of this first point of contact would be available within the Public DNS based on the UE having sufficient information (e.g. MNC and MCC of the Visited PLMN) to construct an appropriate FQDN. Then the UE can use the FQDN to get the IP address of the first contact point from DNS server in the WLAN. 
Some concerns have been expressed about the security implications of this approach, specifically that 
the WLAN may be provided by a third party, so the DNS server could be part of the Internet and shared by 3GPP and non-3GPP users. Therefore the DNS server is open for attacks from the Internet. 
These concerns are from the comparing with the GPRS system in which the DNS Server is a private DNS Server and the GGSN address is resolved by SGSN not by the UE and the IP addresses of the GGSN and SGSN can not be derived by the UE.
· 
Others have noted that use of a third party WLAN will require Service Level Agreements between the 3GPP operator and WLAN provider, and these could include requirements with respect to the security and availability of the DNS servers.
2 Action

SA2 kindly asks SA3 to answer the following questions:
Is allowing IP address of the WAG to be discovered by UE using public DNS satisfactory according to 3GPP security requirements applicable to 3GPP WLAN interworking?
Is allowing IP address of the PDG to be discovered by UE using public DNS satisfactory according to 3GPP security requirements applicable to 3GPP WLAN interworking?
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