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1. Introduction

This contribution addresses message screen function in PDG in HPLMN.

The reason for message screen function in PDG in HPLMN is:

a) Malicious external network users may attack HPLMN and WLAN UE through unprotected PDG. 

b) Authenticated and authorized WLAN UEs may use this leak to access unauthorized service through this legal PDG or to send unsolicited message to PDG.

c) In GPRS, message screen function is used to filter out unauthorised or unsolicited message. 

2. Proposal

We propose to add changes to section 6.2.6.

6.2.6 Packet Data Gateway

3GPP PS based services (Scenario 3) are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user’s Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network (Figure 6.2.a) or by the visited network (Figure 6.2.b). The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). Successful activation of a selected service results in 

· Determination of the Packet Data Gateway IP address used by the UE

· Allocation of an IP address (the UE’s home address) to the UE by the HPLMN (if one is not already allocated)

· Registration of the IP address allocated by the WLAN/VPLMN with the Packet Data Gateway and binding of this address with the home IP address

The Packet Data Gateway:

· Contains routeing information for WLAN-3G connected users;

· Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

· Performs address translation and mapping;

· Performs de-capsulation and encapsulation;

· Allows allocation of the IP address by which the UE is identified by the Home Network;

· Performs registration of the address allocated by the WLAN/VPLMN (e.g. transport address) and binding of this address with the home IP address;

· Provides procedures for unbinding a transport address with the home IP address;

· Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the UE initiating any binding of transport address with the home address, unbinding etc.)
· May filter out unauthorised or unsolicited traffic. All types of message screening are left to operator’s control, e.g. use of Internet firewalls. traffic.
· Generates charging information related to user data traffic for offline and online charging purposes.


























































































































































































































































