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1 Overall Description
SA2 is currently defining the architecture for interworking between WLAN systems and 3GPP networks. In particular mechanisms for UEs to obtain IP connectivity to the External IP networks currently accessed over the Gi interface.

SA2’s architecture for this includes a Packet Data Gateway (PDG) which acts as a gateway between the External IP Networks and an inter-PLMN backbone (which could be GRX). SA2 has also defined a WLAN Access Gateway (WAG) which acts as a gateway between the WLAN Access Network itself and the same inter-PLMN backbone.

Various solutions are under discussion regarding the level of security required at the WAG, for example the extent to which users can send packets towards the WAG which will then be routed onto the inter-PLMN backbone towards the PDG.

SA2 has received the attached contribution which considers the level of protection afforded to the PDG against Denial of Service attacks under several of these solutions.

The security properties of these solutions are a major consideration for SA2 in making an architecture choice and therefore SA2 would appreciate any comments that SA3 has on the validity of the attached analysis, or indeed on other security issues that they believe SA2 should take into account.



2 Action

SA2 kindly asks SA3 to comment on the validity of the attached paper and any other security issues that they believe should be considered in SA2’s ongoing architecture work.
3 Next meeting
SA2 #34

18 - 22 Aug 2003   
Brussels
SA2#35

27 – 31 October 2003
tbd

























































