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1. Overall Description:

SA2 thanks SA3 and CN1 for their liaison statements on Security and Security Solutions for the Ut Reference Point. Note that Mt reference point has been renamed as Ut reference point in the latest version of SA2 specifications.

There was full consensus in SA2 that the security solution for the Ut reference point is within SA3 responsibility and that SA3 should take the necessary decisions, taking into account the guidance received from CN1, SA1, and SA2.

There was less consensus concerning the questions asked by SA3. SA3 asked for comments on the following three assumptions:

1) The solution is restricted to IMS users.

2) A successful IMS registration some time prior to secure communication over Mt is required (for each user profile).

3) It is not required that the user is registered in the IMS while securely communicating over Mt.

The following summarises the discussion at SA2#33. 

ad 1): The Ut reference point is defined as an IM Subsystem reference point, and as such applicable to IMS users only. Comments were raised at SA2#33 that it would be desirable to have a solution which would also apply in other environments in order to avoid too many security mechanisms at the UE (and in the network). 

ad 2): Neither user experience nor security should be impacted by this assumption, as illustrated in the following example: User Balazs enjoys a long vacation. At the beach he wants to update his business profile, even though he did not register it since he left office. This should be possible without registration in IMS and without compromising security by unusually long key expiry periods. In that sense, SA2 did not understand what was meant by “some time”.
It is understood that assumption 2) is meaningful for IMS users only and thus the answer on 1) also applies to 2).

ad 3): SA2 confirms this assumption.

SA2 also discussed CN1’s answer and agreed with the conclusions with a minor comment on the first bullet (to CN1: Forking in an AS is another example, where a Release-6 service in an Application Server requires the S-CSCF to be updated to Release-6).
2. Actions:

SA2 asks SA3 to take the above comments into account.

3. Date of Next SA2 Meetings:

SA2#34
18-22 August 2003
Brussels, Belgium

SA2#35
27-31 October 2003
Asia

