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1. Introduction

According to the current TS 23.271, the Requestor will be authorized in the H-GMLC as a process of privacy check, but this privacy check only can verify whether the Target UE user allows the Requestor to locate him and some other basic information, e.g. whether the Requestor is valid. Whether or not the Requestor has subscribed to the LCS service can’t be checked. When the Requestor belongs to a mobile network and the Requestor’s identity in the LCS Service Request is a MSISDN, there is no corresponding mechanism in TS 23.271 to authorise that the MSISDN is valid and has the right to initiate an LCS service request. China Mobile, Huawei and Ericsson believe this security problem should be solved and the corresponding method should be incorporated in TS 23.271. This way, when Operators establish their roaming agreements and the agreements involve the Requestor’s authorization issues; TS 23.271 can be used as a reference. 
China Mobile, Huawei and Ericsson find that in TS 23.271 the requestor can be Logical name, MSISDN, E-mail address, URL, SIP URL and IMS public identity. But in our document the “requestor” means a MSISDN.

2. Discussion

2.1. Requestor authorization issue

To solve the above problem, China Mobile, Huawei and Ericsson propose that a Requestor authorization process should be added before the privacy check process in the MT-LR procedure, and the following principles should be followed: 

1. The Requestor authorization process should be standard in TS 23.271 when the Requestor identity in the LCS Service Request is a MSISDN.

2. The Home PLMN of the Requestor should perform the Requestor authorization process.
3. Whether or not the client does the authentication and authorization to the requestor, the operator can do this authorization to the requestor.
In general, the additional Requestor authorization process is that when the R-GMLC receives an LCS Service Request from an LCS Client, the R-GMLC should determine whether or not the type of the Requestor identity is MSISDN. If not, the subsequent procedure should be continued according to the current MT-LR procedure specified in TS 23.271 chapter 9.1.1. Otherwise, the R-GMLC should send a Routing Info for LCS message to the HLR/HSS of the Requestor for requesting the address information of the Requestor’s H-GMLC. After the R-GMLC obtains the address of the Requestor’s H-GMLC, the R-GMLC should send a Requestor authorization Request to the Requestor’s H-GMLC, and then the Requestor’s H-GMLC performs Requestor authorization and returns the authorization result to R-GMLC. According to the authorization result, the R-GMLC will determine whether the next step is to continue the procedure described as TS 23.271 chapter 9.1.1 step 2, or to reject the LCS Service Request and terminate the MT-LR procedure. The following figure illustrates the details of the MT-LR procedure with the additional Requestor authorization process. The new Requestor authorization process is shown in red.
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Figure: Additional Requestor Authentication in MT-LR Procedure

In the above procedure, the message in step 4 could be the original LCS Service Request received by the R-GMLC, i.e. the R-GMLC just forwards the original LCS Service Request to the Requestor’s H-GMLC. However, the original request message contains two pieces of information: authorization and position, but in fact the Requestor authorization process does not need position information. Consequently, China Mobile, Huawei and Ericsson believe a new well-defined message should be created, which is only used in the Requestor authorization process. This new message should include the Requestor identity and the type of the LCS request.
In addition, the Requestor Authentication (step 2-6) is an optional process according to the Operator’s desired.
2.2. Summary
Because of the different service mode with china and other countries -- in China the LCS clinet is 99 percent made-up by the third part one and they do not do any authorization or authentication to the MSISDN and almost all of the authorization or authentication correlated information of the requestor is stored in the operator’s network. The client cannot charge to the requestor directly and It is just the operator who can charge the requestor. If the operators do not do the authorization or authentication function they cannot charge the LCS requestor successfully.

3. Proposal

China Mobile, Huawei and Ericsson believe this anthorization to the requestor should be considered and the corresponding method should be incorporated in TS 23.271. And we also suggest OMA to add this message flow as an independent message into the Lr interface.
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