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1.
Introduction

There have been no further proposals for Scenario 3 solutions involving compulsory tunnelling at the UE. All solutions currently being considered involve a UE-initiated tunnel towards the WAG or PDG.

Some modifications should be made to the TS to reflect this.

2.
Proposal

The following text changes are proposed for the TS:

5.6 IP Network Selection

Note that this type of IP Network Selection is only applicable in scenario 3. Scenario 2 offers direct connection from the WLAN network to Internet/Intranet.

The UE can connect to different IP networks, including the Internet, an operator’s IP network or an external IP network such as a corporate IP network. The user may indicate a preferred IP network with a requested WLAN Access Point Name (W-APN). The Requested W-APN may also indicated a point of connection to the IP network (i.e. WAG or PDG).

A W-APN is indicated by the UE in the tunnel establishment procedure between the UE and an initial WAG or PDG (whether the request is sent to the WAG or to the PDG is FFS). It is then forwarded to the 3GPP AAA server  (whether this request is routed via the 3GPP AAA Proxy is FFS). 

Since scenario 3 mandates that some additional functionality exists in the VPLMN, in scenario 3 the VPLMN shall be able to communicate with the HPLMN across the Ws reference point whether it can support the various tunnelling options.

The home network decides the type of IP connectivity based on e.g. the requested W-APN, user’s subscription information and VPLMN information and may determine an alternative W-APN, the Selected W-APN indicating the same network, but a different point of interconnection. 
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The 3GPP Home Network may also determine that the user should be given access to the same IP Network but via a different point of interconnection. 

Editor’s note: compatibility between scenario 2 and scenario 3 functional elements requires further study. 
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5.6.1 
UE-Initiated Tunnelling Requirements

The requirements that a UE-Initiated tunnel protocol should meet are:

· Minimal requirements to the underlying IP connectivity network, i.e. UE initiated tunnelling and tunnel establishment signalling can be deployed on top of generic IP connectivity networks

· Minimal impacts to the WLAN

· Establishment of trusted relationships (e.g. mutual authentication for both tunnel end-points) shall be possible 
· Tunnel IP configuration of the UE may be obtained from/through the remote tunnel endpoint
· Set up secure tunnels between UE and remote tunnel endpoint. Especially support encryption and integrity protection during tunnel establishment and while transporting user data packets, if enabled.
· User data IP addresses (inner IP):
· The transport of IPv4 packets shall be supported
· The transport of IPv6 packets shall be supported (e.g. in order to support IPv6 services like IMS)
· Transport IP addresses (outer IP)

· Tunnel shall be able to support IPv4 and IPv6 transport addresses

· Non-public routable transport IP addresses shall be supported

· The protocol should be fully specified and 3GPP should define its usage to enable multi-vendor inter-operability 

5.6.2. UE-Initiated Tunnelling Mechanism

In UE-initiated tunnelling, the UE initiates the establishment of tunnels and may be involved in packet encapsulation/decapsulation. The detailed mechanism is FFS and outside the scope of this document, however, the following steps are performed on WLAN session set-up:

1. UE indicates that it wishes to use UE-initiated tunnelling. A W-APN may be transmitted as part of the end-to-end signaling.
2. The 3GPP AAA server decides that UE-Initiated tunnelling shall be used for this session.

3. Mutual tunnel authentication shall be applied between UE and tunnel endpoint.
4. Filtering attributes may be needed in order to enable the WLAN to enforce that the UE tunnels all traffic as required. Filtering attributes may be transmitted from 3GPP AAA Server to WLAN over the Wr reference point. The WLAN sets up appropriate packet filters.

The tunnel establishment is not coupled to WLAN session establishment. The UE may establish several tunnels in order to access several IP networks simultaneously. The actual IP network selection is performed as part of the establishment of each tunnel. Tunnel establishment and tunnelling may be performed for example using Mobile IP.

UE-Initiated, HPDG-Terminated Tunnelling shall be supported (at least for the non roaming case).

Routing towards the Home PLMN in the Visited PLMN, as well as its impacts on the WLAN AN, are for further study.
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