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1. Introduction

In LS S3-030303 (S2-031749), SA3 suggested that multiple PDP contexts should not be concurrently activated in GPRS, due to the potential attacks that could be launched via the connections.

In LS N4-030663 (S2-032321), CN4 replied to this issue, and suggested that multiple WLAN, GPRS, and fix line connections should be considered together with the multiple PDP context issues raised by SA3. It is also suggested by CN4 that the solution for the issue, a UE based solution, e.g. UE private firewall, is desirable.

2. Discussions

In view of the WLAN interworking development, GPRS and WLAN simultaneous connections are required being the following reasons:

In SA1 TR22.934 section 6.4.1, it is stated that simultaneous use of both WLAN and 3GPP raid access technologies should not be precluded. Examples of using the GPRS and WLAN at the terminal at the same time are given. Also in LS S1-030547 (S2-031720) SA1 clearly stated that the GPRS PDP context should not be deactivated when the user enters the WLAN. Obviously, it is the SA1’s requirement for the interworking solution to support simultaneous GPRS and WLAN connections.  

Currently, the interworking WLAN does not support all the PS services provided over the GPRS. Therefore, if simultaneous connections were not allowed, the user may be prevented from using some services over GPRS when going to the WLAN.  This is not desirable.

When looking at future scenarios, service continuity would be required. Simultaneous connections would be a possible way to provide the smooth handover between the GPRS and WLAN radio technologies. If the WLAN connection is only allowed after the GPRS connection is loose by the UE, it would break some real-time applications. 

As also pointed out in the LS from CN4, there are also other connection types out of scope of 3GPP. They would pose the same kind of threat to the 3GPP system. Simply refuse the multiple connections at 3GPP network would not solve the problem, e.g. a user with a notebook could plug in a fix line to his laptop when using interworking WLAN. 

The UE based solution suggested by CN4 is sensible and acceptable. But this need not to be standardized in 3GPP. 

3. Proposal

To draft LS reply to SA3 and CN4 stating that SA2 sees the simultaneous GPRS and WLAN connection necessary for the 3G WLAN interworking, and ask SA3 and CN4 for the development of the proper solution to reduce the risk caused.
