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1
Introduction

This contribution analyses two options for service authorization. In first option the APN is resolved by the WAG, in second option by the UE directly. This contribution should consider in conjunction with doc SA2‑032451 where background information can be found.

In order to avoid writing the procedures for any options, the contribution proposes authorization procedure in case of VPN-like tunnel. For the GPRS-like option the authentication procedure should be obtained modifying slightly the shown procedures without impacting the main elements, i.e. the last steps are different. 

1.1 APN resolved by WAG

In this section the procedures for accessing service of Home PLMN and Visited PLMN are described.

1.1.1 Access to Home PLMN
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Figure 1a: Authorisation for accessing services of Home PLMN – APN resolved by WAG
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Figure 1b: Authorisation for accessing services of Home PLMN – APN resolved by WAG 
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Figure 1c: Authorisation for accessing services of Home PLMN – APN resolved by WAG

The procedure is defined as follows:

1. The UE request the access to a service provided by H-PLMN

2. The UE send a request including the W-APN, its own user identify (such as IMSI, NAI,, ecc. or any other suitable identity) to allow the 3GPP AAA server to verify the user rights, the UE IP address assigned local which needs to be communicate to the PDG as tunnel end-point, the identity of the H-PLMN (e.g. the mcc and ncc or a realm) to identify the H-PLMN destination, the WLAN identity in order to know the source for example for charging purposes or check of roaming rights.

3. After receiving the request the WAG resolve the W-APN. The WAG attaches the label “wlan” as to W‑APN Network Identifier, if not present. Then, if the W-APN Operator identifier is not present, then the WAG recognised the H-PLMN destination from the H-PLMN Identity send in the request message, and extend the W-APN with the W-APN Operator Identifier and send the request to the V-DNS. The V-DNS can resolve the IP address is available within the local DNS cache or forward the request to the H-DNS. 

4. At the end the WAG receives the IP address of the H-PDG, which the W-APN is referring to.

5. The WAG forwards the service request to the H-PDG, which has been identified by W-APN.

6. The H-PDG verifies the user right send a WAPN request to the 3GPP AAA home with the User ID and the W-APN Network Identifier. 

7. The 3GPP AAA verifies that the UE had been already identified, verifies the user rights controlling the presence of W-APN within the list of allowed APN within the user profile.  (The procedure for verify the Wild card W-APN is FFS). For security the message can include a Signature performed using some hashing of derived by integrity key or other keys derived from network Authentication process. Furthermore this Signature can be used in order to recognised the user and to avoid to start an authentication procedure.

8. The 3GPP AAA Home send a request to the 3GPP AAA Visited in order to info that a given UE (user ID) has request to access to a service from WLAN AN. The message includes a Sesssion ID (SES ID) , User ID in order to identify the user and the Session for charging purposes, e.g. the SES ID can be used within the CDR. 

9. The 3GPP AAA Visited replies with a simpler acknowledge or it can refuse the request for some local policy.

10. The 3GPP AAA Home send an ACK to the H-PDG informing about the result of check of user rights

11. the H-PDG checks the authorisation and the availability of local resources activating any suitable actions requested to provide the service to the UE

12. The 3GPP AAA Visited send local policy enforcement to the WAG. The request include any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP), ecc

13. The WAG replies about the status and the policy, which will be applied.

14. In case that service request is not accepted the H-PDG send a service response to the UE and stops any other actions

15. In case that the service request is accepted, the H-PDG verifies if a previous tunnel from the UE and the PDG is available. 

16. If yes, the PDG send to the UE via the WAG a message indicating that the service request is accepted and that such session (SES ID) shall use the existing tunnel (Tunnel ID).

17. The WAG forward the message to the UE and apply enforcement policy receive by the 3GPP AAA Visited.

18. The UE send a tunnel request to the PDG as acknowledge with all Identity (SES ID, User ID, Tunnel ID, ecc) to avoid misconnection.

19. The PDG reply for acknowledge. 

NOTE; The rountrip 18-19 may be avoid, since the tunnel set-up can be considered terminate after reception of message at step 17.

1.1.2 Access to Visited PLMN
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Figure 2a: Authorisation for accessing services of Visited PLMN – APN resolved by WAG
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Figure 2b: Authorisation for accessing services of Visited PLMN – APN resolved by WAG
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Figure 2c: Authorisation for accessing services of Visited PLMN – APN resolved by WAG

The procedure to access to service in visited PLMN is defined as follows:

1. The UE request the access to a service provided by H-PLMN

2. as previous step 2 for service in H-PLMN

3. as previous step 3 for service in H-PLMN

4. At the end the WAG receives the IP address of the H-PDG, which the W-APN is referring to.

5. The WAG forwards the service request to the V-PDG, which has been identified by W-APN.

6. The V-PDG verifies the user right send a WAPN request to the 3GPP AAA Visited with the User ID and the W-APN Network Identifier. 

7. The 3GPP AAA Home send a request to the 3GPP AAA Home to verify UE rights. The request includes User ID), Session ID (SES ID) in order to identify the user and the Session for charging purposes, e.g. the SES ID can be used within the CDR

8. The 3GPP AAA Home verifies that UE had been already identified, verifies the user rights controlling the presence of W-APN within the list of allowed APN within the user profile.  (The procedure for verifies the Wild card W-APN is FFS). For security the message can include a Signature performed using some hashing of derived by integrity key or other keys derived from network Authentication process. Furthermore this Signature can be used in order to recognised the user and to avoid to start an authentication procedure.

9. The 3GPP AAA Home replies according to its checks or user rights..

10. The 3GPP AAA Visited verifies the user right for accessing service in roaming and it may applies local policy.

11. the 3GPP AAA Visited send the response about the check to the V-PDG including any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP), ecc.

12. as step 11 of procedure to access to home service.

13. as step 12 of procedure to access to home service.

14. as step 13 of procedure to access to home service.

15. as step 14 of procedure to access to home service.

16. as step 15 of procedure to access to home service.

17. as step 16 of procedure to access to home service.

18. as step 17 of procedure to access to home service.

19. as step 18 of procedure to access to home service.

20. as step 19 of procedure to access to home service.

NOTE; The rountrip 19-20 may be avoid, since the tunnel set-up can be considered terminate after reception of message at step 18.

1.2
APN resolved by UE

In this section the procedures for accessing service of Home PLMN and Visited PLMN are described. These procedures are described without explanatory text of various steps since they are similar to the previous procedures, the difference is that in this case the UE start a discovery procedure of PDG and that Wag does not perform any mediation between the UE and the PDG. In practice the procedure to access to Home services has a different step 3, 4, 5 15 and 16.

1.2.1 Access to Home PLMN
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Figure 3a: Authorisation for accessing services of Home PLMN – APN resolved by UE
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Figure 3b: Authorisation for accessing services of Home PLMN – APN resolved by UE

1.2.2 Access to Visited PLMN
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Figure 4a: Authorisation for accessing services of Visited PLMN – APN resolved by UE
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Figure 4b: Authorisation for accessing services of Visited PLMN – APN resolved by UE

2
Conclusion and proposal

Considering the procedures shown and the conclusions contained in doc S2-032450, this contribution proposes to include the text here after attached.

7.2 Authorisation and tunnel set-up procedure

7.2.1 Procedure for Home PLMN services
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Figure X: Procedure for service autorisation: Access to Visited PLMN services

1. The UE send a Service Request whichi includes the W-APN, its own identify (such as IMSI, NAI, or any other suitable identity) to allow the 3GPP AAA server to verify the user rights, the UE IP address assigned local which needs to be communicate to the PDG as tunnel end-point, the identity of the H-PLMN (e.g. the mcc and ncc or a realm) to identify the H-PLMN destination, the WLAN identity in order to know the source for example for charging purposes or check of roaming rights.

2. After receiving the Service Request from the UE, the WAG attaches the label “wlan” as to W‑APN Network Identifier, if not present. Then, if the W-APN Operator identifier is not present, then the WAG recognises the H-PLMN destination from the H-PLMN Identity included within the Service Request message, and extends the W-APN with the W-APN Operator Identifier. Finally, WAG send a DNS query to the V-DNS. The V-DNS resolves the IP address of the H-PDG related to the W-APN forwarding the query to the H-DNS. At the end of the process the WAG has got the IP address of the H‑PDG.

3. The WAG forwards a Service Request to the H-PDG, which has been identified from the W-APN.

4. The H-PDG verifies the user rights sending a WAPN Request to the 3GPP AAA Home including information usefull, i.e. the User ID, the W-APN. For security the message can include a Signature performed using some hashing of derived by integrity key or other keys derived from network Authentication process. Furthermore this Signature can be used in order to recognised the user and to avoid to start an authentication procedure. The 3GPP AAA Visited generates a Session ID to recognised the Session.

5. The 3GPP AAA Home verifies that UE had been already identified by means of the Signature (the procedure is FFS
), verifies the user rights controlling the presence of W-APN within the list of allowed APN within the user profile. (The procedure for verifies the Wild card W-APN is FFS). 

6. The 3GPP AAA Home send a Service Request Info to the 3GPP AAA Visited to inform V-PLMN about the result of the request perfomred by the UE connected to V-PLMN. The message includes User ID, Session ID (SES ID). The Session IS is used for charging purposes, e.g. the SES ID can be used within the CDR. 

7. The 3GPP AAA Visited may apply local policy.
8. The 3GPP AAA Visited replies including an Accepted or Rejected Indication, to inform H-PLMN that the request performed by the UE is accepted or rejecting according to local policy, such as network availability, roaming restrictions
9. the 3GPP AAA Home send the WAPN Response including the service authorisation indication, i.e. Service Accepted or Service Rejected, to the WAG. Furthermore the the message includes any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP), ecc.

10. The 3GPP AAA Visited send local Policy Enforcement Request to the WAG. The request includes the policy to be applied to such session and any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP).

11. The WAG replies with aPolicy Enformcement Ack message including its own status and the policy that will be applied.

12. The H-PDG send a Service Response to the WAG including Service Accepted or Service Rejection iindication. Furthermore the message includes the Sesssion ID, th eTunnel ID and any suitable information to establish the tunnel, such as IP address from the H-PDG addressing space, Tunnel type.

13. The WAG applies the local Policy Enforcement received by the 3GPP AAA Visited. It send a Srvice Response message to the UE including all information received from the H-PDG and in addition information related to local policy applied by WAG.

14. The UE send a tunnel request to the PDG as acknowledge with all Identity (SES ID, User ID, Tunnel ID, ecc) to avoid misconnection.

15. The PDG reply for acknowledge. 

NOTE; The rountrip 14-15 can be avoid, since the tunnel set-up can be considered terminate after reception of message at step 13.

7.2.1 Procedure for Visited PLMN services
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Figure X: Procedure for service autorisation: Access to Visited PLMN services

16. The UE send a Service Request whichi includes the W-APN, its own identify (such as IMSI, NAI, or any other suitable identity) to allow the 3GPP AAA server to verify the user rights, the UE IP address assigned local which needs to be communicate to the PDG as tunnel end-point, the identity of the H-PLMN (e.g. the mcc and ncc or a realm) to identify the H-PLMN destination, the WLAN identity in order to know the source for example for charging purposes or check of roaming rights.

17. After receiving the Service Request from the UE, the WAG attaches the label “wlan” as to W‑APN Network Identifier, if not present. Then, if the W-APN Operator identifier is not present, then the WAG recognises the H-PLMN destination from the H-PLMN Identity included within the Service Request message, and extends the W-APN with the W-APN Operator Identifier. Finally, WAG send a DNS query to the V-DNS. The V-DNS resolves the IP address of the V-PDG related to the W-APN. AT the end of the process the WAG has got the IP address of the V-PDG.

18. The WAG forwards a Service Request to the V-PDG, which has been identified from the W-APN.

19. The V-PDG verifies the user rights sending a WAPN Request to the 3GPP AAA Visited including information usefull, i.e. the User ID, the W-APN. For security the message can include a Signature performed using some hashing of derived by integrity key or other keys derived from network Authentication process. Furthermore this Signature can be used in order to recognised the user and to avoid to start an authentication procedure. The 3GPP AAA Visited generates a Session ID to recognised the Session.
20. The 3GPP AAA Visited send a Service Request Info to the 3GPP AAA Home to verify UE rights. The message includes User ID, Session ID (SES ID), the Signature, W-APN in order to identify the user and verify user Rights. The Session IS is used for charging purposes, e.g. the SES ID can be used within the CDR. 
21. The 3GPP AAA Home verifies that UE had been already identified by means of the Signature (the procedure is FFS
), verifies the user rights controlling the presence of W-APN within the list of allowed APN within the user profile. (The procedure for verifies the Wild card W-APN is FFS). 

22. The 3GPP AAA Home replies according to its checks or user rights with a Service Response Info..

23. The 3GPP AAA Visited verifies the user right and it may apply local policy.

24. the 3GPP AAA Visited send the WAPN Response including the service authorisation indication, i.e. Service Accepted or Service Rejected, Furthermore the the message includes any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP), ecc.

25. The 3GPP AAA Visited send local Policy Enforcement Request to the WAG. The request includes the policy to be applied to such session and any information suitable to recognised the user (user ID), the session (SES ID), the connection (UE IP).

26. The WAG replies with aPolicy Enformcement Ack message including its own status and the policy that will be applied.

27. The V-PDG send a Service Response to the WAG including Service Accepted or Service Rejection iindication. Furthermore the message includes the Sesssion ID, th eTunnel ID and any suitable information to establish the tunnel, such as IP address from the V-PDG addressing space, Tunnel type.
28. The WAG applies the local Policy Enforcement received by the 3GPP AAA Visited. It send a Srvice Response message to the UE including all information received from the V-PDG and in addition information related to local policy applied by WAG.
29. The UE send a tunnel request to the PDG as acknowledge with all Identity (SES ID, User ID, Tunnel ID, ecc) to avoid misconnection.

30. The PDG reply for acknowledge. 

NOTE; The rountrip 14-15 can be avoid, since the tunnel set-up can be considered terminate after reception of message at step 13.
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