
3GPP TSG-SA WG2 meeting #33     
Tdoc S2-032364

Sophia Antipolis, France , 7th – 11th July 2003
Title:
Proposed LS on the recommendation from IREG of non publicly routable IP addresses for the GPRS nodes
Release:
Rel-6

Work Item:
WLAN Interworking

Source:
SA2

To:
IREG, IREG Packet Group, SA3
Cc:
GSMA Security Group
Contact Person:

Name:


Nicolas Martiquet

Tel. Number:

+33.1.45.29.51.69

E-mail Address:

nicolas.martiquet@rd.francetelecom.com

1. Background on WLAN/3G Interworking

3GPP are currently defining an architecture that provides interworking with the 3G Packet Switched Core Network from a WLAN Access.

In order to access to the PS based services, an entity has been defined by 3GPP/SA2. This entity is called Packet Data Gateway (PDG) and provides the necessary IP connectivity to the Wi reference point. The Wi reference point is quite similar to the existing Gi reference point, so that, from the external IP network point of view, the Wi reference point looks exactly the same as the Gi reference point. Moreover, from the Wi/Gi point of view, the PDG acts exactly as a GGSN.

It is possible that the Home PLMN has no agreement at all with the WLAN Access Network the user is connected to. However it is the aim of 3GPP to provide 3G interworking to the user in this case, otherwise the service would be very restricted. To this aim, SA2 have decided to provide a roaming architecture, where a Visited PLMN (e.g. a local 3G operator that has an agreement with the considered WLAN Access Network) provides the interworking between the WLAN Access Network and the Home PLMN. The entity used on the traffic plane for routing enforcement in the Visited PLMN is then called WLAN Access Gateway (WAG).

SA2 are currently defining the tunnelling mechanism to use in order to route the packets from the WLAN User Equipment to the PDG. Two options are currently considered and we have not decided yet if we would chose one of the two options or a combination of these. The two options are as follows:

· end-to-end tunnel: in this case the WLAN User Equipment establishes a tunnel that goes directly to the PDG; the WAG provides routing enforcement (i.e. firewall);

· tunnel-switching: in this case the WLAN User Equipment establishes a tunnel to the WAG, and the WAG switches the tunnel and activates another one to the PDG.

The decision must be taken by SA2 before September. One of the considerations is whether the additional functionality required at the WAG in the tunnel-switching case is justified on security grounds, since there is a desire in SA2 to reduce as much as possible the requirements on the VPLMN.

The end-to-end tunnel requires the IP address of the PDG (which may be connected to the GRX) to be passed to the UE and for this address to be routable from the UE’s point of view.

Mechanisms could be provided in the WLAN which would prevent users sending packets to this address before they are authenticated and authorised for WLAN access. Further, mechanisms (e.g. firewalls) could be provided at the boundary to the GRX network to prevent packets being routed to other entities on GRX (e.g. GSNs), or to arbitrary ports on the PDG.

SA2 understands that IP addresses used on GRX are public IP addresses and that they must not be visible from the public internet.

We would like guidance from GSM-A IREG on this proposal that specific devices on the GRX may be made visible to authorised UEs in the manner described above.

2. Requirements on the GSN Nodes
Different questions were raised in SA2.

· First, SA2 are making the working assumption that the GRX could be used for WLAN roaming purpose between the WAG and the PDG; hence, traffic through GGSN and PDG would share similar requirements for interoperator roaming like security, QoS etc.

· SA2 also tried to understand the existing requirement of non publicly routable IP addresses for the GSNs; in TS 23.060 v6.1.0, it is said in section 14.11.1 ("GSN address") that " The IP addresses of GSNs and other backbone nodes of all PLMNs build a private address space that is not accessible from the public Internet"; moreover, this sentence is associated to an IREG requirement, found in IR.34: "GPRS intra- and inter-PLMN backbone networks shall remain invisible and inaccessible to public Internet". Note that it is not the aim of SA2 to come back on these requirements, but the WLAN group are currently at a stage where we define a PDG that has many functions coming from what exists in the GGSN; hence we have a need to understand the aim of these requirements in order to keep only the ones that are really useful.
2. Actions
To IREG Packet Group: 

· To provide feedback on the questions above; in particular, to explain the requirement of non publicly routable IP addresses for GSNsover GRX so that SA2 can make a decision on tunneling option

To SA3: 

· If security issues exist when a PDG address on GRX is made visible and accessible to specific authorised UEs, SA2 request that SA3 comment on these and on the possible solutions; in particular, the added value (if any) of NATting the IP address of the PDG so that its true address is not revealed, but the device is still accessible.

2. Dates of Next TSG SA WG2 Meetings:

	Meeting
	Date
	Location

	SA2#34
	August 18th-22nd, 2003
	Brussels, Belgium

	SA3#35
	October 27th-31st, 2003
	China



















































































