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1 Introduction

This contribution presents an initial proposal for Scenario 3 informative flows for the UE-Initiated tunnel establishment in the End-to-End solution, where the remote tunnel endpoint is the PDG. The aim of this informative message flow is to show how the UE-Initiated tunnel establishment could be realised in the End-to-End solution to enable Scenario3.

The proposal is based on basic assumptions and principles for the UE-Initiated Tunnel in TS 23.234 v.1.10.0 and agreed in previous meetings:

· Tunnel establishment decoupled from the WLAN session establishment

· Supports the UE-Initiated Tunnel requirement. Some of those are:

· Establishment of trusted relationships

· UE User Data IP configuration obtained from/through PDG

· Secure tunnel established

· Distinction between User data IP addresses (inner IP) and Transport IP addresses (outer IP)

· Service request shall be indicated in the tunnel establishment request. The service shall be indicated typically by a requested WAPN

Furthermore in this proposal the network always takes the final decision from which PDG the UE should be getting the access to the service requested or Wi interface. The network may provide this information to the UE in the namely “Selected_W-APN”.

2 UE-Initiated Tunnel Establishment Information flow

This information flow presents the generic messages exchange necessary in order to establish a UE-Initiated tunnel for Scenario 3 purposes.

Prior to the UE-Initiated tunnel establishment, it is necessary to follow two processes. Those two processes are highlighted and shown in the diagram:

· WLAN Access Authentication and Authorisation (step 1-7)

During this step Routing Policy enforcement rules associated to this user can be applied to WAG.  E.g. depending it is an scenario 2-only user or scenario 3-only user there might be policy enforcement rules in the user subscription profile defining what kind of GW is allowed to access or not.

· Provisioning of UE Transport IP address by UE DHCP Query (step 8)

After those processes are performed, the UE has the required IP connectivity to try to establish a UE-Initiated tunnel whenever the user requires it.
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Figure 1. Example message flow to UE-Initiated tunnel establishment

When the User decides that it want to access a service, the UE builds the W-APN associated to the service requested by the user.  The W-APN will be compound of the service identifier part and the gateway identifier part. The gateway Identifier part is having an FQDN format. The W-APN requested by the UE is the “Requested_W-APN”.

A detailed description of the UE-Initiated Tunnel Establishment in steps 9-18.

9. UE performs public DNS request on the “Requested_W-APN” FQDN part in order to obtain the PDG IP address

10. UE sends a “Tunnel_Establishment_Request” to the initial PDG, PDG1. Within the message user identity and requested service is indicated by  Requested_W-APN.

PDG1 (e.g. via  the 3GPP AAA Server) shall check against the subscriber profile information, whether the user is authorised or not to access the Wi identified by “Requested_W-APN”.  In the case, the user is authorised to get access to the requested Wi, the network decides from which PDG the UE will get access to Wi.  The network shall decide to assign to this user PDG2.  UE IP configuration is obtained in PDG and PDG2 IP address is associated to “Selected-W-APN” and this is communicated to the UE.

In case that PDG1 and PDG2 are the same, then step 11 might be skipped.

11. UE starts a new tunnel establishment to PDG2.  UE sends a “Tunnel_Establishment_Request” to PDG2 indicating the user identity and the “Selected-WAPN”. PDG2 verifies the user and subscriber profile against the user subscriber profile for the authorisation.  UE IP configuration is obtained in PDG and it is communicated to the UE

12. After the tunnelling establishment signalling has been completed, the UE is able to access the Wi reference point via the PDG2.  

In steps 10 and 11, there is tunnel establishment signalling to authenticate the user and authorise to establish the tunnel between the UE and PDG. The tunnel establishment signalling can be realised potentially by using IKEv2 between UE and PDG in the Wu reference point.

In step 12. the user data can start to flow between the UE and the PDG to access Wi.  The user data tunnel  can be realised by IP Sec in the Wu reference point. 

3 Conclusion

It is proposed to include section 2 in TS 23.234 v.1.11.0 in the informative annex F.1 as an example message flow.
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