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/***** start of first change *****/

4.1 WLAN Networks Interworking with 3GPP
Figure 4.1 illustrates WLAN networks from the point of view of 3GPP interworking. The 3GPP Authentication, Authorization and Accounting (AAA) server is a Diameter server. The home network is required to support RADIUS interwoking in the non-roaming case when WLAN Access Networks not providing Diameter interfaces are to be supported. 
The Packet Data Gateway, introduced in scenario 3, is a node via which packet data networks are connected. Scenario 2 offers direct connection from the WLAN to the Internet/intranet. The WLAN includes WLAN access points and may include other devices such as routers or intermediate AAA elements. The User Equipment (UE) includes all equipment that is in possession of the end user, such as a computer, WLAN radio interface adapter etc.

/***** end of first change *****/

/***** start of second change *****/

6.1.2.2 WLAN Roaming Reference Model

The home network is responsible for access control. Charging records can be generated in the visited and/or the home 3GPP networks.  The Wx and Wo interfaces are intra-operator. The home 3GPP network interfaces to other 3GPP networks, via the inter-operator Ws and Wc interfaces.

The 3GPP proxy AAA relays access control signalling and accounting information to the home 3GPP AAA server using the Ws and Wc interfaces.
It can also issue charging records to  the visited network CGw/CCF when required.

The 3GPP network interfaces to WLAN Access Networks via the Wr and Wb interfaces.     
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Figure 6.2   Roaming Reference Model. The shaded area refers to scenario 3 functionality.

/***** end of second change *****/

/***** start of third change *****/

6.2.2  3GPP AAA Proxy

· the 3GPP proxy AAA  represents a Diameter proxying and filtering functionthat  resides in the visited 3GPP network.  The 3GPP proxy AAA functions include.:

· Relay the AAA information between WLAN and the 3GPP AAA Server. 

· Enforce policies derived from roaming agreements between 3GPP operators and between WLAN operator and 3GPP operator

· Report charging/accounting information to local CCF/CGw for roaming users

· Service termination (O&M initiated termination from visited NW operator)

· Receives authorization information  (Subscriber information)

· Forwarding authorization information to WLAN

· Rejection of authorization according to local policy 

[Editor’s Note: depending on the selection of the protocols for Wc/Ws, the 3GPP AAA proxy may need to perform RADIUS/Diameter interworking]
The 3GPP proxy AAA  functionality can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physical network node. 

/***** end of third change *****/

/***** start of fourth change *****/

6.3.1 Wr 

6.3.1.1 General description

The reference point Wr connects the WLAN access network, possibly via intermediate networks, to the 3GPP Network (i.e., the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case).  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  The reference point has to accommodate also legacy WLAN access networks and thus should be DIAMETER or RADIUS-based.

6.3.1.2 Functionality

The functionality of the reference point is to transport RADIUS/DIAMETER frames:

· Carrying data for authentication signalling between WLAN UE and 3GPP Network 
· Carrying data for authorization signalling between WLAN AN and 3GPP Network 
· Carrying keying data for the purpose of radio interface integrity protection and encryption

· When such functionality is supported by the WLAN AN, used for purging a user from the WLAN access for immediate service termination. 
6.3.1.3 Protocols

Wr reference shall be based on IETF Diameter Base protocol. EAP authentication shall be transported over Wr reference point by Diameter Extensible Authentication Protocol (EAP) Application.,
[Editors note:  Diameter base protocol is work in progress in IETF [draft-ietf-aaa-diameter-12.txt ]]

[Editors note:  Diameter Extensible Authentication Protocol  (EAP) Application is work in progress in IETF [draft-ietf-aaa-eap-00.txt]]
To support legacy logical nodes outside of 3GPP scope and which terminate or proxy the Wr reference point signalling and not supporting Diameter protocol, a signalling conversion between RADIUS and Diameter may be performed. [11].  Editor’s note:  this issue requires further study.

It should also be noted that RADIUS does not support all the Diameter features.  Therefore, this conversion might limit the usage of features existent in Diameter but not existent in RADIUS (e.g. filtering rules).

/***** end of fourth change *****/

/***** start of fourth change – new section 6.3.10/6.3.11 *****/

6.10.1 Ws 

6.10.1.1 General description

The reference point Ws connects the 3GPP AAA Proxy Server, possibly via intermediate networks, to the 3GPP AAA Server.  The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.  

6.10.1.2 Functionality

The functionality of the reference point is to transport AAA messages including:

· Carrying data for authentication signalling between 3GPP AAA Proxy Server and 3GPP AAA Server

· Carrying data for authorization signalling between 3GPP Proxy Server and 3GPP AAA server

· Carrying keying data for the purpose of radio interface integrity protection and encryption

· Used for purging a user from the WLAN access for immediate service termination

6.10.1.3 Protocols

Ws reference shall be based on single AAA protocol. EAP authentication shall be transported over Wr reference point.
[Editor’s note: the choice of RADIUS or Diameter is ffs]

6.3.11 
Wc 

The reference point Wc is located between 3GPP AAA Server and 3GPP network.  The prime purpose of the protocols crossing this reference point is to transport charging-related information in a secure manner.  The reference point shall be based on a single AAA protocol.
[Editor’s note: the choice of RADIUS or Diameter is ffs]

The functionality of the reference point is to transport:

· Charging signalling per each WLAN user

/***** end of fourth change *****/
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