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1 Introduction

This contribution addresses the issues related to the transmission of the COMMON ID message on the Iu to the SRNC by the CN and the impact of the message timing on early UE handling.

2 Present Procedure to obtain IMEISV

The present proposal is to retrieve the IMEISV information from the UE during the ATTACH procedure (TS 23.195, sub-clause 5.2). Subsequently, the UESBI-Iu is then transported to the SRNC using the RANAP: COMMON ID message.  Presently this message carries the IMSI (permanent NAS identity) of the mobile so that the SRNC can create a context between the RRC connection and the NAS identity for UTRAN paging co-ordination. The proposal is to update this message to additionally carry the UESBI-Iu and thus facilitate early UE handling. 

The ATTACH request is a PS domain procedure performed for the purposes of GPRS attach or combined (CS and PS) GPRS attach. A CS domain only mobile would perform the LOCATION UPDATE REQUEST procedure to enable a IMSI attach. The present understanding is that the IDENTITY REQUEST procedure will follow the ATTACH REQUEST (LOCATION UPDATE REQUEST) sent to the network. The UE shall then respond with the IDENTITY RESPONSE message containing the IMEISV.  

Note that the IDENTITY REQUEST does not need to be integrity protected – i.e. security need not be enabled for the upper layers (NAS) in the mobile to process this message. 

Another approach is for the network to rely on one of the following messages at later stages:

1. AUTHENTICATION AND CIPHERING (A&C) RESPONSE – this only applies to mobiles having a PS signalling connection. (Note in contrast the AUTHENTICATION REQUEST procedure applies as long as the mobile has a RR connection suggesting that the AUTHENTICATION REQUEST procedure applies to both CS and PS domains, but the AUTHENTICATION RESPONSE does not have the ability to send the IMEISV to the network). The network sets the “IMEISV request” element in the AUTHENTICATION AND CIPHERING REQUEST message sent to the mobile following which the mobile responds with the IMEISV in the response. 

2. IDENTITY RESPONSE – the IDENTITY REQUEST (sent subsequent to attach procedure) indicates the “identity type” requested by the network with IMEISV being one of the signalled types that may be requested.

Following the CM SERVICE REQUEST (carrying the IMSI or TMSI or P-TMSI) that is carried in the RRC INITIAL DIRECT TRANSFER message, which in turn triggers the SCCP connection establishment, the CN first secures the connection through the Authentication (optional) and Security Mode Command procedures. Thus the security procedures are actually split up into two – Authentication and Security configuration. The SECURITY MODE COMMAND is mandatory (if USIM/SIM present) to establish at the minimum the Integrity Protection of the signalling messages on the Uu interface, and optionally to enable ciphering. 

The A&C REQUEST procedure if triggered has the ability to obtain the IMEISV from the UE, but only in the case where the PS signalling connection has been established. Thus the earliest the network can obtain the IMEISV, if not already accomplished through the attach procedure, is through the A&C procedure.

While there is obviously no prohibition on the network from performing the A&C procedure, as long as the PS signalling connection is established, if it so desires, it is important to note that the Authentication procedure is optional and needs to be performed only if the mobile indicates that its keys have expired during the last connection, the latter being accomplished through appropriate setting of the “Ciphering Key Sequence Number” in the CM SERVICE REQUEST. TS 24.008 specifically states in sub-clause 4.7.7.4 “…In order to allow the start of ciphering on a logical link without authentication, GPRS ciphering key sequence numbers are introduced..”. It further states,  “In UMTS, the network may choose to start ciphering and integrity checking with the stored GPRS UMTS ciphering key and the stored GPRS UMTS integrity key (under the restrictions given in 3GPP TS 02.09 and 3GPP TS 33.102) if the stored GPRS ciphering key sequence number and the one given from the MS are equal.” Thus the triggering of the A&C REQUEST procedure is not essential prior to the Security Mode Command procedures and thus the IMEISV does not need to be obtained through the A&C procedures only. It would not then be correct to claim that the COMMON ID procedure always carries a verified IMSI today since the specifications do not require the A&C procedure to be performed following every RR connection establishment. 

It was discussed in prior meetings that the sequence of RANAP messages may be important since certain Uu procedures may need to be aware of the UESBI to ensure successful completion of procedures. 

3 Discussion of the Problem

The Security Mode Command procedures over the Uu are quite complex and it may well be possible that “early UE handling” needs to be capable of resolving issues that emerge in the near future.  If the CN waits until after the completion of the security procedures to send the COMMON ID the SRNC may not have the necessary information prior to initiation of the Security procedures to ensure successful completion. 

As of today, there is no requirement in the specifications that the COMMON ID message be sent to the SRNC only after ensuring that the Security procedures are complete. Annex A is an extract from TS 25.413 detailing the COMMON ID procedure. In particular, the specification merely states the following “…After having established an Iu signalling connection, and if the Permanent NAS UE identity (i.e. IMSI) is available, the CN shall send a COMMON ID message…”. The permanent NAS identity is available to the CN through the initial direct transfer procedure that triggers the establishment of the SCCP connection and thus the above seems to suggest that the CN should send it as soon as it is available to the SRNC.

3.1 Any other considerations?

The COMMON ID message is most intimately connected with the paging procedure. The UE may be placed in CELL_FACH state through the RRC CONNECTION SETUP procedure by the network. Due to cell reselection the completion of the security procedure on the Uu may be delayed (but only because the SECURITY MODE COMMAND in the DL is received with a delay due to cell reselection; if cell reselection occurs following the receipt of the SECURITY MODE COMMAND and prior to completion of the procedure, the Security procedure is aborted by the mobile). If the trigger for the COMMON ID is the completion of the security procedures, then a delay in the security procedure would in turn delay the receipt of the COMMON ID message over RANAP. The SA WG3 Stage 2 security specification, TS 33.102, prohibits all RRC signalling messages, with a few exceptions, from being transmitted without integrity protection, once security procedure has been executed (assumed to mean completed at the mobile). (Also note that no CN messages can be sent via direct transfer until the security procedure is completed since the NAS Layer will not accept messages, again with a few exceptions, without integrity protection.) However the SRNC may send a PAGING TYPE 1 message without integrity protection (per TS 33.102). But a mobile can be paged only in idle mode or in URA/CELL_PCH using the PAGING TYPE 1 message. The former case is of no interest in the present discussion since we are dealing with a RRC connected mobile and the mobile will not be in CELL_PCH state during the execution of the security mode procedures. The PAGING TYPE 2 message is used to page mobiles in connected mode in CELL_FACH and CELL_DCH states. However, the SA WG3 Stage 2 specification requires the PAGING TYPE 2 message to be integrity protected and hence the SRNC cannot send the page to the mobile as long as the security procedure is not completed. Hence, delaying the COMMON ID until after the security procedures are completed, does not delay the ability to page a mobile. Thus it seems that the paging functionality does not require the transmission of the COMMON ID message earlier than the completion of the security procedures. 

However, in order to facilitate successful completion of security procedures it would be useful to have the COMMON ID message, carrying the UESBI-IU, sent to the SRNC over the RANAP prior to the initiation of the security procedures.

It should also be noted that the above is not the only resolution of the problem, since the UESBI-Uu, sent for e.g. during initial RRC Connection establishment, can also provide the needed indication to the SRNC of the UE’s ability to handle the security mode procedures without special handling.

4 Proposal

Two options are available to handle the situation related to any special handling of mobiles that may be required for successful completion of security procedures:

1. State in TS 25.413 that the COMMON ID message shall be sent on the RANAP immediately following successful SCCP connection establishment, and then followed by the SECURITY MODE COMMAND on Iu in case USIM/SIM is present.

2. Do nothing in terms of RANAP, and rely on the UESBI-Uu to provide the necessary indication to the SRNC of the need of special handling of security procedures for the mobile in question.

A combination of both options may also be considered in order to deal with the (unlikely) scenario that a number of issues that may need to be resolved in terms of security handling (requiring a number of bits set aside in the UESBI-Uu for security procedure issues).

Annex A

The following is an extract from R99, TS 25.413.

4.1 8.16
Common ID

4.1.1 8.16.1
General

The purpose of the Common ID procedure is to inform the RNC about the permanent NAS UE Identity (i.e. IMSI) of a user. This is used by the RNC e.g. to create a reference between the permanent NAS UE identity of the user and the RRC connection of that user for UTRAN paging co-ordination. The procedure uses connection oriented signalling.

4.1.2 8.16.2
Successful Operation
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Figure 17: Common ID procedure. Successful operation.

After having established an Iu signalling connection, and if the Permanent NAS UE identity (i.e. IMSI) is available, the CN shall send a COMMON ID message, containing the Permanent NAS UE Identity IE to the RNC. The RNC shall associate the permanent identity to the RRC Connection of that user and shall save it for the duration of the RRC connection.

4.1.3 8.16.3
Abnormal Conditions 

Not applicable.
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