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At S2#30 Tdoc S2-030728 was accepted as a basis on which to progress work on Scenario 3. This document analyses a number of issues with respect to preferred options site-to-site tunnels. TDoc. S2-030728 indicates only that site-to-site tunnels are needed in Options 3, 8 and 9 (these options were the Options preferred by delegates at SA WG#30 as the basis for further work). If IP traffic between a UE + WLAN and a home network is to be forced to travel through the VPLMN rather than be routed directly between the UE + WLAN and the HPLMN then either 1) routers in the WLAN will need to be configured so that traffic is routed through the VPLMN or 2) a site-to-site tunnel between the WLAN and VPLMN ensures that all traffic is sent by the tunnel to the VPLMN. Since 1.) was not accepted by SA WG2#30 then a site-to-site tunnel is needed in all options identified by TDoc. S2-030728.
---------------------------------Discussion--------------------------------
1
What is a site-to-site tunnel and what are the implications?


[image: image1]
1.1 Site-to-Site Tunnel as a L2 Tunnel (L2 VPMN)
In this case we assume that the the Border Gateway in the VPLMN is responsible for mapping the IP address to the UE’s L2 address (MAC address).
1.1.1
UE Transparent Tunnelling

A packet having destination address AH (the address allocated to the UE by the HPLMN) arrives at the Border Gateway via some kind of tunnel. The tunnel could be a L2 tunnel (e.g. L2TP) or a L3 tunnel (e.g. IP in IP, GRE etc.).  The Border Gateway takes the packet out of the tunnel and delivers it to the MAC address associated with AH.
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When a packets arrives at the border gateway on a specific L2 VPN they are forwarded via the tunnel to  the PDG in the HPLMN. There is a specific Border Gateway/Packet Data Gateway tunnel associated with a  L2 VPN.

Problems/Issues

As described above IP addresses used in the WLAN cannot be guaranteed to be unique  so ARP, RARP and neighbourhood discovery (ICMPv6) may not work properly since the same IP address may be associated with several different hardware addresses (L2 addresses). This problem arises due to 
1. APNs on the same or different PDGs (same or different HPLMNs) may have overlapping address space

2. Addresses space use for Scenario 2 may overlap with those used for Scenario 3. 
In order to avoid such problems there might be a need to be separate L2 VPNS for each PDG and for each APN and some means of  L2 VPN separation of Scenario 2 from Scenario 3.

1.1.2
UE Initiated Tunnelling
In this case we assume that address allocation is performed by the VPLMN (e.g. via DHCP) and that an address AV is allocated by the VPLMN. When a  packet having destination address AV and source address X arrives at the border gateway in the VPLMN it is not de-capsulated  but is delivered to the UE via the MAC address associated with AV. Software in the UE will (somehow) de-capsulate the packet, having destination address AH and source address B, before passing it to the UE’s TCP/IP stack. 
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The IP address is allocated by the WLAN and can be guaranteed to be unique to the UE independently of the number of HPLMNs and PDGs the VPLMN is connected to.
1.2
Can the site-to-site tunnel be a L3 tunnel (L3 VPLMN)?

Address allocation is performed by the VPLMN (e.g. via DHCP). We assume the router in the WLAN provides DHCP relay, notes the address allocated to the UE and associates it with the UE’s MAC address.

Here we assume that the VPLMN allocates address AV to the UE and AH is the address previously allocated by the HPLMN.

The packet arriving from source address B having destination address AH arriving in the home network is then encapsulated in a packet having destination address AV and source address X (where X is the address of the Packet Data Gateway in the HPLMN). (The address AV allocated to the UE by the VPLMN is communicated to the Packet Data Gateway as a result of authorization and address allocation by the VPLMN).

1.2.1
UE Transparent Tunnelling

Option 1: When the packet having destination address AV and source address X arrives at the border gateway in the VPLMN it must be de-capsulated (giving the packet having destination address AH and source address B) however if this packet is delivered via the L3 tunnel to the router in the WLAN the MAC address cannot be resolved since only AV   has an associated MAC address and not AH. 
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Option 2: Another possibility is for the Border Gateway to tunnel the already encapsulated packet to a router in the WLAN. When the packet is received by the WLAN router on this tunnel it extracts the ecapsulated packet, having destination address AV and source address X , determines the MAC address associated with AV (e.g. via RADIUS) and then extracts the original packet, destination address AH and source address B and forwards it to the MAC address associated with AV.  Adopting this option requires WLAN routers to be modified and there is the additional problem if UE tunnelling is also supported in that the WLAN somehow has to figure out if it has to extract the packet having destination address AH and source address B and forward that to the MAC address associated with AV  or send the encapsulated packet having destination address AV and source address X via the MAC address associated with AV.
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Conclusion 1:
 If UE transparent tunnelling is to be supported then

· the site-to-site tunnel must be a L2 tunnel (L2 VPN) and this implies IEEE 802.1Q support in WLAN and Border Gateway
It may be possible for the site to site tunnel to be a L3 tunnel however this would imply changes to WLAN router functionality and certain issues/problems would need to be solved. 
1.2.2
UE Initiated Tunnelling
When the packet having destination address Av and source address X arrives at the border gateway in the VPLMN it is sent via the L3 tunnel to the WLAN and the WLAN resolves MAC address for Av. Software in the UE will (somehow) de-capsulate the packet, having destination address AH and source address B, before passing it to the UE’s TCP/IP stack. 
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Conclusion 2: IF only UE initiated tunnelling is to be supported  then Site-to-site tunnel can be a L3 (i.e. if UE transparent tunnelling is not to be supported).
2.
Summary and Implications
2.1
UE Transparent Tunneling

Support of UE transparent tunnelling has no implications on the UE and has the following implications on the WLAN and Border Gateway and Packet Data Gateway
	Functionality
	UE
	WLAN
	Border Gateway
	PDG

	L2VPN
	
	Y
	Y
	

	IP Address Allocation
	
	
	Y (DHCP)
	

	Mapping IP address to MAC address
	
	
	Y (RADIUS)
	

	Tunnelling
	
	
	Y (between Border Gateway and PDG)
	Y (between Border Gateway and PDG)

	Registration with HPLMN  ?????
	Y
	
	
	Y


2.2
UE Initiated Tunneling

Support of only UE initiated tunnelling has the following implications on the UE, WLAN, Border Gateway and Packet Data Gateway
	Functionality
	UE
	WLAN
	Border Gateway
	PDG

	Site to Site Tunnels
	
	Optional (1)
	Optional (1)
	Optional (1)

	L3 Tunnel
	Y (see Note 2)
	
	
	Y

	IP address allocation
	
	DHCP Relay
	Y (DHCP)
	

	Mapping IP address to MAC address
	
	Y
	
	

	Registration with HPLMN
	Y
	
	
	Y


1. The Border Gateway can be optional and need only be provided if the VPLMN operator requires all traffic between the UE and HPLMN to go through the VPLMN. The site-to-site tunnel between the WLAN and Border Gateway can by L3 or L2 VPN.
2. Software must be installed in the UE in order de-capsulate the packets before passing it to the UE’s TCP/IP stack and to encapsulate packets received from the UE’s TCP/IP stack before transmitting them.
3.
Decisions Requested
The meeting is therefore requested to decide if

1. Both UE transparent and UE initiated tunnelling shall be supported.

2. UE initiated tunnelling shall be supported.

3. It is desirable for the Border Gateway to be optional, provided only by those VPLMNs who require all traffic between a UE and HPLMN to travel through the VPLMN (Note: The Border Gateway is a required network element even in the non roaming case if UE transparent tunnelling is to be supported. 
If it is agreed that only UE initiated tunnelling shall be supported and that the Border gateway shall be optionally provided then

4. Neither the UE or the PDG shall be aware of the Border Gateway
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