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1 Introduction/Discussion

As issues are split between TSGs, leading to separate specification documents, there is a need to avoid duplication of content and the necessary synchronisation between documents that this incurs.  SA3 have taken responsibility for authentication issues for the WLAN topic and present their specification at 33.234.

Text has been copied from TS 23.234 direct to TS 33.234 to provide the baseline for development in some areas.  Some of this text has since been updated by SA3.  We have to choose whether to follow SA3 and maintain our text aligned in the 23.234, and the responsibility for this must fall upon SA2, or we can accept that SA3 will provide the definitive document and we shall provide references to this only where necessary.

2  Proposal
Due to the overlap of SA3 and SA2 text there is the potential danger of conflicting information if both versions are allowed to exist with no reliable mechanism for synchronisation.  It is proposed that the 23.234 has the duplicate text removed and provides reference only against subject headings as necessary.

Changes to 23.234 are proposed as follows:
*******FIRST CHANGE*****************

2 2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.002: "Network architecture".

[2a]                      3GPP TS 32.225: " Telecommunication management;Charging management;Charging data description for the IP Multimedia Subsystem (IMS)." 
[2b]                      3GPP TS 29.329: " Sh Interface based on the Diameter protocol; Protocol details." 
[2c]                   3GPP TS 29.002: "Mobile Application Part (MAP) specification "
[3]
RFC2284: ” PPP Extensible Authentication Protocol (EAP)”

[4]
RFC 2486: “The Network Access Identifier”

[5]                       IETF Internet-Draft, "Diameter Base Protocol".

http://www.ietf.org/internet-drafts/draft-ietf-aaa-diameter-12.txt
     [6]

     3GPP TS 33.234: "WLAN Interworking Security."
*********END OF FIRST CHANGE******************

*******SECOND CHANGE*****************
5.1
Access Control Requirements

· Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user SW shall be minimized

· Existing SIM and USIM shall be supported. 

· Authentication shall rely on (U)SIM based authentication mechanisms.  

· R6 USIM may include new functionality if seemed necessary e.g. in order to improve privacy.

· Changes in the HSS/HLR/AuC shall be minimized.

· Methods for key distribution to the WLAN access NW shall be supported

· The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber

· Authorization shall occur upon the success of the authentication procedure

· It shall be possible to indicate to the user of the results of authorization requests.

· It shall be possible to indicate to the user any conditions for use of an authorised service.

· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

· The authorization mechanism shall be able to inform the user and WLAN immediately of any change in service provision.

· Policy control applies to the services authorized for the user.

· Access to 3GPP PS based services shall be provided via WLAN. 3GPP PS based services supported shall include IMS based services, location based services, instant messaging, presence based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.

· Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunnelling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network.

*********END OF SECOND CHANGE******************
*********THIRD CHANGE******************
5.2 Access Control Principles

End to End Authentication :  WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN and 3GPP network. 
Transporting Authentication signalling over WLAN Radio Interface :  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. 
Transporting Authentication signalling between WLAN and 3GPP network : WLAN Authentication signalling shall be transported  between WLAN and 3GPP network by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network.  
Details of end to end authentication and transport of authentication signalling over the WLAN radio interface and between the 3GPP network and WLAN is covered in 3GPP TS 33.234 [6]
Service Selection

The end to end signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.

*********END OF THIRD CHANGE******************

********FOURTH CHANGE************************

5.3 Authentication methods
Authentication methods are discussed in TS 33.234 [6].










********END OF FOURTH CHANGE************************

