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1. Introduction

This contribution proposes the addition or change of requirement for WLAN interworking with IMS.

2. Discussion

The current TS 23.234 v.1.3.0 does not include the requirement for WLAN interworking with IMS.

Security related section is also proposed to change because draft 33.234  already incorporated the security related part from TS 23.2234.

2.1  In 5.1, ISIM applications related wordings are added.  User is changed to UE because of improperly use.

2.2  In 5.3, authentication for IMS access via WLAN is clarified. TS 33.234 is added for reference to further security information. 

Tempory ID is described, but it is not clear where the ID is generated and how to handle this ID.

2.3  In 5.4, The information on Temporary ID is added for the  readability of users.

2.4  New 5.x: policy control for WLAN is added for scenario3.

3. Proposal

As described in section 2, it is proposed that the following change should be incorporated into TS.23.234.

Note: in the companion contribution ( s2-030066), charging related subclauses are proposed to move to Annex A (normative).  
***************      Start of first Change   *********************
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3
Definitions, symbols and abbreviations

3.1
Definitions

TBD.

3.2
Symbols

For the purposes of the present document the following symbols apply:

Wb
Interface between WLAN Access Network and 3GPP AAA

Wf
Interface between a CGw/CCF and 3GPP AAA

Wo
Interface between 3GPP AAA and OCS

Wr
Interface between WLAN Access Network and 3GPP AAA

Wx
Interface between HSS’ and 3GPP AAA

3.3
Abbreviations

CCF

Charging Collection Function

CGw
Charging Gateway

OCS

Online Charging System

PDA

Personal Digital Assistant

WLAN
Wireless Local Area Network

***************      End of first Change   *********************
***************      Start of second Change   *******************
5
High-level Requirements and Principles

Editor’s note : Provides the high-level functional requirements for the Interworking between WLAN and 3GPP system

It is necessary to provide WLAN interconnection between WLAN Networks and pre-R6 3GPP Networks. Hence it is required that this TS is compatible with R99 Networks and onward.

5.1
Access Control Requirements

· Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security reasons.

· Minimal impact on the user equipment, i.e. client software.

· Minimal impact on existing WLAN networks.

· The need for operators to administer and maintain end user SW shall be minimized

· Existing SIM and or USIM shall be supported. ISIM application shall be also supported when UE accesses to IM CN subsystem.
· Rel 6 USIM and ISIM applications may include new functionality if seemed necessary e.g. in order to improve privacy.

· Changes in the HSS/HLR/AuC shall be minimized.

· Methods for key distribution to the WLAN access NW shall be supported

· The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having simultaneous PS and CS connections for the same subscriber

· Authorization shall occur upon the success of the authentication procedure

· It shall be possible to indicate to the UE of the results of authorization requests.

· It shall be possible to indicate to the UE any conditions for use of an authorised service.

· Results of authorization requests shall be indicated to the WLAN, so that the WLAN can take appropriate action. 

· The authorization mechanism shall be able to inform the UE and WLAN immediately of any change in service provision.

· Policy control applies to the services authorized for the user.

· Access to 3GPP PS based services shall be provided via WLAN. 3GPP PS based services supported shall include IMS based services, location based services, instant messaging, presence based services, MBMS and services built upon combinations of these. Among these services, prioritisation is given for information in Annex C.

· Access to PS based services normally provided by the 3GPP packet core shall be provided via WLAN. These PS based services shall include support of private addressing schemes, external address allocation, secure tunnelling to private network, ability to provide addresses of DNS and NetBios servers specific to a private network.

5.2 Access Control Principles

End to End Authentication :  WLAN Authentication signalling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and enabling the access to the WLAN and 3GPP network. This authentication signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as specified in RFC 2284.
Transporting Authentication signalling over WLAN Radio Interface :  WLAN authentication signalling is carried between WLAN UE and WLAN AN by WLAN Access Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard, ETSI HIPERLAN2 shall be conform with TS 101 761, 101 493 , Draft TS [H2-3G interworking].
Transporting Authentication signalling between WLAN and 3GPP network : WLAN Authentication signalling shall be transported  between WLAN and 3GPP network by standard mechanisms, which are independent on the specific WLAN technology utilised within the WLAN Access network.  The transport of Authentication signalling between WLAN and 3GPP network shall be based on standard Diameter or RADIUS protocols.
Service Selection

The end to end signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS.

5.3 Authentication methods

 This section describes high level authentication method for WLAN. For  further information, see 3GPP TS 33.234 [2f].
5.3.1 General Requirements

Authentication shall rely on (U)SIM based authentication mechanisms. When UE access to IMS via WLAN,  authentication for IMS access shall be done in accordance with TS 32.203 [2d ] and TS 33.210 [2e] after the WLAN authentication based on USIM( or SIM) is done successfully.
5.3.2 USIM based Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from section 5.1. However, requiring USIM based authentication does not automatically mean that the USIM needs to be included in the WLAN card, for example the WLAN device can be linked with a UE supporting a USIM via, for example Bluetooth, Irda, USB or serial cable. An example of USIM-based authentication procedure, EAP/AKA, is found in Annex A. 

5.3.3 GSM SIM based authentication

GSM SIM based authentication is useful for GSM subscribers that do not have a UICC card with a USIM application. SIM based authentication, with enhancements for network authentication, satisfies the authentication requirements from section 5.1. 

However, requiring SIM based authentication does not automatically mean that the SIM needs to be included in the WLAN card, for example the WLAN device can be linked with a UE supporting a SIM via, for example Bluetooth, Irda, USB or serial cable. An example of SIM-based authentication procedure, EAP/SIM, is found in Annex A.5.3.4 WLAN specific SIM and USIM functions

It shall be possible to use the existing unmodified USIM for WLAN EAP-AKA and SIM for EAP-SIM respectively. For these SIMs and pre-release 6 USIMs the temporary ID shall be stored in the WLAN UE (outside the SIM/USIM).
The temporay ID is generated at 3GPP AAA server located in the home network for the user and passed to UE during the authentication process. How to generate and manage the temporary ID is described in 3GPP TS 33.234 [2e].
The R6 USIM shall be able to store the temporary ID in order to minimize the need to send the permanent IMSI based identifier.

5.3.5 Re-authentication

On some networks, EAP authentication may be performed frequently. For such cases, EAP SIM and EAP AKA include an optional re-authentication procedure. Re-authentication causes less load on the network and is faster to execute than the full SIM/USIM authentication procedure. Re-authentication is optional to implement for both the WLAN UE and 3GPP AAA server. On each EAP authentication, either one of the entities may also fall back on full authentication if they do not want to use re-authentication. Re-authentication is based on the keys derived on the preceding full authentication. 

On re-authentication, the UE protects against replays with an unsigned 16-bit counter. The server includes an encrypted server nonce (NONCE_S) in the re-authentication request. The Message Authentication Code attribute in the client's response is calculated over NONCE_S to provide a challenge/response authentication scheme. The NONCE_S also contributes to the new session keys. 

Because one of the objectives of the re-authentication procedure is to reduce load on the network, the re-authentication procedure does not require the 3GPP AAA server to contact a reliable database. Therefore, the re-authentication procedure makes use of separate re-authentication user identities. Pseudonyms and the permanent IMSI-based identity are reserved for full authentication only. The network does not need to store re-authentication identities as carefully as pseudonyms. If a re-authentication identity is lost and the network does not recognize it, the 3GPP AAA server can fall back on full authentication. 

If the 3GPP server supports re-authentication, it may communicate an encrypted re-authentication identity for next re-authentication to the WLAN UE during full authentication. If the client wants to use re-authentication, it uses this re-authentication identity on next authentication. 

5.4 User Identity

The network authentication procedure are based on the use of EAP method, as described in clause 7, where User Identity field carries the user identity composed by the Public User Identity and a Home Network Domain Name. For user identity protection a Temporary Identity can be used as described in 5.4.3.  Note that the Temporary Identity is a totally different ID from a Temporary Public User Identity used for initial SIP registration procedure for IMS access. The use of  the Temporary Public Identity is described in 3GPP TS 23.228[i].
5.4.1
Home network domain name

The home network domain name shall be in the form of an Internet domain name as specified in RFC 1035.

The UE shall derive the home network domain name from the IMSI as described in the following steps:

1.
take the first 5 or 6 digits, depending on whether a 2 or 3 digit MNC is used (see 3GPP TS 31.102 [27]) and separate them into MCC and MNC with "."; and

2.
reverse the order of the MCC and MNC. Append to the result: "WLAN.3gppnetwork.org" 

An example of a home network domain name is:

EXAMPLE:
IMSI in use: 234150999999999;

· where;

· MCC: 234;

· MNC: 15;

· MSIN: 0999999999; and

· home domain name: 15.234.WLAN.3gppnetwork.org.

NOTE: Other mechanisms to retrieve a realm e.g. by having a realm configured in a R6 USIM are FFS.

5.4.2 User identity

FFS

5.4.3.
Allocation of temporary identifier

The use of a temporary identifier is necessary to replace the IMSI in radio transmissions as it protects the user against tracing from unauthorized access networks.

The temporary identifiers are allocated, distributed to the UE and stored in the 3GPP AAA Server and UE as described in 3GPP TS 33.234 [2e].
5.X
Policy control for WLAN interworking with IMS
  This section describes the requirement for policy control for WLAN interworking with IMS. 

5.X.1  General requirement

Architecture for WLAN interworking to support policy control for IMS shall  conform to the 3GPP TS 29.271 [2g].  
5.X.2  Support of QoS capability in WLAN AN 
No assumptions are made about the QoS capabilities of the WLAN AN.

It is a 3GPP operators policy to ensure that the QoS capabilities in the WLAN AN are sufficient to support the service set offered by the operator.

Whether and how to ensure that services are not invoked on IP Connectivity networks which do not have the QoS capabilities to support them may;

 One possibility is to exchange the information regarding WLAN AN supported capabilities during service selection procedure between 3GPP Server and 3GPP AAA server.
5.X.3  Support of service based local policy
Service based local policy shall be supported for WLAN interworking with IMS. However, the exact capability mode which are required for WLAN interworking depends on the local policy as described in 3GPP TR ab.cde[2h].
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