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1 Introduction

This contribution proposes to introduce a Fault recovery procedure to 3GPP-WLAN inter-working system.
In current TS, there is no mechanism specifying how to do when HSS has a fault recovery. 
In CS and PS domains, there is a Fault recovery procedure used by HLR, after a restart, to indicate to a list of VLRs or SGSNs that a failure occurred. 
2 Fault recovery procedure for WLAN inter-working
After a fault of WLAN user register, the fault recovery procedures ensure that WLAN user data registered in the HSS (e.g. the address of the serving 3GPP AAA server) keeps correct, and is consistent with these in 3GPP AAA servers.
The Fault recovery procedure allows a HSS to inform 3GPP AAA servers that it has a fault recovery. The 3GPP AAA servers keep the HSS restart flag, and initiates the WLAN user registration procedure to HSS at the opportune moment, such as until user requires connection next time or after receiving the reset message immediately. It’s an implementation option. Message storm could be avoided initiating registration until user setups connection next time. 

When the HSS restarts, it shall initiate the Fault recovery procedure as illustrated in the following figure. Each step is explained in the following.
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 Fault recovery Procedure

1) After HSS restarting, HSS sends a Reset message to the 3GPP AAA servers it has connection with. 
2) The 3GPP AAA servers keep the HSS restart flag, then initiate WLAN user registration to HSS at the opportune moment.

3 Proposal

Huawei and China Mobile propose to

1. Include the Fault recovery functionality for reference point Wx in the section 6.3.2 of the TS.
2. Include the Fault recovery functionality for 3GPP AAA server in the section 6.2.3 of the TS.
3. include Section 2 of this contribution as a new subsection A.2.x in the TS
------------Start of  first Change--------------------

6.3.2 
Wx

This reference point is located between 3GPP AAA Server and HSS. The prime purpose of the protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HSS.  The protocol crossing this reference point is either MAP or DIAMETER-based.

The functionality of the reference point is to enable:

· Retrieval of authentication vectors, e.g. for USIM authentication, from HSS.

· Retrieval of WLAN access-related subscriber information (profile) from HSS

· Registration of the 3GPP AAA Server of an authorised WLAN user in the HSS. 

· Indication of change of subscriber profile within HSS (e.g indication for the purpose of service termination).

· Purge procedure between the 3GPP AAA server and the HSS.
· Fault recovery procedure between the HSS and the 3GPP AAA server.
------------End of first Change--------------------
------------Start of  second Change--------------------

6.2.3  3GPP AAA Server

· the 3GPP AAA server is located within the 3GPP network. The 3GPP AAA server : 

o
retrieves authentication information and subscriber profile (including subscriber's authorisation information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

o
authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signalling may pass through AAA proxies.

o
communicates authorisation information to the WLAN potentially via AAA proxies.

o
registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorised 3GPP subscriber, after their authorization or after the HSS/HLR indicated a Fault recovery. 
 o
initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber. 

o
may act also as a AAA proxy (see above).

------------End of  second Change--------------------
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