3GPP TSG SA2 #27




S2-022857

Beijing, China, 14-18.10.2002 

Title: 

Service Selection in WLAN Access


Source:
Nokia

Agenda item:
10.3

Document for: 
Approval

1 Introduction

TSG SA WG1 feasibility study for 3GPP-WLAN interworking has identified different service use cases for WLAN access. In scenario 2 WLAN access should be usable for for accessing "General Internet services"  and for "Access to intranets". In scenario 3 the WLAN access should be usable for accessing "all services based on 3GPP System PS domain capabilities". [TR 22.934, v.2.0.0]
To get access to this type of services via 3GPP PS domain, a session concept based on "PDP context" exists. Establishment of PDP context enables dynamic service selection by the user, different handling of different types of services, differentiated charging etc. In WLAN access systems however no such a mechanisms exist. The combined requirements for service selection over WLAN Access taking into account the scenarios 2 and 3 are however effectively the same as they are for the 3GPP PS domain. 

This contribution proposes a simple mechanism for enabling 3GPP PS domain type of service selection also for the 3GPP WLAN access.  

2 Service Selection for WLAN Access

In 3GPP PS domain the services are provisioned via so called network Access Points, identified by their Access Point Names (APN). Each PS domain subscriber can be subscribed to one or several APNs and when the UE establishes a connection (i.e. a PDP context) with the 3GPP PS network the indication of desired APN is included in the connection establishment request.  

Together with the APN a limited set of information required for an external system, to be accessed via the indicated APN, may be transferred in so called "Protocol Configuration Options" information element.  These external protocol related parameters may be used e.g. for authorisation to an external networks (e.g. they may contain a corporate intranet username&password). The usage of these parameters in 3GPP PS domain is explained in 3GPP TS 24.008. 

In WLAN access the connection is established by execution of an access control procedure between UE and 3GPP AAA Server. In this procedure the users identity is verified by executing authentication procedure. Within the access control procedure also the users authorisation to access the service is verified by checking the users WLAN subscription. For WLAN access, this access control is realised by EAP signalling, namely by EAP/SIM or EAP/AKA protocols.

To enable dynamic service selection and to transfer external protocol parameters PS domain type of mechanisms are required also for WLAN access. In practise this would be possible with simple addition of the "APN" and "Protocol Configuration Options" as new information elements to the EAP/SIM and EAP/AKA messages sent from UE to 3GPP AAA server during the EAP authentication.

Service selection and especially some of the Protocol Configuration Options are typically considered as very sensitive information, thus requiring protected transfer also over WLAN. Inclusion of this information into EAP signalling between the UE and 3GPP AAA server would from this point of view be an ideal solution, since EAP/SIM and EAP/AKA are capable of offering end-to-end encrypted path between a WLAN UE and a 3GPP AAA server. 

The service selection information may also have an impact to the IP and user data tunneling configuration to be utilised for the accessing WLAN UE. E.g. depending on the case WLAN UE may be assigned an IP address from WLAN AZ or from a compnay intranet. According to the IEEE 802.1x protocol EAP based access control signalling is the only allowed method of communication between a WLAN UE and the Network before IP address allocation. So also from this point of view the usage of EAP to transfer this type of service selection information is an ideal choice.

Following figure illustrates how the service selection information could be utilised within the EAP-SIM and EAP-AKA signalling. 
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Figure 1. Illustration of the transport of "APN" and "Protocol Configuration Options" from WLAN UE to 3GPP AAA server within EAP signalling.

Note: If also transfer of downlink parameters is required, then a new optional round trip could be introduced in EAP-SIM and EAP-AKA protocols.

3 Proposal

It is proposed that following text is included as a new paragraph to the chapter 5.2 " Access Control Principles"  of the S2 WLAN TS:

Service Selection and Authorisation

The end to end authentication signalling shall include means for delivering encrypted service selection information from the UE to the 3GPP AAA server. The service selection information may contain APN and External Protocol Configuration Options as they are defined in 3GPP TS 24.008. Before admitting the user to access WLAN, 3GPP AAA server shall verify users subscription to the indicated APN against the WLAN subscriber profile retrieved from HSS. 


























































