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1 Introduction

This contribution proposes generation of temp_id through cryptographic means in the 3GPP AAA Server.

Background

During e-mail discussion on S2 reflector on temp_id allocation, many companies favored allocation of temp_id in the 3GPP AAA server. Primary reasons mentioned were backward compatibility towards existing HLRs and the fact that 3GPP AAA Server is architecturally at the same level as SGSN/VLR where the temp_id allocation is done for 3GPP system. However, Nokia had concerns that doing so will impact load balancing among 3GPP AAA servers and that efficient handling of temp_id across multiple 3GPP AAA servers could be a problem. Mobility Networks suggested that use of cryptographic means to protect IMSI could eliminate these issues. The IMSI can be encrypted to generate temp_id either on the network side or in the UE. The network side generation is simpler. Besides, UE generation of temp_id does not have any additional benefit. Therefore this contribution focuses on the former. Some operators have expressed the need to be able to change the temp id more often than the frequency of re-authentications. Therefore the temp_id update procedure should be independent of authentication. An independent temp_id assignment procedure in addressed in a separate contribution. 

The goal of this contribution is to propose a simple yet efficient way to assign temp_id to the UE. It onlu refers to ciphering and deciphering functions. It is understood that necessary cryptographic scheme will need to be formally defined by SA3.
It is important to note that since the temp_id on the UE does not reside in a tamper-proof memory, it can get corrupted for various reasons. In such cases, network will need permanent identification from the UE. The UE could have mechanism to inform the user when such a situation arises. Such cases are not dealt with in this contribution.
2 Description

We propose to derive the temporary identifier in the 3GPP AAA server by ciphering the IMSI. All 3GPP AAA Servers in a PLMN share the same ciphering key, so that the ciphering and deciphering could happen in each 3GPP AAA Server. This key can be delivered to a 3GPP AAA Server through OA&M mechanisms. 

EAP-SIM and EAP-AKA allow for assignment of temp_id during the authentication phase. Presence of temp_id (pseudonym) in EAP-Request/AKA Challenge or EAP-Request/SIM Challenge is however optional. Thus the temp_id can be assigned using these messages during the authentication phase. 

2.1 Temp_id generation in 3GPP AAA Server

Before the 3GPP AAA Server starts temp_id assignment procedure with the UE, it generates the temp_id by first concatenating the IMSI with a freshly chosen random number and then using an encryption function to encrypt the result. The presence of random number will ensure that each temp_id is fresh.   

temp_id = cipher (IMSI | random number)

2.2 IMSI recovery from Temp_id in 3GPP AAA Server
During subsequent authentication attempt, when the UE submits the temp_id, the 3GPP AAA server decrypts the temp_id to recover the IMSI. The random number is simply discarded.

3 Proposal

It is proposed that:

1) Sections 2.1 and 2.2  be included in the chapter 7 of the TS.

2) Replace item #3 in Section A.3.1 (EAP-AKA procedure) with

The UE starts EAP AKA authentication procedure by sending an EAP Response/Identity message. The UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. The NAI contains either a temporary identifier (pseudonym) allocated to UE in previous authentication or, if a valid temporary identity is not available, the IMSI.
3) Replace item #6 in Section A.3.1 (EAP-AKA procedure) with

3GPP AAA Server checks that it has an authentication vector available (RAND, AUTN, XRES, IK, CK) for the subscriber from previous authentication. If not, a set of authentication quintuplets is retrieved from HSS/HLR. If a temporary identity is received as the subscriber identity, the 3GPP AAA Server will need to recover the IMSI from this.


4) Replace item #8 in Section A.3.1 (EAP-AKA procedure) with

New keying material is derived from IK and CK. The extra keying material is required in order to pass the encrypted and integrity protected temporary identifier to the UE. The keying material may also be used for WLAN technology specific confidentiality or integrity protection. 

 If a temporary identity is to be included in the EAP Request/AKA Challenge message, the 3GPP AAA Server generates a temp_id. The temp_id is encrypted.
5) Replace item #11 in Section A.3.1 (EAP-AKA procedure) with

UE runs UMTS algorithm on the USIM. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the terminal rejects the authentication (not shown in this example). If the sequence number is out of synch, terminal initiates a synchronization procedure (not shown in this example). If AUTN is correct, the USIM computes RES, IK and CK.

UE derives required additional keying material from IK and CK. UE decrypts and saves the temporary identity to be used on next authentication.
6) Replace item #3 in Section A.3.2 (EAP-SIM procedure) with

The UE starts EAP SIM authentication procedure by sending an EAP Response/Identity message. The UE sends its identity complying to Network Access Identifier (NAI) format specified in RFC 2486. The NAI contains either a temporary identifier (pseudonym) allocated to UE in previous authentication or if a valid temporary identity is not available, the IMSI.


7) Replace item #10 in Section A.3.2 (EAP-SIM procedure) with

3GPP AAA Server checks that it has N (usually two or three) available authentication triplets (RAND, SRES, Kc) for the subscriber from previous authentication. Several triplets are required in order to generate longer session keys. If N triplets are not available, a set of authentication triplets is retrieved from HSS/HLR. If a temporary identity is received as the subscriber identity, the 3GPP AAA Server will need to recover the IMSI.

8) Replace item #12 in Section A.3.2 (EAP-SIM procedure) with

New keying material is derived from NONCE_MT and N Kc keys. The extra keying material is required in order to calculate a network authentication value and to pass the encrypted and integrity protected temporary identifier to the UE. The keying material may also be used for WLAN technology specific confidentiality or integrity protection. 

A message authentication code (MAC) is calculated over the RAND challenges using a newly derived key. This MAC is used as a network authentication value.

If a temporary identity is to be included in the EAP Request/SIM Challenge message, the 3GPP AAA Server generates a temp_id. The temp_id is encrypted

3GPP AAA Server sends RAND, MAC, and encrypted temporary identifier to WLAN in EAP Request/SIM-Challenge message.
9) Replace item #14 in Section A.3.2 (EAP-SIM procedure) with

UE runs the GSM A3/A8 algorithms N times, once for each received RAND. 

This computing gives N SRES and Kc values.

The UE derives additional keying material from N Kc keys and NONCE_MT.

The UE calculates its copy of the network authentication MAC and checks that it is equal with the received MAC. If the MAC is incorrect, the network authentication has failed and the UE cancels the authentication (not shown in this example). The UE continues the authentication exchange only if the MAC is correct.

UE decrypts the temporary identity and saves it to be used on next authentication.

UE calculates a combined response value MAC_SRES from the N SRES responses.

























































