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1.
Introduction

At the last SA2 meeting there were discussions in the Presence adhoc regarding what IMS interface should be used for the Pen reference point between the Presence Network Agent and the Presence Server and also for the Pex reference point between the Presence External Agent and the Presence Server for publishing Presence Information. This contribution discusses the merits of using ISC or Mw and proposes the use of ISC between the Presence Network Agent and the S-CSCF and then ISC between the S-CSCF and the Presence Server for the implementation of reference points Pen and Pex and also for Peu for terminals that do not support the Peu reference point.

2.
Discussion

The following diagrams in TS 23.141 are relevant to this discussion:

Overall Presence architecture diagram showing Pen and Pex reference points.
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also the detailed figure showing a Network based Presence User Agent that acts on behalf of a terminal that does not support the Peu reference point (non IMS terminal).
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In the above cases the Presence Network Agent, Presence External Agent, and Network based Presence User Agents are network servers within the trust domain of the Presence Service provider.

It has already been determined that the Presence Server is an Application Server as defined in TS 23.228 and hence interfaces to the rest of the IMS network (specifically via the S-CSCF) using the ISC interface. In order for the Presence publishing nodes to publish Presence Information to the Presence Server the SIP requests that transport the Presence information have to make their way to the ISC interface for the Presence Server. Publishing directly from Presence Supplier to the Presence Server is not a practical proposition since the SIP requests use the Request-URI set to the address of the Presentity not the address of the Presence Server and it is the presentities assigned S-CSCFs task (using Filter Criteria) to locate and route to the Presence Server.

Therefore there are two possible interfaces that can be used for the SIP publish requests to reach the S-CSCF (and hence the Presence Server), ISC or Mw.

Now if the Presence Publishing Supplier is an IMS terminal that implements Peu then the publish request will arrive at the S-CSCF using Mw interface. However since IMS terminals register with S-CSCF and are authenticated at registration time and then use the security association and the Path or Service Route set up with the P-CSCF for all further originations the S-CSCF can safely assume that the originated request that arrived on Mw is legitimate and pass it on to the Presence Server.

However there is a problem if we use Mw for publishing other than from the terminal. Since the network based publishing supplier does not register with the S-CSCF (nor should it – this would break the IMS architecture in a big way). This means that there are no authentication credentials set up as are set up for the IMS terminal at registration and also that the network based Presence Supplier does not establish a Path or Service Route to the S-CSCF but needs to go through the I-CSCF allocation mechanism (this is basically the definition of Mw – between CSCFs). Currently the I-CSCF only allocates CSCF nodes in termination scenarios or doing registrations not on originations. However even though the Request-URI in the Publish request is set to the address of the presentity it would be extremely dangerous to accept Publish requests via Mw based on termination processing as this would open up the Presence Service to masquerading attacks from external networks as the Request-URI is not authenticated.

Therefore it is not possible for the S-CSCF to blindly trust if this request received from the I-CSCF is a legitimate request from a network based server or a potential false publisher attempting to modify the Presence information of the presentity etc. These issues could be addressed by some significant CSCF architecture and security work such as I-CSCF originating request S-CSCF allocation procedures and authentication of publish requests etc, but before embarking on such work lets first consider the other alternative the ISC interface.

How does the ISC interface make a difference? Firstly according to TS 23.228 “The protocol on the ISC interface shall allow the S-CSCF to differentiate between session control on Mw, Mm and Mg interfaces and the ISC interface.” What this means is that the S-CSCF must be able to identify somehow whether the request arrived via ISC or Mw. Also since in order to be secure if there is any possibility whatsoever of attack the ISC needs to use security mechanisms such as network domain security to ensure that man in the middle and other attacks are prevented. Thus it can be assumed that the Presence supplier can be connected securely to the S-CSCF via the ISC interface and then the S-CSCF can trust the originator of this publishing request as it knows that this was received directly and securely on the ISC interface. The security issues with Mw do not occur with ISC and so it is the preferred alternative.

3.
Proposal
1. That SA2 agree that the ISC interface be used for interfacing Presence Network Agent, Presence External Agent, and Network based Presence User Agents to the S-CSCF and then to the Presence Server. S2-022759 contains a CR to TS 23.141 to implement this proposal.
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