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Introduction

One Time Password (OTP) delivered by SMS is an interesting authentication option for public WLAN which is being considered for deployment by mobile operators. The use of an MSISDN to identify a subscriber for delivering a token can effectively be used to couple a wireless LAN subscription to an existing GSM subscription.

Typically an SMS based OTP scheme will use web based redirect to an SSL page where the use enters a username, comprising of the user’s MSISDN. The entry of this username will cause a token to be delivered to the user via SMS and will trigger the display of a secondary web page which enables the user to enter the received token.

The issue with such a scheme is that being based on credential entry via SSL, it cannot offer a secured WLAN link, e.g., compared to SIM based authentication using EAP-SIM/802.1X.

This document proposes a technique which enables the SMS based OTP scheme to be included within an 802.11i compliant architecture. It is demonstrated how such a scheme meets all the top level authentication requirements included in TR 23.934.

In order to support mutual authentication and key exchange, the technique makes use of Protected EAP.

EAP-PEAP

Protected EAP is an EAP type used to overcome the major deficiency of EAP-TLS, namely that client side certificates were required. PEAP provides mutual authentication, insures the confidentiality and integrity of otherwise vulnerable user credentials (e.g., a one time password), protects itself against both passive (eavesdropping) and active (man-in-the-middle) attacks and provides for the secure generation of cryptographic keying material.

PEAP supports inter-access point roaming in a simple fashion without requiring any direct communication between the network access points (e.g., IAPP evolution)

Although  PEAP is based upon public-key cryptography, the number of public-key operations is small, and minimal to no public key infrastructure (PKI) is required (e.g., determined by whether the CA for the server side certificate is in the public domain or not).

PEAP uses TLS to authenticate the network infrastructure through the TLS handshake protocol, to protect user credentials in transit by means of the TLS Record Protocol and to generate cryptographic keying material using the TLS-defined pseudo random function (PRF) functionality.

PEAP uses the same encapsulation as EAP-TLS; however, whereas EAP-TLS ends after the TLS Handshake Protocol is complete, PEAP continues, encapsulating another EAP negotiation and authentication conversation within the TLS Record Protocol. This encapsulation ensures the cryptographic protection of the second EAP conversation.

The authentication type negotiated during the second conversation may be any valid type, and one of the types benefiting most form this cryptographic protection is the “Generic Token Card” type EAP-GTC (see RFC 2284).

Once the second EAP conversation is complete, the EAP-Success (or EAP-Failure, as the case may be) message is returned to the client in the clear. If authentication is successful, cryptographic keys are derived using the TLS PRF; session keys never being transiting the WLAN network.

EAP-PEAP applied to One Time Passwords via SMS

As defined by EAP-PEAP, the UE authenticates the network using a server side certificate. 

As described above, all the elements for supporting 802.1X based One Time Passwords are already defined (e.g., EAP-GTC in RFC 2284 and EAP-PEAP in draft-josefsson-pppext-eap-tls-eap-02.txt). The only additional specification is to define how to support SMS transport of One Time Passwords and specifically, the required NAI definition(s). 

In order to achieve this, NAI based techniques are defined by which the user:

i) identifies that he wishes to select SMS based OTP over 802.1X

ii) sends his MSISDN to the network

This MSISDN is then the link between the GSM subscription and WLAN service. The reception of the MSISDN is sufficient to trigger the sending of an SMS to the user in which the message includes the One Time Password.

The NAI techniques listed above can be achieved in a single EAP identity request, or, if MSISDN privacy is active, using 2 separate EAP identity requests. 

In the latter case the first identity is used to indicate a preference for SMS based OTP over 802.1X and to enable a secure session to be established between the supplicant and the 3GPP AAA server. The second (protected) identity then comprises the MSISDN.

When only a single identity is used, the NAI is defined as:


“+” <country code> <national number> “@” <realm>

where country code and national number represents the users MSISDN and <realm> is sufficient to route to the3GPP AAA Server.

When MSISDN privacy is used, the first NAI (used in stage 1 PEAP authentication) is defined as:


“+msisdnsecurity@” <realm>

with the second identity (now secured by the TLS record protocol used in stage 2 PEAP authentication) being defined as:

“+” <country code> <national number> “@” <realm>

The reception of the users MSISDN by the 3GPP AAA server triggers the sending of a One Time Password to the user via SMS. The second stage EAP authentication then uses EAP type EAP-GTC (RFC 2284) to trigger the user entry of the One Time Password.

Re-authentication and Re-keying

Re-authentication may be required in order to combat the weaknesses of the negotiated cipher suite. Because EAP-PEAP/EAP-GTC based SMS OTP supports TLS session resumption, re-authentication and WEP/TKIP/AES re-keying can be supported without requiring the user to enter a new OTP.

In this case, re-authentication will trigger a TLS session resumption request, e.g., by including the same session_id in the ClientHello message. The server will respond with the same session_id in the ServerHello. The key_block is recomputed using the stored master_secret and the new client and server random values, so all keys are different.

Analysis against high level requirements

We now provide analysis against high level requirements in 3GPP 23.934:

Legacy WLAN terminals should be supported.

As with all 802.1X proposals, 802.1X support is required.

Minimal impact on the user equipment, i.e. client software.

Compliant. It is our understanding that Microsoft has plans to support EAP-PEAP, in which case the support of RFC 2284 defined EAP-GTC needs to be confirmed as a stage 2 EAP type.
The need for operators to administer and maintain end user SW should be minimized

Compliant. See above, ideally no SW will need to be administered or maintained if Microsoft supports EAP-PEAP with EAP-GTC

Existing UICC cards should be supported. The solution as such should not require any new changes to the UICC cards.

Compliant. The UICC cards is used for delivering an SMS – hence all existing UICC cards will be supported

Changes in the HSS/HLR/AuC should be minimized.

Compliant. No changes to the HLR/AuC will be required. Minimal changes to the HSS will be needed in order to provision the service.

The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

Compliant. UICC is only used for SMS transfer.

The user should have same security level for WLAN access as for 3GPP access.

Mutual Authentication should be supported

Compliant. Server side certificates and a (possibly private CA) is used to authenticate the network.

The selected Authentication solution should also allow for Authorisation

Methods for key distribution to the WLAN access NW shall be supported

Compliant. Key distribution is performed using EAP-TLS. Authorisation is performed by the 3GPP-AAA server.

Selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure

Compliant. Mutual authentication with periodic re-keying.

Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP System equivalent security

Compliant. TLS session resumption with no additional load on the AuC.

Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

Compliant. TLS based procedures are used to determine session keys.
Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

Compliant. EAP-PEAP protects against man in the middle attacks.

The WLAN technology specific connection between the WLAN UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

Compliant. EAP-PEAP uses dynamic session keys for protecting the integrity of the connection.

It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper proof memory such as the UICC card.

Compliant. Long term subscriber credentials are always stored on the UICC.

Summary

This document has introduced an authentication scheme based on EAP-PEAP and EAP-GTC. It has been shown how using a One Time Password, delivered by SMS, that the high level requirements in 23.934 can be fulfilled.

