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1. Overall Description:

1. Introduction:

SA2 has been discussing security of MBMS service (while considering many Tdocs among which 1  is attached
).  SA2 would like to ask SA3’s opinion on the issues mentioned in this LS.

2. Discussion

During its discussion SA2 considered following (non exhaustive) list of requirements:

· The ciphering key shall be common to all users receiving the same MBMS service. Ciphering key cannot be particular to a user. Ciphering key cannot be part of user UMTS subscriptions.

· The ciphering key used at one moment for a MBMS service shall be the same for the whole MBMS distribution tree so that a UE is not obliged to get a new ciphering key each time it changes its location within a same MBMS distribution area.
· The entities that will use the ciphering key (UE + Network element) shall obtain it from the entity providing the ciphering key. As the ciphering key can change during a MBMS session (to avoid fraudulent access to the service when users leave the service), access to the key shall be possible at start of the MBMS session and during session duration. 
· A protocol shall allow the entities using the ciphering key (UE and Network entity) to get the key from the entity providing the ciphering key. Both entities should get the same key and use them at the same time
· Ciphering applied to MBMS content shall cope with compression tools (RoHC) used on the radio interface.

During its discussion SA2 considered following (non exhaustive) list of questions:

· Where should encryption (and - if needed - integrity protection (i.e. traffic protection) be done)?

· Which entity should be responsible for key management?

· Which entity should take care of group membership management and key distribution to the UEs 

· How often should we change the key?

· Which mechanism to use for this key refresh?

· Issue related to Digital Rights Management (DRM) when MBMS data is stored on the user device
.

3. Actions:

Action for SA3:

Therefore, SA2 kindly asked SA3 to consider the requirements expressed in section 2 of this LS as well as to provide answer to the questions / issues mentioned in section 2 of this LS.

4. Date of Next SA2 Meetings:

Title
Date
Location

SA2#26
19th August –August 2002
Toronto, Canada









































































� It has to be noted that full consensus on the table given in section 3 of this Tdoc has not been reached.
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