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1. Introduction

According to TS 22.146, only the users who are authorized to receive a certain MBMS service should be able to do so. To prevent unauthorized parties from receiving MBMS services, the delivered content should be secured and the parameters enabling content reception should only be given to the authorized users.

To fulfill the presented requirement, content encryption and key distribution to the authorized users can be used as implementation methods.

2. Approaches

In the following subsections approaches are presented to fulfill the above mentioned security requirement. In the first alternative the encryption is done in the application layer (MBMS data carried encrypted between the BM-SC and the UEs) while in the second one it is done in the L2 layer (between the RNC and the UEs). The third alternative presented combines these two approaches.

2.1 Approach A: Encryption in Application Layer

Phases of the application layer encryption –approach are depicted in Figure 1.
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Figure 1. Phases of MBMS security procedures, when encryption is done in application layer.

A user wants to begin to use MBMS services. He makes contract with the operator and authorization information is inserted in the HLR. Thus, the user is authorized to receive data via MBMS bearers.

When a user finds out the availability of an interesting MBMS service, he informs his interest in the service by making a service subscription with the BM-SC (e.g. via a web site).

After making the subscription contract, the MBMS authorization information is inserted in the HLR. In addition, the decryption key is distributed to the user.

When the user wants to begin the service reception, he requests MBMS service activation from the SGSN. By using the authorization information received from the HLR, the SGSN checks the user's authorization. The authorization checking may be done in two levels: a) general authorization to receive data via MBMS bearers or b) authorization to receive the specific MBMS service requested.

Note: In the broadcast mode services the UE does not request service activation from the SGSN and the authorization is not checked either.
As the service session begins, the BM-SC begins the encrypted MBMS data delivery to the receivers. The authorized users have received the decryption key as described above and are therefore able to decrypt the content.

2.2 Approach B: Encryption in L2 Layer

Phases of the L2 layer encryption –approach are depicted in Figure 2.
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Figure 2. Phases of MBMS security procedures, when encryption is done in L2 layer.

A user wants to begin to use MBMS services. He makes a subscription contract with the operator or the content provider and thus is authorized to use MBMS services. The subscription may be service specific (i.e. authorization to use a certain service) or a general one (i.e. authorization to use MBMS services in general). Based on the subscription, MBMS authorization information is stored in the HLR with other subscriber information.

To begin the service data reception, the user requests MBMS Service Activation from the SGSN. By using the authorization information received from the HLR, the SGSN checks the user's authorization. The authorization checking may be done in two levels: a) general authorization to receive data via MBMS bearers or b) authorization to receive the specific MBMS service requested. 

The SGSN distributes the decryption key to the authorized user requesting activation.

Note: In the broadcast mode authorization cannot be checked and the service decryption key cannot be distributed as described above, because there is no joining phase.

Key delivery from the SGSN to the RNC takes place before the service data delivery begins. Thus, the RNC becomes able to encrypt MBMS data.

The MBMS service data is delivered unencrypted to the RNC. The RNC encrypts the data using L2 encryption functionalities.
The service data is delivered encrypted from the RNC to the receiving UEs. The authorized users have received the decryption key as described above and are therefore able to decrypt the content.

Note: The key distribution to the  users could be performed already in the subscription phase as described in approach A. In that case the key would have to be delivered from the BM-SC to the RNC as well.

2.3 Approach C: Combined Approach

As a third approach, it is possible to utilize both above described approaches (i.e. application layer encryption and L2 layer encryption) simultaneously. Thus, the UE should decrypt the received MBMS data twice: at first in the L2 layer and thereafter in the application layer.

To apply this approach, all the phases presented in approaches A and B should be performed.

3. Comparison of the Models

To compare the presented approaches, their main characteristics are shortly summarized here.

Approach A: Application layer encryption

· MBMS Data is carried encrypted between the BM-SC and the UEs (i.e. also within the CN).

· All packet/service based control information must be transmitted either by using separate signalling messages, or by adding a new control protocol between BM-SC and SGSN (i.e. a new header in MBMS packet), or the header of the MBMS data is not allowed to be encrypted (Note: also in this case a new control protocol may needed, so that the content of the header can be understood either in CN or RAN)

· If header compression is supported for MBMS data, no encryption is allowed to be performed to the header of the MBMS data packets. 

· The MBMS authorization information is stored in the HLR.

· The BM-SC manages the service keys.

· No encryption functionality is required in CN or RAN.

· If the BM-SC is not operated by the network operator, the operator cannot control the service keys.

· If the BM-SC(s) are not operated by the network operator, the UEs might need to support many different decryption algorithms (different BM-SCs may use different algorithms). Thus, the complexity in the UEs would be increased.

· Encryption block size may be bigger than in the approach B and thus a packet loss in the air interface may result in the incapability to decrypt the whole encryption block. (Furthermore, the QoS of the service might decrease.)

Approach B: L2 layer encryption

· MBMS Data is carried encrypted between the RNC and the UEs.

· The MBMS authorization information is stored in the HLR.

· The SGSN is responsible for distributing the keys to UEs and RAN.

· The existing encryption functionality (f8 encryption algorithm) can be reused with some modifications.

· Network operator has full control of the service keys.

Approach C: Encryption in both application layer and L2 layer

· Additional processing required in the UE, because decryption must be performed in two layers.

· From security point of view, applying encryption in two layers does not introduce major benefits (assuming both algorithms used are cryptographically strong).
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