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1 Introduction

Authentication and authorisation methods have been long established within 3GPP.  Introduction of IMS has moved these processes from the HLR/AuC scenario to a more progressive, encompassing, HSS entity.  With services now being developed for Release 6, SA2 needs to maintain the momentum.

2 Discussion

Within 3GPP we have HSS capabilities which include network access control for authorisation and authentication.

The current reference models proposed show a WLAN AAA Server resident in the 3GPP network.  The identified functionality of this entity is to authenticate and authorise those UE/Subscribers requiring access to 3GPP IP based services, as is done by the current architecture.  The only difference is that the subscribers are now accessing the services via a WLAN802.1x interface.  It is a sensible stance to take to re-use defined architecture wherever possible.

3.  Conclusion & Proposal
Amend the text and diagrams in line with this discussion to reflect current 3GPP positioning on authentication and authorisation.  No changes to the suggested architectures are being proposed, only updating with technical corrections.
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3 Introduction

This contribution proposes reference models for WLAN interworking.

The reference model diagrams illustrate the relationship between the various networks that may be involved in 3GPP System – WLAN interworking. In thefigures, roaming scenarios are considered and the non-roaming scenarios are considered to be a subset of these. The reference models are applicable to both direct and indirect interworking, where the WLAN network either does or does not have a commercial agreement / interconnect with the 3GPP home network.

Following types of network can be identified from the reference models:

· WLAN access network (WLAN AN) – wireless LAN network to which the UE is connected; WLAN AN can be connected to 3GPP network directly or via intermediate networks; 

· 3GPP visited network – 3GPP network which directly or indirectly connects to at least one WLAN AN  and which has a commercial (roaming) agreement with the 3GPP home network;

· 3GPP home network – home 3GPP network of the 3GPP subscriber that is using the WLAN network 
Note that if the 3GPP visited network and home network are the same, then they collapse to one Nw.

4 WLAN Interworking Reference Model (Authentication and Authorization Control)

Note: 3GPP S2 target is to find one common solution for access control that can accomodate all the relevant requirements that can be met by any of the current options.
4.1 Option 1(visited network model)
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Figure 1. Visited Nw based Access Control Reference Model.

Following reference points should exist for access control regarding WLAN interworking: 

· Wr – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network. The Wr reference point terminates in 3GPP network to a WLAN AAA server locating at 3GPP visited network. The termination point of the other end of Wr reference point is not specified in 3GPP. 

For Wr reference point, compatibility with de-facto WLAN ANs as well as support of possible intermediate networks are required. Reference point functionality includes transport of authentication and authorization information between UE/WLAN Access NW and 3GPP system.

Reference point can be based e.g. on RADIUS or Diameter protocols.

Wr reference point is considered to be the same regardless whether option 1 or option 2 is selected.

· Wx – Reference point by which WLAN AAA communicates with the HSS. Inter-operator interface. 

 The functionality of this reference point is retrieval of information from HSS.
 -WLAN profile (including authorisation information) for all WLAN subscribers
 -authentication vectors for SIM/USIM subscribers



Reference point can be based e.g. on Diameter protocol.
 

4.2 Option 2 (home based model)
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Figure 2. Home Nw based Access Control Reference Model.

Reference points:

Following reference points should exist for access control regarding WLAN interworking: 

· Wr – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network. The Wr reference point terminate in 3GPP network to a WLAN AAA server locating at 3GPP visited network.  The termination point of the other end of Wr reference point is not specified in 3GPP. 

For Wr reference point, compatibility with de-facto WLAN ANs as well as support for possibility of intermediate networks is required. Reference point functionality includes transport of authentication and authorization information between UE/WLAN Access NW and 3GPP system.

Reference point can be based e.g. on RADIUS or Diameter protocols.

Wr reference point is considered to be the same regardless whether option 1 or option 2 is selected.

· Wx - Reference point by which HSS(AAA) in visited network communicates with HSS(AAA) in home network.

 Reference point functionality is relay of authentication signalling between UE and home network and delivery of WLAN authorisation information to visited Nw. 

Reference point can be based e.g. on Diameter protocol. 



· 
 

5 WLAN Interworking Reference Model (Charging&Billing)

Note: 3GPP S2 target is to find one common solution for charging and billing  that can accomodate all the relevant requirements that can be met by any of the current options.

Option 1:

Following picture illustrates one possible reference model for WLAN interworking regarding charging and billing. In this model, the HSS{AAA} of the 3GPP visited network is directly connected to the online charging system of the 3GPP home network.
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Following reference points exist for charging and billing regarding WLAN interworking: 

· Wb – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network. The Wb reference point terminates in 3GPP network at the HSS{AAA} server located at 3GPP visited network.  Termination point of the other end of Wb reference point is unspecified in 3GPP.
For Wb reference point, compatibility with defacto WLAN ANs as well as support for possibility of intermediate networks is required.

Reference point functionality is accounting information delivery for 3GPP subscribers connected to WLAN AN.

Reference point can be based e.g. on RADIUS or Diameter protocols.

· Wf - Reference point by which HSS{AAA} server in visited network delivers charging records to Charging gateway / Charging Collection Function.

Reference point can be based e.g. on Diameter or GTP' protocols.
· Wo – Reference point by which HSS{AAA} server in visited network requests credit from home network online charging system for 3GPP subscribers subject for online charging. 

 

Reference point can be based e.g. on Diameter protocol.

Option 2:

Following picture illustrates one possible reference model for WLAN interworking regarding charging and billing. In this model, the HSS{AAA} of the 3GPP visited network is connected to the HSS{AAA} of the 3GPP home network. The online charging system is connected to the HSS{AAA} of the 3GPP home network. Note that this is the main difference with regards to the first model of option 1.
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Following reference points exist for charging and billing regarding WLAN interworking: 

· Wb – Reference point by which a WLAN AN directly or indirectly connects to 3GPP network. The Wb reference point terminates in 3GPP network at the  HSS{AAA} server located at the 3GPP visited network.  Termination point of the other end of Wb reference point is unspecified in 3GPP.  

For Wb reference point, compatibility with defacto WLAN ANs as well as support for possibility of intermediate networks is required.

Reference point functionality is accounting information delivery for 3GPP subscribers connected to WLAN AN.

Reference point can be based e.g. on RADIUS or Diameter protocols.

· Wf - Reference point by which HSS{AAA} server in visited network delivers charging records to Charging gateway / Charging Collection Function.

Reference point can be based e.g. on Diameter or GTP' protocols.
· Wo – Reference point by which HSS{AAA} server in visited network requests credit from home network HSS{AAA} server. 
Reference point can be based e.g. on Diameter protocol.


· Wp – reference point by which the HSS{AAA} server in home network requests credit from the online charging system for 3GPP subscribers subject for online charging. 

Reference point can be based e.g. on Diameter or RADIUS protocol.
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