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1 Introduction

This contribution addresses the architectural impact of service authorization on WLAN interworking. From DRAFT_WLAN_ref_models_2_Eri_Nok_Alc_cisc[1].doc:

“For Wr reference point, compatibility with de-facto WLAN ANs as well as support for possibility of intermediate networks is required. Reference point functionality includes transport of authentication and authorization between UE and 3GPP system.

Reference point can be based e.g. on RADIUS or Diameter protocols.”

Hence, it is important to understand what opportunities exist for authorization of resources using RADIUS or Diameter protocols.

2 RADIUS based authorization

Across the Wr reference point, RADIUS can be used for both authentication and authorization.

Authorization information includes:

Session Timeout: identifies the maximum time duration for which a user is authorized to access resources

Idle Timeout: identifies the maximum number of consecutive seconds of idle connection allowed to the user before termination of the resources.

Filter ID: identifies the name of a filter/access control list that can be used to define the resources for which a user is authorized to access

Tunnel Type: (RFC 2868) defines a compulsory network based tunnel that is used to define the resources a user is authorized to access

Note: It is important to realise that within the Internet, there are already examples of network access which support involuntary (compulsory) tunnelling. Specifically, the wholesale dial model enables the separation of access provider and service provider.

In such cases the tunnel is created without action from the user without allowing the user any choice in the matter. In order to accommodate such functionality, a consensus regarding multi-vendor tunnel attributes used in such an environment has been defined in RFC 2868.

3 Diameter (NASREQ) based authorization 

Across the Wr reference point, Diameter can be used for both authentication and authorization.

Authorization information for EAP responses includes:

Idle Timeout: identifies the maximum number of consecutive seconds of idle connection allowed to the user before termination of the resources

Authorization Lifetime: used to enable a Diameter server to inform a NAS of the maximum time allowed before re-authentication or re-authorization

Session Timeout: identifies the maximum time duration for which a user is authorized to access resources

NAS-Filter-Rule: is used to provide a filer rule that needs to be configured for the user.  

Tunneling: defines a compulsory network based tunnel that is used to define the resources a user is authorized to access

4 Applicability to 3GPP Interworking scenarios

4.1 Scenario 1, common billing and customer care

Session Timeout/Authorization Timeout: can be used to set dynamic re-keying policy for the user for legacy implementations. Because this will impact the signalling load on the authentication server, a HPLMN may wish to be able to set the re-authentication policy independently of the WLAN Access Network.
Filter ID: can be used to set the per user access control list so as to determine which IP services are authorised for roaming subscribers

Idle Timeout: can be used to manage local IP addresses in the WLAN Access Network

4.2 Scenario 2, common 3GPP access control and charging

Session Timeout/ Authorization Timeout: can be used to set dynamic re-keying policy for the user for legacy implementations. Because this will impact the signalling load on the authentication server, a HPLMN may wish to be able to set the re-authentication policy independently of the WLAN Access Network.
Tunneling: can be used to segment roaming and to tunnel users between access network and PLMN, supports multiple tunnels between a WLAN Access network and a HPLMN, e.g., similar to the use of APN in 3GPP access control

Filter ID: can be used to set the per user access control list so as to determine which IP services are authorised for roaming subscribers who do not have compulsory tunnelling activated

Idle Timeout: can be used to manage local IP addresses in the WLAN Access Network for roaming subscribers who do not have compulsory tunnelling activated or can be used to manage tunnels between the WLAN AN and the HPLMN when tunnelling is activated.

4.3 Scenario 3, access to 3GPP based PS services

Tunneling: can be used to replicate APN functionality, building compulsory tunnels between WLAN access network and 3GPP PLMN, which can be used to force users to access 3GPP-based Packet Switched (PS) services

Session Timeout/ Authorization Timeout: can be used to set dynamic re-keying policy for the user for legacy implementations. Because this will impact the signalling load on the authentication server, a HPLMN may wish to be able to set the re-authentication policy independently of the WLAN Access Network.

Note: Filtering in this instance is assumed to occur at the tunnel end-point in the 3GPP PLMN and so does not require transport using RADIUS.

Idle Timeout: can be used to manage tunnels between the WLAN AN and the HPLMN.
4.4 Scenario 4, service continuity

The service offered by WLAN and GPRS is likely to be offered using unique subnets. Hence, in order to accommodate all IP based services, it is assumed that layer 3 mobility is required to support scenario 4. Using a mobile IP model, the Home Agent could either correspond to a globally routable address, or be identified via a site level aggregator (SLA) identifier for Ipv6 (or RFC 1918 for IPv4) for locally significant addressing.

Tunneling: Where a SLA (or RFC 1918) is used for Home Agent addressing, tunnelling will be required for both WLAN domain and 3GPP domains. 3GPP domain tunnelling can be achieved using GTP and WLAN domain tunnelling can be achieved using the optional tunnelling attributes in RADIUS (and Diameter).

Session Timeout/ Authorization Timeout: can be used to set dynamic re-keying policy for the user for legacy implementations. Because this will impact the signalling load on the authentication server, a HPLMN may wish to be able to set the re-authentication policy independently of the WLAN Access Network.

5 Summary

It has been described how the Diameter (or RADIUS) interface across the Wr reference point can be used for per user service authorization.

It has been shown how these capabilities are useful when applied to the various WLAN interworking scenarios.

Given the options for service authorization across the Wr interface, SA2 should consider how this information can be transported from the home network.  

Notably, since this authorization information is delivered to the WLAN AN using Diameter (or RADIUS), the selection of Diameter (or RAIDUS) for the Wx interface will guarantee end-to-end operation without a further requirement to define the interworking of these Diameter/RADIUS attributes through an alternative protocol.








































































































































