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1. Scope and objectives

The current version 5.1.0 of TS33.203 states in chapter 8.1 that the following parameters are for FFS:

1. [Editors Note: It is FFS if a KSI, data equivalent to the START parameter, AMF related data, storage for CK and IK is needed or not.]

and

2. [Editors Note: It is FFS if an IMS subscriber shall be de-registered at power off]
This paper attempts to discuss the requirements for the need of KSI, START values, Threshold and HFN for IMS; and also whether there is a need to store the security keys for IMS on the ISIM application.

This paper proposes that at power off the existing SAs in the UE should be deleted and need not to be stored in the ISIM.

2
Introduction

After the joint meeting between SA3 and T3 in Sophia Antipolis 26  November 2001, SA3 sent out an LS in S3-010647 to a number of groups as T3, SA2, SA1, CN1 and T2.

It was stated in this LS that the SA3/T3 joint meeting concluded the following:

ISIM application SHALL include (at least) the following: IMPI; Home Network Domain Name; Support for SQNs used in the context of IMS domain; Algorithms and Authentication Key (K).

FOR FURTHER STUDY (Depends on the final decision on the mechanisms for protecting SIP signalling): Security Keys (CK, IK); data equivalent to the  Key Set Identifier; data equivalent to  the START parameter; AMF related data.

3
The need for START value, Threshold and HFN in IMS

In UMTS, the integrity method and confidentiality method used  are dependent on two counters COUNT-I and COUNT-C i.e. the integrity and ciphering protection is driven by COUNT-I and COUNT-C respectively. This two values need to be initialised at connection establishment. The START value, which is dependent on these two, counters then as defined in [TS33.102] needs to be stored in the USIM and in the ME. There is a START valued defined for both the PS domain and the CS domain respectively. The 20 most significant bits of the RRC HFN, RLC HFN and MAC-d HFN are when utilised, initialising the START value. Also the COUNT-I and COUNT-C are dependent on the RRC HFN and MAC-d HFN, RLC HFN respectively. When START for either domain has reached a threshold i.e. the value THRESHOLD, the ME shall trigger a new authentication procedure in order to receive new security keys. 

In IMS the authentication procedure is based on the SIP expiry timer in the UE and the S-CSCF, and the policy of the home network when to trigger a re-authentication procedure. Furthermore the security mechanism in IMS, i.e. IPSec ESP, does have its own mechanisms for replay protection and SA lifetime handling. Hence no START, HFN nor THRESHOLD values are required to be stored in the ISIM in IMS.

4        The need for storing the IPSec SA on the ISIM

There is currently no requirement in IMS for ISIM “plastic roaming”, i.e. when the user is able to change the UICC Card with an ISIM application from one terminal to another and is still able to re-use the same security association without requiring the network performing a new authentication of the subscriber. 

In TS33.203 we have the requirement that the initial REGISTER message, which is always sent unprotected by the UE, mandates the network to perform a new authentication in order to establish a new security association between the UE and the P-CSCF. 

When the UE is powered on or the UICC card is moved from one terminal to another terminal without powering off, the UE has to send an initial unprotected Register in order to establish a new security association. Therefore there is no need to define a requirement to store the security keys as integrity key and encryption key on the ISIM application in order for the SA to survive scenarios mentioned above in this chapter. Instead at power off the existing SAs in the UE shall be deleted.

In order to associate the security services and the session keys that shall be applied for an IP packet IPSec requires an SA (Security Association) and an SPI that identifies the SA. Since there is no need to store the session keys on the ISIM for plastic roaming there is no need to store the SPI and the SA itself on the ISIM. It should be noted that the UMTS KSI is not applicable for IMS since the IPSec SPI, which identifies the SA and session keys, is used instead.

Conclusions

Ericsson proposes that: 

· No START, HFN and THRESHOLD values are required for IMS. Accordingly there is no requirement to support or store any of these parameters on the ISIM.

· There is no need to store the IPSec SA i.e. session keys as the integrity key and encryption key, SPI, sequence number etc on the ISIM in order to support plastic roaming as discussed above in this paper. 

· No KSI value is required for IMS.

· The existing SAs in the UE are deleted at power off.

· It is not a security requirement that an IMS subscriber should be de-registered at power off or not but since the SAs are deleted Ericsson proposes that the corresponding Editors Note is removed (Bullet 2 in Section 1 in this paper).

It is proposed that TS 33.203 is updated according to the attached CR and T3 is informed by sending an LS with this information in order to be able to complete the ISIM application within the REL-5 timeframe.
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