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8. 
Possible requestor enhancements in Rel-6 

In Rel-6 the requestor concept could be further enhanced by introducing a so-called “Authorized Requestor List”. The “Authorized Requestor List” is defined by the target user and not by the operator as for the “Authorized UE List”. The “Authorized Requestor List” may be used to control the access to location information even though the user is not subscribing to notification/verification, but still wants to control what requestors can get his location. 

TS 23.271 pre-Rel-5 defines a LCS Location Notification Invoke message sent to the target UE in a MT-LR both in the CS and the PS domain. This message indicates the type of location request and the identity of the LCS client and whether privacy verification is required. From target UE user point of view this reflects only part of the location request chain, i.e. a possible requesting entity remains unknown to the target UE user. This is considered as a flaw in terms of target UE user privacy in pre-Rel-5.

The identities of the requestor can be e.g. MSISDNs or logical names. The requestor identity need perhaps not be globally unique, comp papa and Naomi.

The LCS Location Notification procedure should be enhanced for transferring the requestor identity to the target UE for a case-by-case authorization by the user.

Functional requirements:

· The requestor identity should be added as an information element to be carried on the Le, Lg and Lc interfaces.

· The requestor identity should be included in the location request, if available. When the originator of a location request is the LCS client itself, the LCS client may set the LCS client name as the requestor identity.
· When there is the originator as an independent entity of the LCS client and the LCS client does not have the requestor identity corresponding to the location request, some special value may be sent as the requestor identity. (The special value may be “empty”.) The actual value of the special value is outside the scope of the present document.  

· Before the LCS client issues a location request on behalf of a requestor, the requestor identity shall be duly authenticated so that the target user can trust the displayed requestor name to be correct. 

· The requestor identity should be added to the LCS Location Notification Invoke procedure


8.1  
Architecture alternative with requestor authentication in GMLC

Figure 8.1 illustrates the MT-LR signaling procedure when the requestor identity is authenticated in GMLC. 
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Figure 8.1; MT-LR signaling procedure when the requestor identity is authenticated in GMLC


1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. The interface requestor – LCS client is outside the scope of this TR. The identity of the requestor may be added to the service request by the requestor. Another possibility is that the requestor identity is obtained from the LCS Client as the requestor is authenticated with the LCS Client. In this case the requestor identity also needs to be provisioned in the privacy profile.

Note: According to this description, the requestor identity may be authenticated both by the LCS client and the GMLC in this case.

2) The LCS Client issues a location request to the GMLC containing the identity of the requestor. 

3) Common PS and CS MT-LR procedure as described in 23.271 section 9.1.1. After the authentication of the LCS Client and checking that the target UE is on the “Authorized UE List”, the “Allowed Requestor List” is checked for authorization of the location request for this requestor.

Note:  More detailed description of steps 4 to 12 can be found in TS 23.271, section 9.1.2 onwards.

4) The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server/SGSN indicated by the HLR/HSS. This message carries also the new requestor identity information. If the target UE subscriber profile so indicates, the UE must be notified for privacy verification. The requestor identity is included in the LCS Location Notification Invoke message together with the LCS Client Id.

5) Described in 23.271 section 9.1.2.

6) If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, requestor identity and whether privacy verification is required. 

7) to  12)  Described in 23.271 section 9.1.2

13)
The LCS Client sends the service response back to the requestor with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.





1) 
2) 
3) 

4) 
5) 
6) 
7) 

8.2
Backward compatibility

MSC, SGSN and UE according to previous releases do not support the requestor functionality.

When a location request is passed through MSC, SGSN or GMLC of previous releases, the requestor identity of the location request may be dropped and UE may not be able to receive the identity.
When a Rel-5 LCS client or Rel-5 GMLC is going to send a location request and the client or the GMLC does not have a requestor identity, which corresponds to the location request, the client or the GMLC should send some special value as the requestor identity of the request. (Note: The actual value of the special value is outside the scope of this TR.) When a location request, expected to contain the requestor identity, is notified to the UE without requestor identity, the UE is able to judge that the requestor identity was dropped due to the lack of network capability.
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