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1 Introduction and background

This contribution describes the requirement for WLAN authentication, together with authentication procedures for WLAN authentication in a WLAN – 3GPP interworking system. For the (U)SIM based solution, the user credentials are assumed to be stored in the (U)SIM card. However, where the (U)SIM card is placed in considered outside the scope for this contribution.

The intention with this contribution is to get a discussion about the WLAN authentication procedure in a WLAN-3GPP interworking system.

2 Authentication Requirements

The following requirements are foreseen for the authentication solution.

· Legacy WLAN terminals should be supported, i.e. without special hardware.
· Minimal impact on the user equipment, i.e. client software.
· The need for operators to administer and maintain end user SW should be minimized
· Existing (U)SIM cards should be supported. The solution as such should not require any new changes to the (U)SIM cards.

· Changes in the HSS/AuC should be minimized.

· The security data, i.e. long-term keys, which are stored on the (U)SIM-card must not be sent from the card itself. Instead the interface to the (U)SIM-card should be of type challenge-response, i.e. a challenge is sent to the (U)SIM-card and a response is received in return.

· The user should have same security level for WLAN access as for 3GPP access.
· Mutual Authentication should be supported

· The selected Authentication solution should also allow for Authorisation 
We have not found a single authentication solution that can fulfil all the requirements at once; hence we are proposing two solutions that include as many common parts as possible. The two proposed solutions are:

· SIM based Authentication via One Time Password (OTP)
· SIM based Authentication

The SIM based authentication via OTP fulfils the requirements on support of Legacy equipment without any new HW or SW. It also works for any (U)SIM card that can receive an SMS.

The SIM based Authentication solution can support Mutual authentication and does not rely on GSM/UMTS coverage.
3 Authentication procedure
3.1 SIM based authentication via One Time Password
The basics of this solution are that a One Time Password is delivered to the user GSM/UMTS phone using SMS as carrier. This requires no extra hardware for the user and can be supported with existing equipment.
The system overview with relevant components is shown in the figure below.
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The following authentication procedure is considered:

1. The user connects to the WLAN network and launches a browser. At this stage, the Access Server redirects every http-request to a login page.
2. In the login page at the Access Server, the user enters his GSM phone number.

3. The Access Request message is forwarded to the Authentication Server. 

4. The Authentication Server creates a One Time Password (OTP) that is forwarded to the GSM phone using SMS as transport (via the SMS-C).
5. The user types in the OTP in the login page at the Access server.
6. The Access Server forwards the Access Request message including the OTP to the Authentication Server. The Authentication Server can then authenticate the user by comparing the password received from the user with the one that earlier was created. 

7. An Access Reply is then sent back to the Access Server that then can apply the correct user policy for the session.
3.2 SIM based authentication
The basics for the (U)SIM based solution are that the physical (U)SIM card is used to store the user credentials. And the WLAN UE can let the (U)SIM create the appropriate access credentials. 
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The system overview with relevant components is described in the figure below.

The components involved in WLAN authentication are:

· WLAN UE (including the WLAN terminal and the (U)SIM card)
· Access Server

· WLAN AAA servers
· HSS/AuC

The (U)SIM card can be placed in (i) WLAN terminal, (ii) external SIM reader attached to the WLAN terminal, or (iii) in the 3GPP terminal. This issue is not further discussed here.

The following authentication sequence is considered:

1. The network sends a EAP Request to the terminal

2. The terminal responds with an EAP Response with its NAI.

3. The response is forwarded via the WLAN AAAh to the HSS.

4. The HSS creates an authentication vector that is forwarded to the WLAN AAAh Server.

5. The WLAN AAAh server stores the authenticating parameters, including the RES, and forwards the RAND to the WLAN UE (via the WLAN AAAf and the Access Server)
6. 
7. The WLAN UE lets the (U)SIM create the corresponding RES, and replies with an EAP Response message to the WLAN AAAh (via the Access Server and the WLAN AAAf).

8. The WLAN AAAh compares the XRES from the HSS with the RES received from the WLAN UE. 

9. An Access Reply is then sent back to the Access Server that then can apply the correct user policy for the session.


4 Proposal



It is proposed that the two authentication solutions are agreed and that chapter 3 in this contribution is inserted in an appropriate section of the SA2 WLAN TR.
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