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6. 
Network support for user privacy in Rel-5 
The service requirements for several enhanced user privacy features have been specified for Rel-5 and these features are supported by the network in Rel-5 as listed in chapter 5.9. The Rel-5 enhanced privacy features are shortly described in this TR for comparison reasons, but the corresponding LCS specifications contain the complete documentation of the supported features.
6.1. Network support for Service Type and Codeword in Rel-5
LIF has defined a 'Service Identity' information element, which is used to identify the services offered by the LCS client. The LCS client shall forward the service identity information in the LCS Service Request on the Le interface to the GMLC.  The GMLC shall map the received service identity to a specific Service Type when the service is provisioned in GMLC. The supported Service Types in Rel-5 are specified in TS22.071. If GMLC only receives the LCS client identity but not the service identity, the GMLC may report an error to the LCS client, or in case the LCS Client is explicitly so authorized, proceed with the request. The service type information may be included in HLR/HSS. Also the Provide Subscriber Location MAP message sent by GMLC on the Lg interface to MSC and SGSN may contain the Service Type information.





In order to support the service requirements for service type and codeword in Rel-5, the LCS architecture as specified in LCS stage 2, TS 23.271 Rel-4 is used, without any addition of new nodes/network entities.
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Figure 6.1; General information flow when using existing architecture
1. The LCS service request sent from the LCS Client to the GMLC carries the parameters for enhanced privacy checks (Requestor Id, Codeword and Service ID). The GMLC verifies in the LCS client profile that the service ID received by the LCS client matches one of the allowed Service identities for that LCS client.

2. The GMLC sends a Send_Routing_Info_for_LCS message to the HLR/HSS, carrying the codeword received from the LCS client.

3. The HLR/HSS verifies that the Codeword received from the GMLC matches one of the codewords stored for the target subscriber. If the check is unsuccessful, the HLR/HSS sends an error indication to the GMLC and the LCS procedure is ended. If the check is successful, the HLR/HSS may verify that the VMSC supports the EUP mechanisms (this information is received in the HLR/HSS at location update in the “LCS supported capabilities set”). In order to protect the privacy of a roaming subscriber, the HLR/HSS may reject the Send_Routing Info_for _LCS if  the VMSC/SGSN does not supported enhanced privacy checks. If the codeword check is successful and the VMSC/SGSN supports the needed LCS capabilities, the HLR/HSS sends the VMSC/SGSN address in Send_Routing_Info_for_LCS_ack message. If no codeword is registered in the HLR for the subscriber, the HLR shall not reject the request and inform the GMLC by setting the codeword check info in the Send_Routing_Info_for_LCS_ack message.
4. and 5. The procedure continues as described in Figure 6.2
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Figure 6.2; Continued general information flow when using existing architecture
1. The steps in Figure 6.1 have been performed.

2. The GMLC converts the service identity received by the LCS client in the proper service type and sends the service type and the requestor identity in the MAP Provide Subscriber Location message. If the GMLC received the information that no codeword for the subscriber was stored in the HLR, the codeword shall be include in the Provide Subscriber Location message, in order to have the codeword check in the UE (note that the PSL message has to carry the codeword for notification, not depending of the chosen architecture). If the SLPP contains service types/requestor ids, an CS-MT-LR/PS-MT-LR will be allowed by the MSC/MSC server or SGSN if the service type/requestor id supplied by the GMLC matches the identity of any service type/requestor id contained in the UE's SLPP. If the SLPP does not contain service types/requestor ids, the already existing privacy checks will be performed.
3. UE paging, authentication
4. If notification has to be performed, the LCS Notification Invoke message will carry also the requestor ID, the service type and the codeword, if received.
5. to 10: as normal MT-LR.
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6.2 Network support for requestors in Rel-5
TS 22.071 [1] specifies a new service requirement in Rel-5, that the Location Request issued by the LCS client should be enhanced to optionally include also the identity of the originator of the location request, i.e. the requestor, not only the identity of the LCS client. In Rel-5, if the LCS client provides a requestor identity, the GMLC shall send it as separate information. In addition, in order to display the requestor identity in case of pre rel-5 network elements (i.e. MSC and/or UE), the requestor identity may be also added to the LCS client name by GMLC.  The requestor indication is further described in chapter 8.
<< Next changed section >>
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