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1. Introduction

The 3GPP subscribers should be able to access the WLAN service while roaming to a visited network. 

This contribution describes how the 3GPP-WLAN interworking system can support the roaming users, considering authentication (SIM-based), charging and mobility aspects through the inter-PLMN interface. Two alternatives are considered for this interface: MAP and Diameter.

2. Considerations

When a WLAN/3GPP subscriber roams to a visited network and wants to access his WLAN service, he must first be authenticated in his home network, where the security information and the roaming agreements reside, through an interoperator interface. Two alternatives for this interface (MAP and Diameter) are described in this document, showing their advantages and drawbacks. 

2.1 MAP based roaming

The following figure shows the 3GPP-WLAN interworking system architecture, where the interoperator interface is based on MAP. 
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The following sequence describes how the WLAN/3GPP subscriber gains access to the WLAN service from the visited network through a MAP interoperator interface. 

AKA is performed for authentication and key agreement between the UE and the HSS and transmitted over EAP between UE and WLAN gateway.

· The UE solicits access to the WLAN network. 

· WLAN Access Server  requests the identity of the subscriber

· The UE returns the NAI to the WLAN AS, which forwards the EAP request within a Diameter/RADIUS Authentication Request to the WLAN Gateway. 

· Upon the reception of the RADIUS/Diameter authentication request the WLAN Gateway initiates the GSM/UMTS AKA authentication procedures, i.e.: 

· the Send Authentication Info (IMSI) message is sent to the HSS,

· the HSS responds with a Send Authentication Info Ack (containing authentication Triplets/quintuplets) message.

· Authentication information is stored in the WLAN Gateway

· the WLAN Gateway sends the RAND attribute to the MS through the WLAN AS.  

· The RES attribute is calculated by the SIM and returned to the WLAN Gateway, which compares the RES with the XRES.

· if the comparison is successful then an indication of successful authentication is sent to the UE.  

· WLAN access is granted. 

· MAP advantages:

· MAP is already supported as an inter 3GPP operator protocol.

· The communication between the visited and the home network could be protected by MAP security when available (key exchange still not finalised) 

· MAP drawbacks:

· New mechanism required if online charging shall be supported

· Authorisation for WLAN and possible WLAN services would need to be developed: HPLMN is not aware of the access type.

- 
Mapping of MAP-RADIUS service profile download procedures would be complex to be performed in VPLMN and would require furthers standardisation efforts.

· It doesn’t support other authentication schemes (e.g. OTP, user and password) 

· Automatic mapping from the NAI to the IMSI in the VPLMN is not possible, therefore IMSI must be implicitly included within the NAI. 

· Mobility: the assigned IP address cannot be transmitted to the HPLMN. 

· Sensitive authentication information transmitted to the visited network: strong trust relation between networks is needed.

2.2 Diameter based roaming

The following figure shows the 3GPP-WLAN interworking system architecture, where the interoperator interface is based on Diameter (Wx interface). 
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The following sequence describes how the WLAN/3GPP subscriber gains access to the WLAN service from the visited network through a Diameter based interoperator interface.

AKA is performed over EAP for authentication and key agreement between the UE and the AAAh. 

· The UE solicits access to the WLAN network. 

· The WLAN AS requests the Identity of the subscriber.  

· The UE returns the NAI to the WLAN AS, which forwards the EAP request within a Diameter/RADIUS Authentication Request to the AAAh, via AAAf. 

· The AAAh requests an authentication vector from the HSS/AuC and sends the RAND to the UE/(U)SIM

· Authentication information is stored in the AAAh

· The RES attribute calculated by the (U)SIM is returned to the AAAh, which compares the RES with the XRES.

· If the comparison is successful then an indication of successful authentication is sent to the UE.

· The access to the WLAN service is assured. .

Diameter benefits:

· Online charging can be supported via accounting messages in Diameter

· Authorisation

· Allows definition of the allowed service per subscriber

· HPLMN is aware of the access type

· Security

· The communication between the visited and the home network can be protected using the NDS architecture developed by S3 (3GPP TS33.210 “IP Network Layer Security”) 

- 
Sensitive authentication information not transmitted outside the HPLMN: slighter trust relations are needed.

· Aligns with existing WLAN infrastructure 

· Allows other authentication schemes like OTP, username and passwords, etc.

· Mobility: the HPLMN would know the IP address assigned to the UE. Furthermore, the home network could assign to the UE an IP address that belongs to the HPLMN or to a corporate network. 

· NAI translation to IMSI done in HPLMN.

Diameter drawbacks:

· New interoperator interface, but Diameter is expected to be used for intra PLMN interfaces and for accounting support (Diameter based online charging)

3. Conclusion

Diameter-based roaming allows for easy introduction of user-profile download from the home network, while MAP-based roaming requires complex mapping of GSM/UMTS procedures and parameters, which needs to be standardized. Therefore the selection of Diameter as interoperator interface for 3GPP-WLAN interworking system is proposed. 

If accepted, Ericsson will volunteer to write the corresponding contribution to the new S2 WLAN TR according to chapter 2.2 of this document. 
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