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5.5


Codeword

The codeword is an optional function and is handled according to the national regulatory guidelines option for LCS location services to protect UE against third party monitoring his/her location.

The location request from the LCS client/Requestor may include the codeword for the target subscriber. The PLMN compares the codeword sent from the LCS client/requestor with the codeword, which is registered to the PLMN in advance. If the comparison of the codeword is successful, then the location request is not rejected. If the comparison fails, the PLMN judges that the location request shall be rejected. After the codeword is checked and the check is successful, the privacy setting in the current specification will be checked. The privacy setting in the current specification is not overridden even if codeword check is successful. The codeword is registered in the PLMN  by the subscriber. The subscriber may register multiple codeword. In this case, the location request is not rejected if the received codeword is included in the codeword list of the subscriber. The subscriber of the UE is responsible to distribute his/her codeword to such requestors, whom the subscriber has allowed to request his/her location. Once the codeword has been set and properly distributed, the subscriber is protected against the location request from a third party that does not know his codeword.

Optionally, the subscriber may specify that the codeword is not checked in the PLMN, but instead be passed to the subscriber as additional information to be used by the subscriber to determine whether or not the location request should be authorized. 
The mechanism for distribution of the codeword to the requestors and registration of the codeword by the UE subscriber with the operator is outside the scope of 3GPP. The mechanisms to generate the codeword are not yet described in this Technical Report and it is for further study whether the mechanisms need to be standardized. 
The codeword is applicable to the value added services only.
The codeword may be checked:

· by the user of the UE 
· by the network
TS 22.071 [1] specifies the service requirements for the codeword function.
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