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1. Introduction

A technical document (S2-020208), which introduces some additional concepts and methodologies to the new privacy architecture with PPR, was proposed and reviewed in the SA2 Ad Hoc meeting held in Phoenix 2002. This document provides requested changes to TR 23-781 version 1.1.0.

The changes proposed in this document are based on the following additional requirements that should be considered for the new privacy enhancement.

· The enhanced privacy framework should minimize the changes to be made to the core network (HLR, MSC/VLR, SGSN and corresponding protocol interfaces), and provide flexibility for the operators and future enhancement.

· The enhanced privacy framework should be backward compatible with Rel-4 privacy framework.

· The enhanced privacy framework should support various roaming scenarios.

· The enhanced privacy framework should ensure no conflict between the Rel-4 privacy profile and the new privacy profile. Note that the enhanced subscriber privacy profile will not be necessarily the same or similar to the SLPP defined in Rel-4. This implies that it might not be possible to synchronize the enhanced privacy profile with the SLPP defined in Rel-4 if there is a conflict between SLPP and the new privacy profile.  

2. Proposed Changes
< Start of change >
7.1. 
Architecture alternative with privacy profile register (PPR) 

7.1.1 Architecture 

In order to support additional privacy settings for location services the HLR/HSS may indicate that the subscriber’s additional privacy information for location services is available in an external database, e.g. the Privacy Profile Register (PPR). In a Rel-5 network with PPR, each subscriber is associated with a unique PPR in the entire network. The PPR may contain additional privacy settings vs. the SLPP defined in Rel-4, e.g. according to time of day, day of week and according to the location of the target UE. However, the subscriber privacy profile stored in the PPR must include the parameters of the Rel-4 SLPP. In addition, certain rules shall be defined for the relationship between the Rel-4 SLPP and the extended privacy parameters. For instance based on the rules the PPR will automatically crosscheck the Rel-4 SLPP settings against the extended privacy parameters. Changes to extended privacy parameters may apply some changes to the SLPP settings. The PPR shall be the master storage of the subscriber privacy profiles. Note that the definition of the “rules” is outside the 3GPP scope. 
The PPR can provide user interface to enable the end-users to modify their privacy settings, e.g. through WAP or Web. However, the definition of this user interface is out of the 3GPP scope.
The Rel-4 subscriber privacy profile (SLPP) stored in the HLR/HSS shall be synchronized with the SLPP stored in the PPR, using a new protocol (this is FFS). The interface between the PPR and the HLR/HSS shall be secured. A new parameter, which identifies the subscriber’s PPR address, shall be defined and stored in the HLR/HSS. This parameter shall be transported to the VLR/SGSN in MAP INSERT_SUBSCRIBER_DATA during a location updating procedure or a routing area updating procedure, and to the GMLC in the response of MAP SEND_ROUTING_INFO_FOR_LCS.
The PPR is accessible from the GMLC via the Lr interface.  Figure 7.1 illustrates the network architecture with PPR.
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Figure 7.1; LCS architecture alternative with PPR attached to GMLC

The PPR is normally managed by the PLMN operator and there is trusted signaling between GMLC and PPR. When the request has to be delivered via an unsecured network, (i.e. public IP-network) the PPR server needs to be authenticated and the traffic has to be secured.

The PPR could be located outside the operator’s core network, but this type of architecture is outside the scope of 3GPP.
The Home PLMN operator is able to define what is the physical address of the logical entity PPR. The operator may even allow the subscriber to specify the location of the PPR and define the corresponding PPR address in the HLR/HSS, but also in this case the interface between PPR and HSS shall be secured.
7.1.2 LCS operation with PPR
When receiving a no call/section related location request from a LCS client, a GMLC may send a MAP SEND_ROUTING_INFO_FOR_LCS to the HLR/HSS. By knowing that the GMLC supports Rel-5 MAP version (either through MAP version negotiation or pre-configuration), the HLR/HSS shall return the PPR address of the target subscriber in the response. 
If no PPR address is returned from the HLR/HSS, the GMLC shall initiate LCS procedure towards the MSC/SGSN as defined in Rel-4, without the PPR result field.

PPR always sends a result for the privacy check request it received from the GMLC that will be sent to MSC/SGSN. If the PPR approves the privacy check, it will report to GMLC whether the subscriber wants to be notified, verified or is the request allowed without notification. GMLC shall use this result and pass it on to the MSC/SGSN as an additional “result” field in the MAP PROVIDE_SUBSCRIBER_LOCATION message on the Rel-5 Lg interface. There are three alternatives of how the serving MSC/SGSN handles the location request:

1. MSC/SGSN shall check the PPR privacy check result field, which includes the PPR identity/address, and compare the received PPR address with the target subscriber’s PPR address that has been provided by the HLR/HSS. If the PPR result is positive and the PPR addresses match, the MSC/SGSN shall not perform the privacy check defined in Rel-4, and shall start MT_LR procedure.

2. The MSC/SGSN can also perform a privacy check and MT_LR as specified in TS 23.271, Rel-4 in the following cases:

· PPR result is not received or MSC/SGSN does not understand the result. 

· The PPR addresses do not match. 
3. The MSC/SGSN can request the PPR to perform privacy check using the PPR address downloaded from the HLR/GSS in the same cases listed above.



When a GMLC receives a call/section related MT_LR (identified by the presence of a call/section identifier, e.g. NA-ESRD or NA-ESRK in a North America Emergency call), there are three alternatives of how the location request will be handled:
1. The GMLC can directly request location information from the serving MSC/SGSN if no PPR information already stored in GLMC. In this case, no PPR result will be presented in the MAP PROVIDE_SUBSCRIBER_LOCATION, the serving MSC/SGSN shall perform the Rel-4 privacy check. 
2. Alternatively the GMLC can still retrieve the PPR address of the target UE from the HLR/HSS, and then request the privacy check in PPR with an appropriate indication for call/section related MT_LR. Note that this method may not applicable for emergency call related MT-LR, which includes a POI.
3. The serving MSC/SGSN can request the PPR to perform privacy check, with using the PPR address downloaded from the HLR/HSS following with the first case above. 
This solution is especially feasible in roaming situations, since the PPR address is received from the HLR/HSS and the privacy is always done in a single point that holds subscriber privacy rules. With some minor modifications to the Rel-4 MAP protocol, this architecture also provides good backward compatibility with the Rel-4 privacy architecture (also see Note 4 below), which is critical for roaming between Rel-5 and Rel-4 networks.
With this architecture alternative, when the PPR holds all the subscribers privacy information and if the privacy check fails the location request can be rejected already at that point. That would mean that there is no need to send the location request further to MSC/SGSN. This functionality would reduce the MSC/SGSN and the Lg interface capacity.



Note 1: 
SA3 will be asked to verify whether the preferred solution alternative is acceptable from security point of view.

Note 2:  
It should be defined in MSC/SGSN what is the level of trust that MSC/SGSN can apply for the privacy setting result sent by GMLC/PPR, also when GMLC is in another country. This can be done using result handling routines 1 and 2, as described above.


Note 3: 
In case of deferred MT-LR it is FFS if the MSC should ask via the GMLC to ask the PPR to make the privacy check again, because the subscriber may have changed the LCS privacy information during the time when the target mobile was not available. 
Note 4:     Privacy check according to Rel-4 (privacy check in MSC/SGSN) and the additional "privacy check" of GMLC/PPR (as proposed in TR) may lead to different results, in a roaming scenario while the serving GMLC and the HLR/HSS of the target subscriber are Rel-5 compatible, the serving MSC/SGSN is not Rel-5 compatible. However, with the predefined “rules”, the SLPP settings stored in the PPR will reflect the settings of the enhanced privacy profile in the PPR, and the fact that the SLPP retrieved from the HLR/HSS is synchronized with the SLPP stored in PPR, the user impact due to the conflict results can be reduced to minimum.
7.1.2 Information Flow
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Figure 7.1.1; General information flow for a successful LCS operation in the architectural alternative with the PPR 
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Figure 7.1.2; General information flow for an unsuccessful LCS operation in the architectural alternative with the PPR
< End of change>
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