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Introduction
At the last CN3#21 Meeting in Sophia Antipolis, there was a lot of discussion on the minimum requirements for the Go interface. Unfortunately,  the working group could not agree on some of the specifics and have drafted a Liaison statement to SA2 for advice. This contribution discusses the minimum requirements for the Go interface and suggests a response liaison statement from SA2 to CN3.

Discussion

23.207 v5.2.0 from December 2001 Plenary meeting clearly states: 

“5.3.1
Go Functional Requirements 

The Go interface allows service-based local policy and QoS inter-working information to be "pushed" to or requested by the GGSN from a Policy Control Function (PCF).   The Go interface provides information to support the following functions in the GGSN:

· Control of Diffserv inter-working

· Control of RSVP admission control and inter-working

· Control of service-based policy "gating" function in GGSN

· UMTS bearer authorization
· QoS charging related function”

23.207 v5.2.0 also provides more details in section 5.3.2:

“A Request (REQ) message from the GGSN to the PCF shall allow the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information (described below).  

A Decision (DEC) message from the PCF to the GGSN contains decision objects. A Decision object shall include one of the following commands:

· NULL Decision (No configuration data available)

· Install (Admit request/Install configuration, Commit) 

· Remove (Remove request/Remove configuration)

These commands are used to:

· Authorize QoS/Revoke QoS authorization for one or more IP flows 

· Control forwarding for one or more IP flows

The responses from the PEP to the PCF include an acknowledgement and/or an error response to commands received by the PEP. The following response messages shall be supported: 

· Report State (Success/Failure/Accounting) (RPT)

The Delete Request State (DRQ) message from the PEP to the PCF indicates that the request state identified by the client handle is no longer available/relevant at the GGSN so the corresponding state may likewise be removed at the PCF. The DRQ message includes the reason why the request state was deleted. 

The Install command used to Authorize QoS contains the following policy and QoS inter-working information associated with an IP flow:

· UMTS specific Binding information (e.g. Token)

· Packet classifier (e.g. RSVP filterspec)

· Authorized flowspec

· Packet handling action

· DSCP 

· Event generation information

Binding information associates the policy and QoS inter-working information in the message with a PDP context.  The binding information includes 1) an authorization token sent by the P-CSCF to the UE during SIP signaling. , and may include 2) one flow identifier used by the UE, GGSN and PCF to uniquely identify an IP media flow.  

The authorization token shall be unique locally. The authorization token conforms to the IETF specification on SIP Extensions for Media Authorization.   

A flow identifier identifies an IP media flow associated with the SIP session.  Flow identifiers are based on the ordering of media flows in the SDP.  A flow identifier combined with the authorization token shall be sufficient to uniquely identify an IP media flow.

The packet classifier includes the standard 5-tuple: (source IP address, destination IP address, source port, destination port, protocol), identifying a set of packets associated with a unidirectional flow.   Elements of the 5-tuple may be wild-carded.  

The authorized flowspec provides an upper bound on the resources that can be reserved or allocated for an IP flow.  The authorized flowspec is expressed as an Intserv-style flowspec . 

The packet handling action defines the packet handling that should be accorded to in-profile and out-of-profile packets matching the packet classifier.  In-profile traffic is defined to be traffic that is within the authorized flowspec.  

 The DSCP from the PCF shall determine the highest QoS class that can be applied to this IP flow.

Event generation information contains opaque information that the GGSN includes in usage records (e.g. CDR) associated with the authorized UMTS bearers.   The event generation information includes information identifying the authorized IP flow.  It also includes information used to correlate usage records from the GGSN with SIP session records from the P-CSCF.

The messages which revoke QoS authorisation or remove configuration information provide only the information that is needed to perform the action (e.g., the COPS handle element, which is used as a way of identifying the installed decision information).” 

Justification for the requirements

Unfortunately, like most specifications, the reasons why certain requirements were listed for the Go interface are not discussed in 23.207.  This section will try to address these reasons.

UMTS Bearer Authorization

In order to prevent fraud, the Go interface allows for verification that the resources being used to provide a requested QoS are in-line with the media streams requested (and authorized) for the session. To achieve this the following information elements are needed:

- For requests from the GGSN to the PCF:

Token + flow Ids

Since there is a general agreement on the need for these information elements, they will not be discussed further.

- For decisions:

Authorized QoS (referred in 23.207 as authorized flowspec)

Filters/Classifiers

The Authorized QoS information element is needed to ensure that the requested bearer resources are in-line with the authorized resources at the SIP session level. Without an authorized QoS IE, the GGSN cannot compare the requested vs. authorized resources and cannot properly enforce policy authorization. This would make operators vulnerable to theft of service scenarios. For example, a user request a voice call on a SIP level with codec XYZ. Based on this information, the P-CSCF sends to the PCF the necessary information to authorize the request.  Based on the information received, containing information elements like bandwidth required, IP end points addresses and ports, the PCF authorizes the session and sends a decision to the P-CSCF. Included in this response is an "authorization token" that can subsequently be used by the PCF to identify the session and the media it has authorized. When the PDP context request is received by the GGSN, a COPS request is sent to the PCF containing the token. The PCF can then retrieve the session information and send a decision to the GGSN with the authorized QoS. The GGSN then compares the authorized QoS with the requested QoS. This ensures proper linkage between what was authorized at the SIP plane and what is authorized at the bearer level. If the Authorized QoS is not sent over the Go interface, a malicious user could request a simple voice call on the SIP plane and then request resources in the bearer plane for a high-QoS video call.

The Filters/Classifiers information elements are also important to prevent theft of service scenarios. If we use the same example shown previously, when providing the decision to the GGSN, the PCF must send the relevant information about the authorized IP end points addresses and ports. Without this information, the GGSN cannot properly enforce the authorized session at the bearer plane. For example, a malicious user in Montreal, Canada may be able to request a voice call at the SIP level to another person in Montreal. The malicious user could then request at the bearer level the appropriate QoS. Once the session is established, the malicious user could re-direct his packets to another IP address of his friend in Sydney, Australia. If the GGSN does not have the appropriate information about IP end-points, it would not be able to properly enforce policies by dropping these illegal packets.

QoS Charging related functions

In order to ensure accurate billing, event generation information shall be exchanged over the Go interface. The event generation information contains opaque information that the GGSN includes in usage records (e.g. CDR) associated with the authorized UMTS bearers. The event generation information includes information identifying the authorized IP flow.  It also includes information used to correlate usage records from the GGSN with SIP session records from the P-CSCF. Since there is a general consensus on the importance of this requirement, it will not be discussed further in this contribution.

Control of RSVP admission control and inter-working 

Some end-points may use RSVP signalling for resource reservation. When the GGSN encounters RSVP signalling, the Go interface would allow the GGSN to request guidance from the PCF.

Since RSVP is optional in release 5, this requirement is not critical and should not be considered as a minimum requirement for the Go interface. Of course, if time permits, this requirement should be standardized once higher priority requirements are fulfilled.

Gating function

The gating function is a very simple requirement to fulfil and is critical for proper enforcement of policy control.

The gating function is used to enable or disable the forwarding of packets associated to a particular IP flow. The function is used at many occasions. For example, when the PCF sends an authorization decision to the GGSN, the GGSN can install the proper rules/filters associated with the authorized flows but he may not enable forwarding (open the gate) just yet. He may wait for a second decision from the PCF that would be triggered by the SIP 200 OK message. The gating function is a minimum requirement for the Go interface. It requires the definition, in the UMTS Go PIB, of a very simple Enable/Disable Decision message.

DiffServ inter-working

The DiffServ function is used to provide the DiffServ function of the GGSN with the necessary dynamic rules.

In Decisions messages from the PCF to the GGSN, the following IEs are needed:

- Packet handling action 

- DSCP

Although this functionality could be pre-provisioned in the GGSN, there are certain occasions where having the flexibility to provide theses rules on a more dynamic basis. The classic example of this is emergency calls (e.g. 911 calls). Although, like any other voice call, the PCF will provide the GGSN with an authorized QoS envelop (e.g. flowspec), the ability to provide dynamic DiffServ rules would enable the PCF to give this particular flow a higher DSCP marking to ensure QoS over normal voice calls. Furthermore, the PCF could provide special indications to overrule provisioned dropping rules. For example, the GGSN could be pre-provisioned to drop out-of-profile packets for normal voice calls. But for 911 calls, the PCF could provide a no dropping rule to ensure this emergency call is not dropped even if it exceeds the standard QoS envelop.

Since both of these IEs are already define in existing PIBs, they can be directly re-used in the UMTS Go PIB. This will help keep the standardization process to a strict minimum. The DiffServ function is a minimum requirement for the Go interface. But we must remind ourselves that the DiffServ function is not needed in every decision, only in those identified occasions where providing DiffServ rules on a dynamic base is needed.

Conclusion

We propose the following liaison statement.
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SA2 would like to thank CN3 for the liaison statement. After reviewing and discussing the liaison statement from CN3, SA2 would like to provide the following information. This should be taken into consideration by CN3 to progress the work on the Go stage 3 definition.

A - Release 5 Minimum set of requirements for the Go interface

Over the Go interface, information shall be exchanged to support the following functions in the GGSN: 

1 - UMTS media authorization (HIGH PRIORITY)

1.1 - Binding Information (HIGH PRIORITY)

1.2 - Indication of PDP Context Creation / Release / Modification (HIGH PRIORITY).

2 - Control of 'gating' function in GGSN (HIGH PRIORITY)

2.1 Enable & Disable forwarding (open/close the gate) (HIGH PRIORITY)

3 - Control of Diffserv inter-working (HIGH PRIORITY)

4 - QoS charging related function (HIGH PRIORITY)

B - Prioritised remaining Go interface requirements

1 - Control of RSVP admission control and inter-working (Low priority)
C - Minimum set of required informational elements

SA2 believes the following IEs (e.g. PRCs) are required:

1 - At initialisation: 

1.1 Necessary PRCs for the initial reporting of device capabilities and device limitations.

1.2 Necessary PRCs for the initial provisioning of the PEP’s bearer signal event handling capability.

2 - For media authorisation requests (GGSN to PCF):

2.1 Binding information (Authorisation Token + flow Ids)

2.2 Handle – this is an existing feature in COPS.

3 - For media authorisation decisions (PCF to GGSN):

3.1 Decision about the binding information (Yes / No)

3.2 Authorized QoS 

3.3 Gating function in the GGSN using Filters 

3.4 Diffserv function using DSCP 

3.5 Packet handling action IEs (Optional for the GGSN to act on it)

3.6 Handle – this is an existing feature in COPS.

4 - For reports / charging correlation:

4.1 Charging identifier /Usage IEs 








































