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1 Introduction

Accordingly to our announcement during email discussion of the TR 23.871, V1.0.0 ‘Enhanced support for user privacy in location services’ (S2-013533) we present herewith a more detailed proposal for a PPR (privacy profile register) architecture alternative.

The current version of the TR proposes the PPR to be attached to the GMLC. With that configuration the privacy checkings between Rel-5 and Rel-4 network elements for roaming subscribers needs to be improved.
· 
· 
· 
The purpose of this paper now is to provide an architecture alternative for the stage 2 part of the above mentioned TR:

It is proposed to attach the PPR to the MSC / SGSN.

This will support a number of functions like

· With this architecture enhanced privacy checking in case of national and international roaming is possible.

· 
· The Rel-4 compatibility (privacy checks, notification/verification) is possible within this architectural proposal.

· As requested by the WI (SP-010574) this architecture allows the user easily to set or change the location related privacy parameters in the home network / PPR.

Note 1: this architecture allows enhancements for future additional privacy settings, when these become available and standardised (e.g. Rel-6ff)

Note 2: this architecture allows enhancements for interworking to non standardised privacy settings, when the requirements, rules and conceps for it become available

A description of the signalling procedures for different cases of location requests will be addressed in a future contribution.

2 Proposal

It is proposed to include the following paragraph as chapter 7.2. into the TR 23.871 “Enhanced User Privacy in Location Services”.

7.2. 
Architecture alternative with privacy profile register (PPR) attached to MSC/SGSN

In order to support additional privacy settings for location services the HLR/HSS may indicate that the subscriber's additional privacy information for location services is available in an external data base, e.g. the Privacy Profile Register (PPR). To support these additional privacy settings (e.g. settings concerning service type, requestor ID etc.) in case of national and international roaming, the PPR is accessible from the MSC/SGSN via Ld interface. 

The privacy checks according Rel-4 privacy settings remain in the MSC/SGSN, the classification of the location request as well as the overall control of privacy checks may be still located in the MSC/SGSN. In case the PPR has executed the additional privacy check and given the result back to the MSC/SGSN, the MSC/SGSN may decide – possibly dependent on information about whether the UE is in its home PLMN or it is roaming – how the result of Rel-4 checks and the result of the additional privacy checks have to be merged (decision concerning verification/notification etc.).
The address information of the referring PPR is stored in the privacy data of the subscriber in the HLR/HSS. By this the PPR is known to the (visited) MSC/SGSN in case of national or international roaming.  The PPR contains all privacy data or - for Rel-4 compatibility reasons - only the additional privacy settings. The PPR may contain only data of subscribers belonging to that PLMN.

For synchronization purpose between PPR and HSS/HLR concerning possible common privacy data the PPR may be connected to HLR/HSS via Lt interface. This interface may also be used for change of privacy settings e.g. by means of a SCI procedure through HLR/HSS.


Note 1: With this architecture enhanced privacy checking in case of national and international roaming is possible.
Note 2: The Rel-4 compatibility is given within this architectural proposal.

Note 3: As requested by the WI (SP-010574) this architecture allows the user easily to set or change the location related privacy parameters in the home network / PPR. 
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Figure 7.2; LCS architecture alternative with PPR attached to MSC/SGSN
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