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1. Discussion

The GGSN classifies downlink IP packets with the PDP address and TFTs (if existing). The UE may have at most one PDP context without a TFT, whereas other PDP contexts with the same PDP address must have TFTs. The TFT includes information available in IP and transport layer headers, e.g. source address(es), source port(s) and destination port(s).

If downlink IP packets are fragmented, e.g. the transport header will not be available in all resulting fragments. If the GGSN should then classify IP packets based on transport header information (i.e. if any of the PDP contexts with the PDP address includes TFT with transport header information), the GGSN may send fragments not including the transport header on a wrong PDP context.

As an example, if the UE has a PDP context without a TFT, a PDP context with the source port 1234 in the TFT and a PDP context with the source port 5678 in the TFT, the GGSN sends fragments without the transport header on the first PDP context, whereas the fragment including the transport header is sent on the second or on the third PDP context according to the source port of the transport header.

In the axample above, if the UE does not have a PDP context without a TFT (i.e. the first PDP context), it will not receive fragments without the transport header at all.

This contribution proposes to solve the above problems of packet classification for fragmented IP packets by the GGSN.

The fragments include information on the fragmentation. In case of IPv6, a Fragment Header is added to the IP packets resulting from fragmentation. The Fragment Header includes e.g. Identification information which is the same in all the fragments (which also have the same source address and destination address). In case of IPv4, this information is included in the IPv4 header.

Most probably, the GGSN receives the fragment including the information required for packet classification first. In IP networks, it is, however, possible that the GGSN receives other fragments first, and the fragment including the required information arrives later. If TFTs include information which is not available in all the fragments, the GGSN should wait until it receives the fragment with the required information. Only when receiving this fragment, the GGSN can know on which PDP context all the fragments with the same destination address, source address and Identification information should be sent towards the UE.

The solution above requires that the GGSN stores information on the fragmentation together with PDP context information. This contribution proposes that the GGSN stores the source address and Identification information and uses the stored information to classify fragments to the right PDP context. It should be noted that the destination address is checked by the GGSN as the PDP address. If the fragment including the required information does not arrive first, the GGSN may have to buffer fragments until receiving the fragment including this information.

In abnormal cases, e.g. when the GGSN buffers overflow, the GGSN may have to either send the old fragments on the most suitable PDP context (i.e. on the PDP context not including TFT if existing) or drop old fragments to release buffer space for newer fragments.

2. Proposal

It is proposed to discuss about the identified problem and the solution described in this contribution. If the solution is accepted, Nokia will provide the related CRs.

