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Introduction

S2-011164 (see Appendix) raises several issues that might lead to a conclusion that NRCA is not recommended for triggering push services. We conclude that the previous claims raised against NRCA are not inherent to the NRCA mechanism. 

Discussion

S2-011164 identified the following items as NRCA drawbacks. 
Every issue is numbered for reference.
A discussion of the each claim is provided to let the reader reconsider every issue and judge if it is really a drawback caused by NRCA or not.

1. Requires new functionality in the GGSN, SGSN and UE

Discussion: The NRCA proposal intends to replace the SMS-MT signaling function by a GPRS signaling function. It is true that some development is required because this involves a new GPRS function. SMS has the advantage of being a legacy system that is readily useable. The issue is just a requirement for an SMS free solution and may not be considered as a drawback.

This is not a drawback for NRCA.

2. Requires new nodes: Notification Agent, Address Resolver, Proxy AS

Discussion: The proxy AS corresponds to the push proxy already agreed by the PUSH Ad Hoc and required for push service anyway (see S2-010491, S2-011571). Therefore this is this issue also applies to the other solution as well.


The Notification Agent and Address Resolver have the same functionality as the SMSC, the SMS-GMSC and the HLR in the SMS solution.  The issue is just a requirement for an SMS free solution and may not be considered as a drawback. 

This is not a drawback for NRCA.

3. Requires new functionality

Discussion: The need for NRCA proxy AS to locate GGSN/NA , is the comparable to the need for SMSC to locate the SMS-GMSC. This may not considered specific to NRCA, it is just a requirement and may not be considered as a drawback.

This is not a drawback for NRCA.

4. Increased signaling

Discussion: A mapping between the User-ID and active users IP address needs to be maintained by the Proxy AS as described in clause 7.2.1.3 in TR 23.974 v0.1.0. However there is no increased signaling between GGSNs and GGSN/NA: the signaling between GGSN/NA and the Proxy AS is required in order to share an existing PDP context for the UE when a push request arrives to the proxy AS. Actually, this reduces the Push Services signaling in GPRS networks.

It should be noted that a similar mechanism is included for SMS [clause 7.5 in TR 23.974 “Push solution with dynamic address using always on and SMS”] the mechanism is useful in the SMS case and is missing from the current SMS signaling.

This is not a drawback for NRCA.

5. Protocol issues

Discussion: The new NRCA protocol introduced between the proxy AS and GGSN/NA is certainly necessary. A similar not mandatory protocol between SMSC and SMS-GMSC is described in the TR 23.039 not TS. 
This is not a drawback for NRCA.

6. Roaming problem

Discussion: The Push Proxy can support multiple methods to establish Push Service bearer. 
If a visited SGSN does not support NRCA, the Push Proxy can trigger the Push service by SMS if the visited network is considered for SMS or according to the result of NRCA attempt. 
This mechanism does not require any NRCA support in the visited network. 
Note:  It is assumed that the home GGSN is used in case of roaming and that the Home Push Proxy can be connected to the SMSC in the visited network.

This is not an essential drawback for NRCA.

7. Increased GGSN complexity

Discussion: This argument is definitely the same as item#2.

This is not a drawback for NRCA.

8. Access independence

Discussion: Any Proxy is somehow access dependent function in general, e.g. PPG has to support SMS specific function. It should not be a problem to support NRCA’s protocol and IMSI as a kind of an identifier in case of NRCA

This is not an essential drawback for NRCA.

9. Lack of push service information leads to unnecessary PDP context activation/deactivation

Discussion: There are two possibilities to overcome the problem. 
1. 
Considering the always on case: the user should detach from the push service to prevent unwanted delivery, otherwise unnecessary packets are delivered to the UE. So the user should contact the push server in advance. 
Note:       The mechanism for the user to contact the push server is independent from the bearer establishment mechanism:  this mechanism can also be applied in case of SMS.
2.
It is possible to add push service information as option parameter into PDU Notification request and Request PDP Context activation message. This NRCA solution is under development.

This is not a drawback for NRCA.

Lack of application information leads to unnecessary PDP context activation/deactivation

Discussion:  It is possible to add application information as option parameter into PDU Notification request and Request PDP Context activation message. This NRCA solution is under development.
 

This is not a drawback for NRCA.

10. Does not work with NAT

Discussion: If the proxy server [e.g. WAP PPG] is located in the public Internet, this may cause some potential security problem because any fraudulent proxy can easily send fraudulent SMS message. Therefore we consider  that the proxy server should be a part of the home operator network domain to enhance security. So the situation described in S2-011164 is an unlikely case in NRCA.

This is not a drawback for NRCA.

Conclusion

Every argument in this discussion should be taken into account prior to objecting to NRCA triggered Push Service standardization: as it clearly shows that NRCA does not have more specific drawbacks than SMS, even though NRCA is still under development.
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Introduction


The TR 23.974 presents different solutions for providing push services. In addition, the TR makes comparison among the alternatives. These comparisons have shown that the “always on” paradigm complemented with a WAP 2.0 (WAP 1.x) Session Initiation Request (SIR) carried in an SMS to the mobile is the best solution for push services. 


Always on is here referring to the case when a device has an active PDP context and an allocated IP address. The contributors agree that the “Always on” paradigm is seen as the future solution for push services. In addition a mechanism for triggering establishment of PDP context is needed as a complement. There for this document is concentrating on the later aspect. 


Now we need to decide on whether a new mechanism is needed for the case when the mobile does not have an established PDP context or whether the existing solution shall be used. 


It is expected that SMS also in the future will add a lot of value for the operators in addition to the user-to-user communication. As examples over the air activation, provisioning and terminal configuration is using SMS. To further continue to use SMS to carry the Session Initiation Request (SIR) also in the future has the advantage of reusing an already existing solution. It is also worthwhile to note that with SMS it is possible to send short push messages without the need to establish a PDP context.


Below are some of the advantages with the SMS-triggered bearer establishment procedure outlined, and some of the disadvantages with NRPCA. Explanatory text is added where needed. 


1. SMS triggered complement in case a PDP context is not active


Some advantages of the SMS-triggered bearer establishment:


· Existing widely deployed solution and operational experience 
SMS is widely deployed and can easily carry the Session Initiation Request (SIR) to the mobile in the case when the mobile does not have a PDP context established. 

· Roaming supported
SMS is a mandatory feature and roaming is supported. Therefore, the SIR will reach the mobile when roaming. The SIR includes the IP address of the Push Proxy. 

· Applicable to CS and PS
This implies that also mobiles that are only CS attached can be reached with the SIR in an SMS. Subsequently this can trigger the mobile to attach to PS domain and activate a PDP context. In addition small push messages can be carried in SMS directly. 

· Presence/notification mechanism available
The SMS-Center will detect when the UE becomes available through the Alert mechanism in the case it was not available when the message was first sent.

( Current TR has already show the applicability of the same mechanism.

· Validity period mechanism
The SMS trigger can be assigned a validity period after which it will expire (this feature is available in e.g. SMPP). 

( If you like, we can add similar mechanism since this is not related to bearer establishment mechasim.

· Small content can be delivered directly over SMS
If the content to be pushed to the UE is small (e.g. a telematic information to a machine terminal, an email notification containing a short textual message or a URL pointing to the inbox), the content itself can be delivered using SMS. Thus the extra traffic and delay associated with PDP context activation can be avoided in such cases. 

· Information provided to avoid unnecessary PDP context activation/deactivation is available
The UE can choose to discard the SMS trigger based on information the SIR carries, for example, based on the indicated push proxy address, the application (e.g. user agent) the push content is intended for, or the SIR originator address. If the SIR does not provide the information mentioned above the UE would need to establish a PDP context in order to find out that a non-desired push proxy attempts delivery, or that the target application is not available. 

( Why we can enhance network request PDP context activation to convey such information if necessary.

· Works when NAT is used
Since the number of IPv4 addresses is a scarce resource; many UEs will be connected to a private network with private IP addresses. An UE may in such cases communicate with other networks (e.g. the Internet) through a NAT device, implying that inbound traffic is not possible. Since the SMS trigger is specific to its usage (in this case push), the UE can carry out operations beyond establishing a PDP context upon reception of such triggers. In the case of SIR (WAP push) the terminal will establish a TCP connection towards the push proxy indicated in the SIR. This connection is thereafter used for inbound traffic (possible since a binding in the NAT device exists), i.e. content push. 

( This solution still have security problem: anyone can easily send a fraud SMS message by a fraud PPG. So we should recommend that proxy like PPG should reside in operators’ network.

· Proven and simple architecture


· Re-use of existing entities and functionality without additional need of O&M effort


· Content-based solution, hence extensible and future-proof
Since the SMS trigger carries identifiable content it is easy to create new content types that meet the needs of both current and future applications (power meters, road signs, motor surveillance systems, etc.). The WAP SIR meets the needs for push, and it is possible to extent the SIR content with additional parameters if found needed (e.g. if new protocol options are added). 

2. NRPCA Approach


Some drawbacks of the NRPCA approach:


· Requires new functionality in the GGSN, SGSN and UE


· Requires new nodes: Notification Agent, Address Resolver, Proxy AS


· Requires new functionality
A mechanism for the push proxy to locate a GGSN is needed, and also a protocol for communication between them (already specified DNS proposal). To guarantee a reliable push service, redundancy and load sharing between GGSNs has to be assured when a push proxy initiates a push request. This is necessary to e.g. cover the situation when a GGSN has gone down.

· Increased signalling
A mapping between the User-ID and IP address of active users needs to be maintained in connection to the GGSNs acting as notification agents (NA). For this mapping to stay up to date, GGSNs have to communicate with the GGSN/NAs at PDP context activation, also when the mobile is roaming in a VPLMN. This will lead to a lot of signaling.

( This function is equivalent to TR 23.974 section 7.5 Always on and SMS approach. So this argument is not valid point.

· Protocol issues
The information that can be passed between the push proxy and the mobile in the push request is limited and tough to modify since it is sent first through a yet unknown protocol (push proxy to GGSN) and then through CN procedures (GGSN to UE).


· Roaming problem
For push to work when roaming there will have to be NRPCA support in all visited networks, independent of the operator. This is not likely, since there is no incentive for operators to support NRPCA if they already have deployed the WAP push solution using SMS as bearer trigger for PDP context activation.

( The last sentence is true?

· Increased GGSN complexity
A new interface is introduced in the GGSN (towards the Proxy Application Server) together with the Notification Agent (NA) and its configuration. This functionality increases the complexity of running and operating the GGSN node. 


· Access independence
The Proxy Application Server (AS) uses the IMSI (which is an internal identifier) and is therefore seen as part of the PS Domain. Introduction of new nodes for push services shall preferably be done in the operators IP domain which then would allow for reuse towards other access networks. 

( All the proxy has somewhat access dependent function, e.g. PPG has SMS function. So this argument is not valid.

· Lack of push service information leads to unnecessary PDP context activation/deactivation
Upon reception of a push service trigger, the UE must be provided with information that allows it to make a decision whether the trigger should be accepted, i.e. if the push service should be activated or not. More specifically, is the UE or the user willing to:


· accept pushed content in general?


· if so, accept pushed content from a particular push proxy (at a particular moment)?


This implies that the UE must be able to identify that the trigger is intended to activate the push service, and that the identity of the push proxy must be available in the trigger. If this information is not available, unnecessary PDP context activation/deactivation would occur in the cases when the UE does not accept pushed content in general or from a particular push proxy. A PDP context activation request does not contain the information needed. 

( Why we can enhance network request PDP context activation to convey such information if necessary.

· Lack of application information leads to unnecessary PDP context activation/deactivation
The push framework shall allow the push proxy (on behalf of the push initiator) to target a specific application on the terminal, a.k.a. application level addressing. While this requirement does not directly pertain to bearer and service activation, the means used to perform the activation needs to provide the possibility to indicate the target application in the trigger to avoid unnecessary PDP context activation/deactivation. The PDP Context Activation Request does not contain any information about the target application, and hence must the terminal create a PDP context that eventually cannot be used to deliver the push content if the targeted application is not available.

( Even if SMS WAP case and the targeted application is not available, SMS SIR is also transferred? The question is this action can be seen as invalid action. Therefore the problem is common for both solution. To solve this, server should know UE capability in advance. This is not argument.

· Does not work with NAT
NRPCA does not work in the not unlikely case when the push proxy is connected to a PDN different from that in which the UE has established its PDP context, and these two PDNs are separated by a NAT. Since the PDP context activation request does not instruct the UE to establish a connection towards the push proxy, the push proxy would need to set up the connection. This is however not possible when NAT is used since inbound traffic is not possible. This is e.g. the case when the push proxy is located on the Internet and the mobile has a PDP context with a private IP address allocated. 


( This solution still have security problem: anyone can easily send a fraud SMS message by a fraud PPG. So we should recommend that proxy like PPG should reside in operators’ network.

Potential advantage with NRPCA:


· Less delay
The delay of the delivery of a push request may be smaller with NRPCA than with SMS. However, it can be questioned if that is an issue, because a user is not aware of an incoming push request (will not be waiting for it) and will therefore not be able to notice such delay. 


