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1 Introduction

In case of Mobile Originating Location Request, according to LCS stage 2, the MS can request broadcast assistance data message ciphering keys from the network. In this case, the BSC will transfer the ciphering keys received by the SMLC to the VMSC by means of BSSMAP Perform Location Response message. 

According to BSSMAP 08.08, the Deciphering Keys I.E. in Perform Location Response message is a variable length information element; the Deciphering Key octets from number 3 to n are coded in the same way as the equivalent octets in the Deciphering Key element of BSSAP-LE 09.31.

According to BSSAP-LE 09.31, the Deciphering Keys i.e. can have a length up to 17 octets: Information Element Identifier + length + 15 octets for deciphering keys:

Table 9.2: BSSMAP-LE PERFORM LOCATION RESPONSE message content

Information element
Type / Reference
Presence
Format
Length in octets

Message type
Message Type
M
V
1

Location Estimate
Geographic Location
C
TLV
2-22

Positioning Data
Positioning Data
O
TLV
2-n

Deciphering Keys 
Deciphering Keys 
O
TLV
10-n

LCS Cause
LCS Cause
O
TLV
3


8
7
6
5
4
3
2
1

Octet 1
IEI

Octet 2
Length indicator 

Octet 3
spare
Ciphering 

Key Flag

Octet 4
Current Deciphering Key Value

…


Octet 10


Octet 11
Next Deciphering Key Value

…


Octet 17


Figure 10.8.1/3GPP TS 09.31: Deciphering Keys IE

According to LCS stage 2, the VMSC has to send the received ciphering keys to the MS by means of a DTAP LCS MO-LR Return Result component in a Facility message. The deciphering keys I.E. to be sent over DTAP has a fixed length of 15 octets:

DecipheringKeys::= OCTET STRING (SIZE (15))

-- Octets in DecipheringKeys are coded in the same way as the octets 3 to 17 of Deciphering Key IE

-- in GSM 09.31. I.e. these octets contain Current Deciphering Key, Next Deciphering Key and 

-- Ciphering Key Flag.

:

:

:

lcs-MOLRRes SEQUENCE {

         locationEstimate   [0] IMPLICIT OCTET STRING (  SIZE (1 .. 20 ) ) OPTIONAL, 

         decipheringKeys    [1] IMPLICIT OCTET STRING (  SIZE (15 ) ) OPTIONAL, 

2 Problem

According to Mobile radio interface layer 3 supplementary service specification 3GPP 04.80 (R98) and 3GPP 24.080 (R99 and Rel-4), the Decipering Keys I.E. has a fixed length, which refers to the maximum length of deciphering keys received over BSSMAP, so that it is not possible for the VMSC to map the content of Deciphering Keys I.E. received over BSSMAP into DTAP, if the length is different from the maximum allowed one. 

3 Solution proposal

SA2 is asking CN4 to kindly update the Mobile radio interface layer 3 supplementary service specification 3GPP 04.80 for R98 and 3GPP 24.080 for R99 and Rel-4, so that it is possible to transfer Deciphering Keys with length different from the maximum allowed.

