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It is not clear what type of MM Context and old SGSG shall send to a new SGSN in the SGSN Context Response message.

This CR clarifies what security type SGSN should consider as a primary option. 
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6.8.1
Authentication

The Authentication function includes two types of authentication: "UMTS authentication" and "GSM authentication".

"UMTS authentication" implies mutual authentication, i.e., authentication of the MS by the network and authentication of the network by the MS. It also implies establishment of a new UMTS ciphering key (CK) and integrity key (IK) agreement between the SGSN and the MS.

"GSM authentication" implies authentication of the MS by the network and establishment of a new GSM ciphering key (Kc) agreement between the SGSN and the MS.

In order to get the MM and PDP Contexts the new SGSN sends the SGSN Context Request message to the old SGSN. In case either of  SGSNs, or both of them support only GTPv0 (R98- SGSN), then only GSM security context can be exchanged. Therefore, it not possible to determine whether the user has a GSM subscription or a UMTS subscription. The security Architecture specification (33.102) defines that in case user moves from R98- SGSN to R99 SGSN controlled area, the authentication shall be performed.
Note:
R98- network elements, relevant for the matter in question (HLR and SGSN) support only GSM subscription type, and only GTPv0 (SGSN).
The following rules shall apply when the old  R99 SGSN sends the SGSN Context Response message to the new R99 SGSN. 
Security Mode with value 1, or a Security type 1 shall always be used for a GSM subscriber, and never for an UMTS subscriber. 

Note: 
The new SGSN determines the type of subscription, by the type of authentication vectors received via SGSN Context Response message. An array of Triplets in MM Context indicate a GSM subscriber, while an array of Quintets indicate the UMTS subscriber.
Security types 0, 2 and 3 shall not be used for a GSM subscriber.
For an UMTS subscriber, the primary choice for the old SGSN shall be MM Context with Security Type 0. If the old 3G-SGSN does not have valid value for the Used Cipher, then it shall send MM Context with Security Type 2.
Note: 
3G-SGSN marks the Used Cipher as having valid value, if it receives the MM Context with Security Type 0. Otherwise, or in case  3G-SGSN performs authentication , it marks the Used Cipher value as invalid.
Security Type 3  may be selected  by the old 2G-SGSN. However, if the new 3G-SGSNreceives MM Context with Security type 3, authentication shall be performed in order to avoid the second time key conversion.
Note:
 Sending the SGSN Context Response message with the Security Type 3 MM Context should be avoided. That will decrease the overall number of both the local and the remote (HLR query) authentication.. Besides, there would not be any need in checking the presence of TLLI information element in the SGSN Context Request message.
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