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1.
Introduction

In GSM network, whenever Authentication and Key Agreement (AKA) is performed, the MS and the 2G-SGSN agree on GPRS ciphering algorithm (GEA), or on non-ciphered mode of communication. Note, that in principle GEA can be negotiated independently from authentication. This could be done by introducing a new information element (IE) into the RAU Accept message - the 'Used Cipher' IE. 

In R98- GSM just GEA1 has been defined. R99 GSM has been enhanced by the possibility of using more algorithms (GEA2, GEA3…GEA7). 

However, in UMTS the MS and 3G-SGSN do not negotiate the GEA. Rather the ciphering (UEA) is applied between the MS and the RNC.

During the inter-SGSN RAU and inter-SGSN Intersystem Change the used GEA info is passed from the old SGSN to the new SGSN. MS continues to use agreed ciphering mode/algorithm until the next AKA is performed.

It is relevant to point out, that currently the SGSN does not send to MS GEA info with the RAU Accept message.

Two distinct problems are associated with the inter-SGSN RAU and Intersystem Change.

· 3G-SGSN encounters a problem when it has not got a valid value for Used Cipher IE, and it has to send a GTPv1 SGSN Context Response message to either R98-, or R99 2G-SGSN.

· Introduction of new ciphering algorithms (GEA2 in R99 GSM) brought in another problem for R99 SGSN (either, 2G, 3G, or 2G+3G) when R99 SGSN has to send a GTPv0 SGSN Context Response message to R98- 2G-SGSN.

2.
Problem description

All possible scenarios of the inter-SGSN RAU and Intersystem Change are described in the following cases.

Case A.1
3G-SGSN to R99 2G-SGSN inter-SGSN Intersystem Change. GTPv1.

Two cases could be distinguished:

1. MS has authenticated with R99 2G-SGSN, then moved to 3G-SGSN, then moved to R99 2G-SGSN. The latter R99 2G-SGSN receives with the MM Context IE from 3G-SGSN the same Used Cipher value and Kc that are stored in the MS. Both Intersystem Changes are seamless in this case. That is, AKA is not performed. No problem here.

2. MS has authenticated with 3G-SGSN, then moved to R99 2G-SGSN. 3G-SGSN has not negotiated with the MS the GPRS ciphering algorithm (GEA). Therefore, 2G-SGSN would need to agree with the MS on ciphering algorithm.

Case A.2
3G-SGSN to R99 2G-SGSN intra-SGSN Intersystem Change.

Two cases could be distinguished:

1. MS has authenticated with R99 2G-SGSN, then moved to 3G-SGSN of a combined R99 3G+2G-SGSN. The combined SGSN receives with the MM Context IE from R99 2G-SGSN the same Used Cipher value and Kc that are stored in the MS. Note, that GTPv1 is employed in Intersystem Change, which is seamless in this case. That is, AKA is not performed. No problem here.

2. MS has authenticated with 3G-SGSN of a combined R99 3G+2G-SGSN. Later MS moves to 2G-SGSN. 3G-SGSN has not negotiated with the MS the GPRS ciphering algorithm (GEA), and therefore has got invalid Used Cipher value. Therefore, R99 2G-SGSN would need to agree with the MS on ciphering algorithm.

Case B.1
3G-SGSN to R98- 2G-SGSN inter-SGSN Intersystem Change. GTPv0.

Two cases could be distinguished:

1. MS has authenticated with R99 2G-SGSN, then moved to 3G-SGSN, then moved to R98- 2G-SGSN. Note, that GTPv1 is used in the former case, and GTPv0 is used in the latter one. Two cases could be distinguished:

· MS and R99 2G-SGSN have agreed on GEA1. GEA1 is passed to 3G-SGSN (GTPv1), and then to R98- 2G-SGSN (GTPv0). Both Intersystem Changes are seamless in this case. That is, AKA is not performed. No problem here.

· MS and R99 2G-SGSN have agreed on GEA2. GEA2 is passed to 3G-SGSN (GTPv1). However, 3G-SGSN and to R98- 2G-SGSN have to use GTPv0. GTPv0 does not support GEA2. Besides, there is not any way to communicate the problem to MS. Therefore, R98- 2G-SGSN would need to agree with the MS on ciphering algorithm.

2. MS has authenticated with 3G-SGSN, then moved to R98- 2G-SGSN. Note, that GTPv0 is employed. 3G-SGSN has not negotiated with the MS the GPRS ciphering algorithm (GEA), and therefore may send to R98- 2G-SGSN the MM Context IE with Used Cipher value set to 0 (No Ciphering). Note, that GTPv0 is employed. However, user may not like R98- 2G-SGSN using non-ciphered mode. Therefore, R98- 2G-SGSN would need to agree with the MS on ciphering algorithm.

Case B.2
R99 2G-SGSN to R98- 2G-SGSN inter-SGSN RAU. GTPv0.

Two cases could be distinguished:

1. MS and R99 2G-SGSN have agreed on GEA1. GEA1 is passed to R98- 2G-SGSN. Inter-SGSN RAU is seamless in this case. That is, AKA is not performed. No problem here.

2. MS and R99 2G-SGSN have agreed on GEA2. However, R99 2G-SGSN and to R98- 2G-SGSN have to use GTPv0. GTPv0 does not support GEA2. Besides, there is not any way to communicate the problem to MS. Therefore, R98- 2G-SGSN would need to agree with the MS on ciphering algorithm.

3.
Conclusions
Problems described in cases B.1 and B.2 are very hard to solve, because that would require changing GTPv0, and functionality of both R98- 2G-SGSN and R98- MS.

Fortunately, it seems likely that by the time 3G-SGSN will be released commercially, all R98- 2G-SGSNs will be upgraded to R99 2G-SGSNs. Therefore, problem B.1 could be ignored. 

R98- 2G-SGSN and R99 2G-SGSN probably will coexist for a while until all R98- 2G-SGSNs will be upgraded to R99 2G-SGSNs. However, it's likely that operators will minimize the transition period. Therefore, problem B.2 could be ignored as well.

The problems associated with GTPv1 (cases A.1 and A.2 above) need solution. This would require defining in 23.060 minor additional functionality for R99 2G-SGSN and R99 3G-SGSN.

Without these changes, when the old 3G-SGSN has got invalid Used Cipher value, the Intersystem Change to R99 2G-SGSN shall fail (see case A.1.2 and A2.2 above).
