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1 Introduction

This contribution proposes text for a subsection of 5.12 of TS23.228, on Caller-ID Procedures.

The SIP mechanism in RFC2543 for Caller-ID is the From: header, which is inserted by the UAC and displayed by the UAS.  However, Caller-ID service requires that the network operator authenticate the information.  Draft-ietf-sip-privacy-00 gives an example of an authenticated way a service provider can offer Caller-ID service with SIP, by the use of an additional header, Remote-Party-ID. 

During the registration procedures, the UE is authenticated.  This may involve a challenge/response, or a nonce in a SIP authentication header with an encrypted value, or some other mechanism.  The security procedures are the responsibility of SA3 and not this contribution.

As a result of the registration, there is a URL that is associated with the UE, which is the value from the To: header of the SIP Register request.  This URL is stored by P-CSCF.

Subsequent call initiations, i.e. INVITE requests, must contain this authenticated URL as the Remote-Party-ID.  If not present in the request, or if a different URL is present in the request, P-CSCF could either overwrite it with the correct value or reject the call attempt.

The S-CSCF therefore is presented a verified identity of the subscriber.  Based on that verified identity, it can verify the calling-name provided by the subscriber (i.e. making sure the calling-name is one of a set of possible names associated with this subscriber).  If the calling-name is missing, or is not one that can be verified, S-CSCF can either overwrite it with a default value or reject the call attempt.

This contribution details the various responsibilities of each network element in the handling of the caller-id information in the basic call flow.

2 Proposed contents for TS23.228 Section 5.12.X

It is proposed that a new subsection be created in Section 5.12, containing the following:

5.12.X
Caller-ID Procedures

This section gives information flows for the procedures for providing authenticated Caller-ID and Calling-Name information to the destination subscriber. It also describes the mechanisms for blocking the display of Caller-ID if requested by the originator.

5.12.X.1
Procedures for Providing Authenticated Caller-ID

Authentication of the subscriber is performed during the registration procedures, as described in section 5.3.2.4.  As a result of the registration procedures, the URL of UE#1 is stored in P-CSCF#1, and the list of possible user names associated with UE#1 is stored in S-CSCF#1.  This is shown in the following information flow in steps 1-6.

When UE#1 attempts to initiate a new session, it includes this URL in the INVITE request.  P-CSCF#1 verifies that it is present and correct before passing the request to S-CSCF#1.  S-CSCF#1 then verifies the user-name supplied by UE#1 against the list of possible user-names configured for the subscriber.  Thus the INVITE request sent between S-CSCFs will always have authenticated caller-identification information.

If the URL supplied by UE#1 in the INVITE request is incorrect, P-CSCF may reject the request, or may overwrite with the correct URL.  

If the user-name supplied by UE#1 in the INVITE request is incorrect, S-CSCF may reject the request, or may overwrite with a default user-name for the subscriber.
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The detailed procedure is as follows:

1. UE#1 initiates a registration request, using the procedures of section 5.3.2.  In this REGISTER request is included a URL identifying the UE, and sufficient information to meet the authentication requirements of SA3.

2. P-CSCF#1 forwards the REGISTER request as specified by the procedures of section 5.3.2.4.  This message is processed by various other network elements, not shown in this figure, until it reaches the  S-CSCF assigned for this subscriber (S-CSCF#1).  S-CSCF#1 may be either in the home network or in the visited network.

3. S-CSCF#1 performs authentication procedures, as specified by SA3.  In the profile information retrieved from the HSS is the set of possible user-names associated with this subscription.

4. S-CSCF#1 returns a successful registration indication through the path of the REGISTER message, until it reaches P-CSCF#1.

5. P-CSCF#1 stores the URL that identifies the subscriber, and sufficient additional information to accurately identify all requests that originate from UE#1.

6. P-CSCF#1  forwards the 200-OK final registration response to UE#1.

7. UE#1 initiates a new multi-media session, by sending an INVITE request to P-CSCF#1.  This INVITE request includes the subscriber-identity URL used in the registration, and a caller-name string that may identify the specific person using the UE.

8. P-CSCF#1 checks the subscriber’s identifying URL, and replaces it (or rejects the request) if it is incorrect.

9. P-CSCF#1 forwards the INVITE request, with the verified subscriber identity URL, to S-CSCF#1.

10. S-CSCF#1 verifies the caller-name string provided by UE#1 is included in the set of valid caller-names for this subscriber.  It replaces it (or rejects the request) if it is incorrect.

11. S-CSCF#1 forwards the INVITE request, with verified subscriber identity URL and caller-name, to S-CSCF#2.

12. S-CSCF#2 stores the originating subscriber identity, for possible use later in call-trace or return-call services.

13. S-CSCF#2 forwards the INVITE request to P-CSCF#2.

14. P-CSCF#2 forwards the INVITE request to UE#2.

15. UE#2 displays the caller-id and calling-name information to the called party.

5.12.X.2
Procedures for Caller-ID Blocking

Regulatory agencies, as well as subscribers, may require the ability of an originator to block the display of their caller identification.  This is a function performed by the destination S-CSCF.  In this way, the destination subscriber is still able to do a call-return, call-trace, transfer, or any other supplementary service.

The identity of the originator is stored at S-CSCF#2, and S-CSCF#2 generates a private URL which can be passed to UE#2 without compromising the identity of the call originator.  
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The detailed procedure is as follows:

1. UE#1 initiates a new multi-media session, by sending an INVITE request to P-CSCF#1.  This INVITE request includes the subscriber-identity URL used in the registration, and a caller-name string that may identify the specific person using the UE.  Also included in this INVITE message is a request that the caller-identity not be revealed to the destination.

2. P-CSCF#1 checks the subscriber’s identifying URL, and replaces it (or rejects the request) if it is incorrect.

3. P-CSCF#1 forwards the INVITE request, with the verified subscriber identity URL, to S-CSCF#1.

4. S-CSCF#1 verifies the caller-name string provided by UE#1 is included in the set of valid caller-names for this subscriber.  It replaces it (or rejects the request) if it is incorrect.  Based on the subscriber’s profile, S-CSCF#1 may insert a request in the INVITE message that the caller-identity not be revealed to the destination.

5. S-CSCF#1 forwards the INVITE request, with verified subscriber identity URL and caller-name, to S-CSCF#2.

6. S-CSCF#2 stores the originating subscriber identity, for possible use later in call-trace or return-call services.  If caller-id blocking is requested, it replaces the caller-id with a private URL pointing to the stored information.  If caller-name blocking is requested, it deletes the calling-name from the INVITE message.

7. S-CSCF#2 forwards the INVITE request to P-CSCF#2.

8. P-CSCF#2 forwards the INVITE request to UE#2.

