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[bookmark: _Hlk32423091]Work Item / Release:	FS_eNA_Ph2 / Rel-17
[bookmark: _Hlk514274591]Abstract of the contribution: Proposes a solution to handle user consent revocation. 
[bookmark: _Hlk520730635]1		Discussion
TR 23.700-91 contains several solutions for Key Issue #8 "UE data as input for analytics generation" and Key Issue #15 "User consent for UE data collection/analysis". It seems that there is some common understanding that user consent may be required to process certain UE related data. Such user consent may be collected and managed by the network operator and can be stored as part of the subscription data in UDR.
[bookmark: _Hlk47962268]According to certain laws, e.g. GDPR by European Commission, a user consent can only be collected for a certain purpose, i.e., the person’s consent has to be asked again if the data should be used for a second purpose. Also, according to such GDPR, "the data subject shall have the right to withdraw his or her consent at any time." [1] "If consent is withdrawn the company/organisation can no longer process the data." [2]. In addition, "once consent has been withdrawn, the company/organisation needs to ensure that the data is deleted unless it can be processed on another legal ground (for example storage requirements or as far as it is a necessity to fulfil the contract)." [2] Therefore, the company/organization "needs to keep records of all personal data, be able to prove that consent was given, show where data is going, what its being used for, and how it is being protected." [3].
In order to meet such requirements related to a revocation/withdrawal of user consent, it needs to be ensured that:
-	All entities storing a copy of the UE related Data and UE related Output Analytics are informed about the user consent revocation/withdrawal.
NOTE:	This requires tracking entities that store a copy of the UE related Data and for certain Analytic IDs also store UE related Output Analytics.
EXAMPLE: Analytics related to UE behaviour/pattern, if not properly anonymized, may also fall under the scope of user consent and thus also need to be deleted in case the consent is withdrawn/revoked.
-	Deletion of any UE related Data and UE related Analytics where user consent has been withdrawn/revoked
-	UE related data, including UE related analytics, are not processed anymore.

Below solution proposes a new “User Consent Tracking Functionality” (URDCF) that is tracking the distribution and usage of any user related information requiring user consent. If the user consent is updated/revoked, the URDCF will take care to inform all entities having received a copy of the UE related Data and UE related Output Analytics about the updated or revoked user consent and request them to delete the data if the data is no longer covered by the user consent.
The URDCF may be provided by the NWDAF or a Data Collection NF (e.g. DCCF or DCNF).

[bookmark: _Hlk47962283][1] https://gdpr-info.eu/art-7-gdpr/ 
[2] https://ec.europa.eu/info/law/law-topic/data-protection/reform/rules-business-and-organisations/legal-grounds-processing-data/grounds-processing/what-if-somebody-withdraws-their-consent_en 
[3] https://brianclifton.com/blog/2018/05/21/gdpr-request-consent-before-tracking/ 

2	Proposal
It is proposed to update TR 23.700-91 as follows.

*** Start Change – all new text ***
[bookmark: _Toc31096565]6.X	Solution #X: Revocation of user consent
6.X.1	Introduction
This solution addresses KI #15: User consent for UE data collection/analysis. User consent may be required to process certain UE related data. User consent may be collected and managed by the network operator and can be stored as part of the subscription data in UDR. User consent can also be updated or revoked at any time.
The proposed solution introduces a "User Consent Tracking Functionality" (URDCF) that is tracking the distribution and usage of any user related information falling under the scope of user consent. If the user consent is updated/revoked, the URDCF will take care to inform all entities having received a copy of the UE/user related data and UE related Output Analytics about the updated or revoked user consent and request them to delete the data if the data is no longer covered by the user consent.
[bookmark: _Hlk47969393]The URDCF logs Nnwdaf_AnalyticsInfo_Requests and Nnwdaf_AnalyticsSubscription_Subscribe Request messages. If the URDCF becomes aware of a revocation of user consent, the URDCF will check its logs to identify past Data Consumers affected by this revocation. The URDCF will then inform the identified Data Consumers about the revocation of the user consent and will request them to delete the user related data as it is no longer covered by a user consent.
The URDCF may be provided by the NWDAF. Alternatively, the URDCF may be provided by a Data Collection Coordination Function (DCCF) or Data Collection NF (DCNF) as described e.g. in solutions #9, #15, and #35 of the present document. The following procedures show the URDCF as being provided by the NWDAF.
6.X.2	Procedures
6.X.2.1	Data Request procedure
Figure 6.X.2.1-1 shows the Data Request procedure.


Figure 6.X.2.1-1: Data request procedure with NWDAF with URDCF
1.	A Data Consumer / Analytics Consumer (e.g. NWDAF or NWDAF service consumer) sends a Data / Analytics Request or Data / Analytics subscription (e.g. Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe Request) to the NWDAF with URDCF.
2.	If the requested Data is subject to user consent, the NWDAF with URDCF needs to check whether user consent is available for this request. The NWDAF with URDCF either already knows about the user consent (e.g. from a previous request) or needs to check with the UDM to learn about the user consent information available in the UDR subscription information. The NWDAF with URDCF will further subscribe to UDM to receive notifications for the UE or group of UEs related to changes on the user consent information.
3.	If the user consent is available and valid, the NWDAF sends Data collection requests / Event subscriptions to one or multiple Data Source(s), e.g. AF(s), NF(s), other NWDAF(s), depending on the Input Data required for the requested Analytics ID.
4.	Data Source(s) provide the requested Data / Events to the NWDAF (e.g. as Data response or as notifications related to the requested subscription). The response / notify messages may also include a validity time indicating the duration over which the Data may be stored / processed. At the expiry of this validity time, any Data Consumer (including the NWDAF) needs to either delete corresponding Data / Analytics, or needs to renegotiate a new validity time with the Data Source.
5.	If the collected Data relates to UE related Data, where user consent had not yet been checked in step 2, the NWDAF with URDCF needs to check whether user consent is available for this request. The NWDAF either already knows about the user consent (e.g. from a previous request) or needs to check with the UDM to learn about the user consent information available in the UDR subscription information.
6.	If the user consent is available, the NWDAF with URDCF keeps track of Data / Analytics Consumers that the NWDAF is providing UE related Data requiring user consent. Therefore, the NWDAF with URDCF will keep a record of the Data Consumer along with information to identify and contact the Data Consumer, e.g. by a callback URI provided by the Data Consumer at step 1.
7.	If the user consent is available and valid, the Data Source provides the requested Data to the Data Consumer (e.g. as Data response / Nnwdaf_AnalyticsInfo_Request response or as notifications related to the requested subscription). The response / notify message may also include a validity time indicating the duration over which the user consent is valid. At the expiry of this validity time, any Data Consumer needs to either delete corresponding Data / Analytics, or needs to renegotiate a new validity time.
6.X.2.2	User consent revocation procedure
Figure 6.X.2.2-1 shows the procedure related to user consent revocation / withdrawal.

Figure 6.X.2.2-1: User consent revocation procedure
1.	NWDAF receives Data / Analytic requests from the Data / Analytic Consumer. NWDAF with URDCF checks the user consent for the requested/collected UE related Data. NWDAF with URDCF registers with UDM to be notified about changes on the subscription information related to user consent of the affected UE(s). NWDAF with URDCF keeps track of Data / Analytics Consumers that the NWDAF is providing UE related Data requiring user consent. Step 1 is following the procedure as described in clause 6.X.2.1 of the present document.
2.	UDM determines that the user consent for a particular user has been revoked.
3.	UDM notifies to the NWDAF with URDCF about the user consent revocation.
4.	Based on its historical records of Data / Analytics Consumers and the Data provided to them, the NWDAF with URDCF will determine all Data Consumers to be notified as they had requested some Data that is affected by the withdrawn user consent.
5.	NWDAF with URDCF deletes any UE Data and/or Analytics related to the user that has revoked his consent. The NWDAF with URDCF will also terminate any related subscriptions with the Data Source(s) related to those Analytics.
6.	NWDAF with URDCF requests / notifies to all Data Consumers determined in step 5 to delete any UE Data and/or Analytics related to the user that has revoked his consent.
7.	Optionally, Data Consumers confirm to the NWDAF with URDCF that the UE related Data / Analytics have been deleted.
6.X.3	Impacts on services, entities and interfaces
NWDAF:
-	Extended with functionality (URDCF) to keep track of Data requests / subscriptions and to notify Data Consumers about withdrawn user consent.
Data Consumer (e.g. NWDAF, NF):
-	Delete user data if user consent validity time has expired or upon request from NWDAF with URDCF if user consent was withdrawn.
[bookmark: _GoBack]
*** End Change ***
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