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[bookmark: _Hlk514274591]1		Discussion
This contribution proposes conclusions and way forward for Key Issue #4. 
Background on industrial networks: 
Industrial networks are typically quite heterogenous, depending both on the specific vertical domain and the (security) policy of the industrial automation system operator. As industrial automation systems are long-lived (typically 10..20 years), it is important that new technologies can be integrated into existing deployments with reasonable effort. New technologies, like industrial 5G SNPN, should provide interfaces that are flexible enough to be integrated with brownfield industrial networks that may use different provisioning protocols and infrastructures. 
Specific relevant aspects are:
· While some industrial networks provide Internet connectivity, many industrial networks are isolated networks with no or very limited connectivity to external networks. Therefore, it cannot be assumed that connectivity to a PS in a public network (Internet) exists. A PS might be located in the closed industrial network, in an enterprise network, or in the Internet. 
· Different provisioning protocols (e.g., CMPv2, SCEP, EST, BRSKI, OPC UA) are used in industrial networks for device security provisioning, as well as different credentials for protecting the provisioning process (depending on the vertical and the specific deployment). Therefore, provided 5G interfaces should be open to allow using different provisioning protocols (over-the-top provisioning). 
· Different credentials and procedures are used in industrial networks to protect the provisioning/onboarding process. Some industrial devices/UE may have a pre-provisioned manufacturer credential that could be used as default credential for O-SNPN onboarding network access authentication, and for protecting the provisioning process. But it cannot be assumed that this is the case for all industrial devices/UEs. It can also not be assumed that different manufacturers of industrial components use the same type and format of credentials. 
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2		Proposal
The following change is proposed for TR 23.700-20.
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Editor's note:	This clause will provide a general evaluation and comparison of the solutions per Key Issue #<X>.
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Editor's note:	This clause will capture conclusions for Key Issue #<X>.
It is proposed to agree on the following principles to support UE onboarding and remote provisioning:
Limited connectivity and Network selection:
1) Ability for the network to provide (limited) connectivity for UE(s) that do not have subscription and credentials needed for full authentication and initial registration procedure.
a. Ability for the network to broadcast support onboarding of such UE(s). Ability for the UE(s) to consider this as part of network selection.
b. Ability for the UE to provide an indicator both at RRC and NAS level while attempting to camp in the network for the purpose of onboarding. The indicator in RRC msg5 is needed for AMF selection, the indicator in the NAS registration request (e.g. registration type) is needed for execution of registration procedure that is tailored for onboarding and limited connectivity without subscription and credentials (e.g. omit subscription check).
2) Ability for the network to direct the UE towards the provisioning server and establish a secure channel for provisioning of credential and subscription information needed for authentication and registration procedure.
a. Ability for the UE to optionally provide default credentials if the network requires it for initial authentication and for establishing secure channel with the provisioning server for onboarding.
Provisioning server and onboarding configuration data in the UE and Network:
3) The AMF is configured with Onboarding Configuration Data that are applied to Onboarding Services that are established by an AMF based on request from the UE. The AMF Onboarding Configuration Data contains the S-NSSAI and Onboarding DNN which is used to derive an SMF. In addition, the AMF Onboarding Configuration Data may contain the statically configured SMF for the Onboarding DNN. The SMF may also store Onboarding Configuration Data that contains statically configured UPF information for the Onboarding DNN. The PCF (and UDR) may store S-NSSAI and Onboarding DNN specific policy information.
4) In case of provisioning procedures using the user plane, the onboarding network shall offer a mechanism to configure the server address (“FQDN”) of the provisioning server on the UE. For this purpose, the PS address shall be part of the onboarding configuration data, which are made available to PCF and/or SMF dedicated to onboarding. 
5) Configuration of the PS address in the onboarding configuration data can be supported using one of the following methods:
a. Pre-configured.
b. Dynamically by AF via NEF at O-SNPN, for instance using Service specific parameter provisioning procedure as specified in TS 23.502 [6] clause 4.15.6.7,
c. Using new onboarding specific API to be defined.
6) Configuration of PS address from the onboarding configuration data to the UE can be supported using one of the following methods:
a. SMF may deliver the Provisioning Server address(es) as part of extended Protocol Configuration Options (PCO) in PDU Session Establishment Response to UE. This is similar to use of PCO to configure Autoconfiguration server for UE in Wireless and Wireline Convergence (TR 23.716 [28] clause 6.10).
b. Alternatively, Provisioning Server address(es) may be configured in the UE during Registration Procedure using UE Route Selection Policy (URSP) that may be subject UE capabilities. As part of UE initial registration (based on received UE capability information) AMF indicates to PCF that UE has requested restricted/provisioning registration. The PCF may initiate UE Policy delivery using UE Route Selection Policies (URSP), for instance to trigger UE after successful registration to request establishment of specific type of PDU Session limited to onboarding purposes only.
c. In addition, Provisioning Server address(es) may be configured in the UE using service specific policies subject to UE capabilities similar to what is used for V2X communications as specified in TS 23.287 [29] clause 5.1.1 for ways how parameters may be made available to the UE and TS 23.287 [29] clause 6.2.5 for AF-based service parameter provisioning and TS 24.587 [30] clause 5.2.4 for configuration parameters such as validity timer, server address and geographical area.
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