3GPP TSG-WG SA2 Meeting #140E 
S2-2005036
19 August - 02 September 2020, Electronic


Source:
Nokia, Nokia Shanghai Bell, Qualcomm
Title:
KI #2, #7, Sol #3: Updates to remove ENs 
Document for:
Approval

Agenda Item:
8.7
Work Item / Release:
FS_ID_UAS_SA2 / Rel-17
Abstract of the contribution: This paper updates solution #3 and proposes to remove several editor’s note from the solution #3
1 Introduction
Following editor’s notes have been removed. 

1. Editor's note:
Whether it is feasible that A UAV UE is configured with its home USS/UTM address information is FFS
2. Editor's note:
how this solution is applicable when the UAS operator changes USS providing services to the UAV is FFS.
Motivation/reason to remove EN 1 and EN2: 
It is expected that the UAV is configured with the USS/UTM address information either at manufacturing time (when the UAS manufactures may also be the USS), or later as part of the UAV/UAVC registration (e.g. the preconfigured USS/UTM redirects the UAV to the USS/UTM to use in the area). How the UAV is configured with or determines the USS/UTM address is out of scope of 3GPP and may depend on local regulations.
3. Editor's note:
Whether this solution is applicable to the scenario where there is no commercial relationship between the USS and the PLMN is FFS.

Motivation/reason to remove EN3:  

Alternative proposal of provisioning USS/UTM address information via N1 is removed. As mentioned above, it is expected that the USS/UTM is pre-configured with USS/UTM address before accessing any UAS service. How the USS/UTM address is configured in the UAV is out of scope of 3GPP

4. Editor's note:
Whether the serving USS/UTM address is updated when UAV moves across the area border depends on USS/UTM deployment.

5. Editor's note:
it is FFS what an area border is and how an area is defined.

Motivation/reason to remove EN4 and EN5: 

For this release it is assumed that for the duration of the flight the UAS is served by the same USS/UTM. Any such activity of updating the USS/UTM address will not be taken during the duration of a flight. Also, the configuration of USS/UTM address in UAV is out of scope of 3GPP

6. Editor's note:
Whether it is feasible that SMF may be configured with a mapping table between this CAA-level ID and the serving USS/UTM address is FFS.
7. Editor's note:
Whether it is feasible to assume that the SMFs of multiple 3GPP systems are configured with dynamic CAA-Level IDs issues by several USSs that have no business relationship with the 3GPP systems is FFS.

Motivation/reason to remove EN6 and EN7: 

SMF does not need to maintain a mapping between CAA-Level UAV ID and serving USS/UTM address. The assumption here is that the UAV is already configured with USS/UTM address and USS/UTM address (FQDN) is provided by the UAV during PDU session establishment request. The SMF may make use of DNS resolution to reach USS/UTM address
2 Proposal

It is proposed to approve the below content. All changes are marked with track changes.
* * * * Begin of Changes * * * *

6.3
Solution #3: USS/UTM Discovery
6.3.1
Introduction

This solution addresses KI#2 and KI#7.

This solution applies to both 5GC and EPC.

Since there may be multiple USS(s) deployed in the network, and the association between a UAV and a USS is outside the scope of 3GPP and is not related to the UAV subscription with the mobile operator, the 3GPP network shall discover the USS/UTM that is serving a specific UAV, and which can retrieve the CAA-level authentication/authorization data of the UAV, for the UAV 3GPP authentication/authorization and for PDU session establishment to the USS/UTM.

USS/UTM Discovery is applied in the following scenarios:

-
Case 1: UAV 3GPP authentication/authorization at Registration.

-
Case 2: UAV/UAVC authentication/authorization by USS/UTM at PDU session establishment
-
Case 3: UAV/UAVC C2 communication pairing authentication/authorization at PDU session establishment.

6.3.2
Functional Description

The solution assumes that a UAV UE may be configured with a USS/UTM address information when the CAA-level registration is successful.
NOTE 1:
It is expected that the UAV may be configured with the USS/UTM address information either at manufacturing time (when the UAS manufactures may also be the USS), or later as part of the UAV/UAVC registration (e.g. the preconfigured USS/UTM redirects the UAV to the USS/UTM to use in the area). How the UAV is configured with or determines the USS/UTM address is out of scope of 3GPP and may depend on local regulations.
NOTE 2:
Discovery and resolution of the USS addressing information depend on the format of the CAA-Level UAV ID. E.g., according to the ASTM standard [11], resolution mechanisms defined by ASTM and applied by FAA will be used to identify the USS corresponding to a CAA-Level UAV ID, and such mechanism do not use an explicit USS address provided to the UAV. It has to be noted that such mechanisms are needed e.g. by a TPAE that receives Broadcast Remote ID and do not receive an USS address by the UAV, and as such cannot rely on the USS address.





The serving USS/UTM address information, if provided to the UAV, may be a FQDN. In that case, it shall be resolved by DNS. How the USS/UTM address is configured in the UAV is outside the scope of 3GPP. The UAV may use a default PDU sessions for such configuration.
This serving USS/UTM address may be stored in the UAV UE for a long time until it is updated by the USS/UTM.


For Case 1, UAV UE provides the CAA-Level UAV ID and may be the USS/UTM address, during the registration process.











For both Case 2 and Case 3, the UAV UE provides the CAA-Level UAV ID and may provide the USS/UTM address during PDU session establishment request. The SMF then uses the USS/UTM address received in the PDU session establishment request from the UAV UE to reach the USS/UTM for secondary authentication. SMF makes use of DNS resolution if the USS/UTM address is in the form of an FQDN. SMF includes the CAA-Level UAV ID in the authentication request towards the USS/UTM
NOTE 3:
The 3GPP system shall be able to verify that the USS/UTM address provided by the UAV/UAVC UE can be trusted. Security solutions for verification of the USS/UTM address and establishing trust relationship by 3GPP network shall be covered at SA3.
6.3.3
Procedures


We could have an abstract call flow as follows

1: the UAV(C) is preconfigured with USS/UTM address information

2: the UAV(C) establishes a generic PDU Session to contact the UTM/USS, get registered to an USS/UTM etc…

3: on this PDU Session, the UAV(C) discovers the USS/UTM to use for a given flight, registers on this USS/UTM, etc.. and may get a trusted USS/UTM address information. This step is out of scope of 3GPP

4: the UAV(C) request to establish a PDU Session to start operating as an UAS. As it needs to get authorized, it provides the CAA-Level Id and the trusted USS/UTM address information it may have got from the USS/UTM. 

5: Based on local policies associated with the (DNN, S-NSSAI), the SMF determines that a secondary authentication is needed before establishing the PDU session; The SMF uses the received trusted USS/UTM address information to reach the DN-AAA. Otherwise it uses an USS/UTM address determined based on the (DNN, S-NSSAI). In the latter case it is up to the USS/UTM DN-AAA to forward the request to the actual USS/UTM based on the CAA-Level Id.

6: Once the secondary authentication is successfully completed by the USS/UTM, the SMF continues with the PDU session establishment

6.3.4
Impacts on services, entities and interfaces


This solution may have the following impacts to existing entities and interfaces:

-
N1: UE provides the USS/UTM address and CAA-Level UAV ID in the PDU session establishment request.

-
SMF: Retrieve USS/UTM address and the CAA-Level UAV ID from the PDU session establishment request.. If secondary authorization/authentication by an DN-AAA server during the PDU Session establishment is required, the SMF shall use the USS/UTM address retrieved from PDU session establishment request as the DN-AAA address for secondary authentication
6.3.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Changes * * * *
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