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START OF CHANGES
6.7.5
Abnormal behaviour related network data analytics

6.7.5.1
General

This clause defines how to identify a group of UEs or a specific UE with abnormal behaviour, e.g. being misused or hijacked, with the help of NWDAF.

NOTE 1:
The misused or hijacked UEs are UEs in which there are malicious applications running or UEs which have been stolen.
The consumer of this analytics could be a 5GC NF. The 5GC NF subscribes analytics on abnormal behaviour from a NWDAF based on the UE subscription, network configuration or application layer request.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription. 
The consumer of this analytics shall indicate in the request:

-
Analytics ID set to "Abnormal behaviour";

-
The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier;

-
An Analytics target period indicates the time period over which the statistics or predictions are requested;

-
Analytics Filter Information optionally including:
-
expected UE behaviour;

-
expected analytics type or list of Exception IDs with associated thresholds, where the expected analytics type can be mobility related, communication related or both;

-
Area of interest;

-
maximum number of objects;
-
maximum number of SUPIs;
-
Application ID;

-
DNN;

-
S-NSSAI.
-
Precedence
NOTE 2:
The expected analytics type generally indicates whether mobility or communication related abnormal behaviour analytics or both are expected by the consumer, and the list of exception IDs indicates what specific analytics are expected by the consumer. Either the expected analytics type or the list of Exception IDs needs to be indicated, but they are not presented simultaneously. When the expected analytics type is indicated, the NWDAF performs corresponding abnormal behaviour analytics which are supported by the NWDAF. The relation between the expected analytics type and Exception IDs is defined in Table 6.7.5.1-1. 
NOTE 3: 
If the target of Analytics Reporting is “any UE”, the target UEs for analytics reporting is retrieved based on a combination of the expected analytics type (or the list of exception IDs) and Analytics Filter Information as described in clause 6.7.5.4. A new analytics filter parameter, Precedence may indicate if retrieved SUPIs should be interpreted based on either analytics filters for AMF or SMF when “both” analytics types are expected.
NOTE 4: 
If the target of Analytics Reporting is “any UE”, care shall be taken with regards to load and major signalling via mandating some event filters (e.g. area of interest for AMF) and setting maximum number of SUPIs and/ or Sampling ratio as part of Event Reporting Information (clause 4.15.1, TS23.502 [3]).
-
In a subscription, the Notification Correlation Id and the Notification Target Address are included.

Table 6.7.5.1-1: Relation between expected analytics type and Exception IDs
	Expected analytics type
	Exception IDs matching the expected analytics type

	mobility related
	Unexpected UE location, Ping-ponging across neighbouring cells.

	communication related
	Unexpected long-live/large rate flows, Unexpected wakeup, Suspicion of DDoS attack, Wrong destination address, Too frequent Service Access/Abnormal traffic volume, Unexpected radio link failures.


When the NWDAF detects those UEs that deviate from the expected UE behaviour, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.7.5.3.
SECOND CHANGE
6.7.5.4
Procedure
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Figure 6.7.5.4-1: Procedure for NWDAF assisted misused or hijacked UEs identification
1a.
A consumer NF subscribes to/requests NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe/ Nnwdaf_AnalyticsInfo_Request (Analytics ID set to "Abnormal behaviour", Target of Analytics Reporting, Analytics Filter Information = Area of Interest, DNN, S-NSSAI).

A consumer NF may subscribe to/request abnormal behaviour notification/response from NWDAF for a group of UEs or a specific UE. The Analytics ID indicates the NWDAF to identify misused or hijacked UEs through abnormal behaviour analytic. 
1b.
Consumer AF to NWDAF: Nnwdaf_AnalyticsSubscription_Subscribe or Nnwdaf_AnalyticsInfo_Request (Analytics ID, Target of Analytics Reporting, Analytics Filter Information= DNN, S-NSSAI).

For untrusted AFs, the consumer AF sends the subscription via a NEF, where the AF invokes NEF service Nnef_AnalyticsExposure_Subscribe or Nnef_AnalyticsExposure_Fetch (Analytics ID, Target of Analytics Reporting, Analytics Filter Information= Application ID).

An AF may also subscribe to/request abnormal behaviour notification/response from NWDAF for a group of UEs or a specific UE or any UE, where the subscription/request message may contain expected UE behaviour parameters identified on the application layer. If an External-Group-Identifier is provided by the AF, the NEF interrogates UDM to map the External-Group-Identifier to the Internal-Group-Identifier and obtain SUPI list corresponding to the Internal-Group-Identifier. The NEF may also map AF-Identifier (e.g. Application ID) into DNN and S-NSSAI combination based on local configuration.
2.
[Conditional] NWDAF to AMF: Namf_EventExposure_Subscribe (Event ID(s), Event Filter information= Area of Interest, Target of Analytics Reporting).

The NWDAF sends subscription requests to the related AMF to collect UE behavioural information if it has not subscribed such data.
NOTE 1:
The NWDAF determines the AMF serving the UEs as described in clause 6.2.2.1.

The AMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the AMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the AMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.
[Conditional] The NWDAF may collect UE mobility information from OAM as part of step 2, following the procedure captured in clause 6.2.3.2.

3.
[Conditional] NWDAF to SMF: Nsmf_EventExposure_Subscribe (Event ID(s), Event Filter information= (DNN, S-NSSAI), Target of Analytics reporting).

The NWDAF sends subscription requests to the related SMF if it has not subscribed such data.
NOTE 2:
The NWDAF determines the SMF serving the UE as described in clause 6.2.2.1.
NOTE x:  When the Target of Analytics Reporting is “any UE”, target UEs are retrieved based on indicated Analytics Filter information for AF (e.g. combination of DNN and S-NSSAI or Application ID) or Event filters to AMF (e.g. the Area of Interest) or Event Filters to SMF (e.g. combination of DNN and S-NSSAI). 
NOTE y:  When the Target of Analytics Reporting is “any UE” if both analytics types are expected, target SUPIs are retrieved based on Precedence parameter value either based on Event Filters set for AMF only or SMF only. The retrieved SUPIs are provided as the Target of Analytics reporting to the other event exposure entity, i.e. SMF or AMF respectively. 


The SMF sends event reports to the NWDAF based on the report requirements contained in the subscription request received from the NWDAF.

If requested by NWDAF via Event Filter(s), the SMF checks whether the UE's behaviour matches its expected UE behavioural information. In this case, the SMF sends event reports to the NWDAF only when it detects that the UE's behaviour deviated from its expected UE behaviour.

4.
The NWDAF performs data analytics for misused or hijacked UEs identification. Based on the analytics and operator's policies the NWDAF determines whether to send a notification to 5GC NFs or the AF.

5a.
[Conditional] NWDAF to consumer NF (AMF or PCF or SMF depending on the subscription): Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Response (Analytics ID, Exception ID, Internal-Group-Identifier or SUPI, Exception level) (which is used depending on the service used in step 1a).

If the NWDAF determines to send a notification/response to the consumer 5GC NFs, the NWDAF invokes Nnwdaf_EventSubscription_Notify or Nnwdaf_AnalyticsInfo_Response services. Based on the notification/response, the 5G NFs adopt configured actions to resolve/mitigate/avoid the risks as described in the Table 6.7.5.3-1.
5b/5c.
[Conditional] NWDAF to AF: Nnwdaf_AnalyticsSubscription_Notify or Nnwdaf_AnalyticsInfo_Response (Analytics ID, Exception ID, Exception Level, External UE ID) (which is used depending on the service used in step 1b).

If the NWDAF determines to send a notification/response to the consumer AF, the NWDAF needs to include external UE ID of the identified UE into the notification/response message.
NOTE 3:
Based on the notification, the AF can adopt corresponding actions, e.g. adjusting recommended TCP Window Size, adjusting recommended Service Start and End.

NOTE 4:
The call flow only shows a subscribe-notify model for the interaction of NWDAF and consumer NF for simplicity instead of both request-response model and subscription-notification model.
END OF CHANGES
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