

	
3GPP TSG-SA WG2 Meeting #136	S2-1911106
[bookmark: _Hlk3280757]14 – 18 October 2019, Reno, Nevada, US										 (Revision of S2-1909357)
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	23.502
	CR
	1795
	rev
	2
	Current version:
	16.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	AMF reallocation

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA2

	
	

	Work item code:
	5GS_Ph1
	
	Date:
	2019-11-08

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	UE requested NSSAI is considered as non-essential IE and it’s always protected. This means UE can only provide the requested NSSAI once secure NAS transport is established with initial AMF during the NAS security mode control procedure.

Once secure NAS transport is established the UE ignores unprotected NAS messages from the network.
During the NAS message rerouting via RAN, the N2 connection will be changed from initial AMF to target AMF. Since the UE only accepts protected NAS signalling, the target AMF must use the security context from the initial AMF in continued NAS signaling with the UE.

In case of slice isolation, there is probably no communication between initial AMF and target AMF which prevents intial AMF from transferring the established security context directly to target AMF.

A proxy AMF is proposed as the “well-connected” NF to transfer UE security context between different slices transparently.


	
	

	Summary of change:
	1) Introducing steps for transferring the UE NAS security context through “well-connected NF” proxy AMF in clause 4.2.2.2.3.
2) Define service operations for the UE context transfer in AMF services  (clause 5.2.2 ).

	
	

	Consequences if not approved:
	Not possible to maintain appropriate security context at AMF reallocation via NG-RAN and Registration Request rerouting via RAN fails

	
	

	Clauses affected:
	4.2.2.2.3, 5.2.2.1, 5.2.2.2.Y (new), 5.2.16.1, 5.2.16.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


Beginning of 1st changes
[bookmark: _Toc11173258]4.2.2.2.3	Registration with AMF re-allocation
When an AMF receives a Registration request, the AMF may need to reroute the Registration request to another AMF, e.g. when the initial AMF is not the appropriate AMF to serve the UE. The Registration with AMF re-allocation procedure, described in figure 4.2.2.2.3-1, is used to reroute the NAS message of the UE to the target AMF during a Registration procedure.




Figure 4.2.2.2.3-1: Registration with AMF re-allocation procedure
The initial AMF and the target AMF register their capability at the NRF.
1.	Steps 1 and 2 of figure 4.2.2.2.2-1 have occurred, and the (R)AN sends the Registration request message within an Initial UE message to the initial AMF.
2.	If the AMF needs the SUPI and/or UE's subscription information to decide whether to reroute the Registration Request or if the Registration Request was not sent integrity protected or integrity protection is indicated as failed, then AMF performs steps 4 to 9a or to 9b of figure 4.2.2.2.2-1.
3a.	[Conditional] If the initial AMF needs UE's subscription information to decide whether to reroute the Registration Request and UE's slice selection subscription information was not provided by old AMF, the AMF selects a UDM as described in TS 23.501 [2], clause 6.3.8.
3b.	Initial AMF to UDM: Nudm_SDM_Get (SUPI, Slice Selection Subscription data).
	The initial AMF request UE's Slice Selection Subscription data from UDM by invoking the Nudm_SDM_Get (see clause 5.2.3.3.1) service operation. UDM may get this information from UDR by Nudr_DM_Query(SUPI, Subscribed S-NSSAIs).
3c.	UDM to initial AMF: Response to Nudm_SDM_Get. The AMF gets the Slice Selection Subscription data including Subscribed S-NSSAIs.
	UDM responds with slice selection data to initial AMF.
4a.	[Conditional] Initial AMF to NSSF: Nnssf_NSSelection_Get (Requested NSSAI, [Mapping Of Requested NSSAI], Subscribed S-NSSAI(s) with the default S-NSSAI indication, TAI, Allowed NSSAI for the other access type (if any), [Mapping of Allowed NSSAI], PLMN ID of the SUPI).
	If there is a need for slice selection, (see clause 5.15.5.2.1 of TS 23.501 [2]), e.g. the initial AMF cannot serve all the S-NSSAI(s) from the Requested NSSAI permitted by the subscription information, the initial AMF invokes the Nnssf_NSSelection_Get service operation from the NSSF by including Requested NSSAI, optionally Mapping Of Requested NSSAI, Subscribed S-NSSAIs with the default S-NSSAI indication, Allowed NSSAI for the other access type (if any), Mapping of Allowed NSSAI, PLMN ID of the SUPI and the TAI of the UE.
4b.	[Conditional] NSSF to Initial AMF: Response to Nnssf_NSSelection_Get (AMF Set or list of AMF addresses, Allowed NSSAI for the first access type, [Mapping Of Allowed NSSAI], [Allowed NSSAI for the second access type], [Mapping of Allowed NSSAI], [NSI ID(s)], [NRF(s)], [List of rejected (S-NSSAI(s), cause value(s))], [Configured NSSAI for the Serving PLMN], [Mapping Of Configured NSSAI]).
	The NSSF performs the steps specified in point (B) in clause 5.15.5.2.1 of TS 23.501 [2]. The NSSF returns to initial AMF the Allowed NSSAI for the first access type, optionally the Mapping Of Allowed NSSAI, the Allowed NSSAI for the second access type (if any), optionally the Mapping of Allowed NSSAI and the target AMF Set or, based on configuration, the list of candidate AMF(s). The NSSF may return NSI ID(s) associated to the Network Slice instance(s) corresponding to certain S-NSSAI(s). The NSSF may return the NRF(s) to be used to select NFs/services within the selected Network Slice instance(s). It may return also information regarding rejection causes for S-NSSAI(s) not included in the Allowed NSSAI. The NSSF may return Configured NSSAI for the Serving PLMN, and possibly the associated mapping of the Configured NSSAI.
NOTE 1:	The NRF(s) returned by the NSSF, if any, belong to any level of NRF (see clause 6.2.6 of TS 23.501 [2]) according to the deployment decision of the operator.
5.	[Conditional] Initial AMF to old AMF: Namf_Communication_RegistrationCompleteNotify (failure cause ).
	The initial AMF decides to reroute the NAS message to another AMF. The initial AMF sends a reject indication to the old AMF telling that the UE Registration procedure did not fully complete at the initial AMF. The old AMF continues as if the Namf_Communication_UEContextTransfer had never been received.
6a.	[Conditional] Initial AMF to NRF: Nnrf_NFDiscovery_Request (NF type, AMF Set).
	If the initial AMF does not locally store the target AMF address, and if the initial AMF intends to use direct reroute to target AMF or the reroute via (NG-R)AN message needs to include AMF address, then the initial AMF invokes the Nnrf_NFDiscovery_Request service operation from the NRF to find a proper target AMF which has required NF capabilities to serve the UE. The NF type is set to AMF. The AMF Set is included in the Nnrf_NFDiscovery_Request.
6b.	[Conditional] NRF to AMF: Response to Nnrf_NFDiscovery_Request (list of (AMF pointer, AMF address, plus additional selection rules and NF capabilities)).
	The NRF replies with the list of potential target AMF(s). The NRF may also provide the details of the services offered by the candidate AMF(s) along with the notification end-point for each type of notification service that the selected AMF had registered with the NRF, if available. As an alternative, it provides a list of potential target AMFs and their capabilities, and optionally, additional selection rules. Based on the information about registered NFs and required capabilities, a target AMF is selected by the initial AMF.
	If the initial AMF is not part of the target AMF set, and is not able to get a list of candidate AMF(s) by querying the NRF with the target AMF set (e.g. the NRF locally pre-configured on AMF does not provide the requested information, the query to the appropriate NRF provided by the NSSF is not successful, or the initial AMF has knowledge that the initial AMF is not authorized as serving AMF etc.) then the initial AMF shall forward the NAS message to the target AMF via (R)AN executing step 7(B); the Allowed NSSAI and the AMF Set are included to enable the (R)AN to select the target AMF as described in TS 23.501 [2] clause 6.3.5.
7(A).	If the initial AMF, based on local policy and subscription information, decides to forward the NAS message to the target AMF directly, the initial AMF invokes the Namf_Communication_N1MessageNotify to the target AMF, carrying the rerouted NAS message. The Namf_Communication_N1MessageNotify service operation includes the information enabling (R)AN to identify the N2 terminating point, and the full Registration Request message, and the UE's SUPI and MM Context if available. If the initial AMF has obtained the information from the NSSF as described at step 4b, that information except the AMF Set or list of AMF addresses is included. The target AMF then updates the (R)AN with a new updated N2 termination point for the UE in the first message from target AMF to RAN in step 8.
[bookmark: _GoBack]7(B).	If the initial AMF, based on local policy and subscription information or slice isolation, decides to forward the NAS message to the target AMF via (R)AN unless the target AMF(s) are returned from the NSSF and identified by a list of candidate AMF(s), the initial AMF sends a Reroute NAS message to the (R)AN (step 7a). The Reroute NAS message includes the information about the target AMF (i.e. AMF Set ID), and the full Registration Request message. If the initial AMF has obtained the information as described at step 4b, that information is included. The (R)AN selects a target AMF based on the received information about the target AMF and provides GUAMI of the selected target AMF to initial AMF (step 7b). If the initial AMF has performed 9b of figure 4.2.2.2.2-1, the initial AMF invokes the Namf_Transport_ContextDelivery, including the GUAMI of the target AMF, UE identifier and UE NAS security context, to a well-connected NF as specified in TS 23.501 clause 5.15.5.2.3 (step 7c). The well-connected NF (i.e. a proxy AMF) selects the target AMF based on the GUAMI and sends UE identifier and UE NAS security context transparently towards target AMF by invoking Namf_Communication_UEContextDelivery (step 7d). The (R)AN sends the Initial UE message to the target AMF (step 7eb) indicating reroute due to slicing including the information from step 4b that the NSSF provided.
NOTE 2: step 7c and7d may happen in parallel with 7e.
8.	After receiving the Registration Request message transmitted at step 7(A)a or step 7(B)be, if no UE context is received from the initial AMF, the target AMF, based on rerouting due to slicing, continues with the Registration procedure from step 4 until 22 of figure 4.2.2.2.2-1 (with the target AMF corresponding to the new AMF). If the UE context is received from the initial AMF, the target AMF continues with the Registration procedure from step 8 or step 9b (depending on whether it decides to re-authenticate the UE, or security mode control procedure shall be triggered,e.g. due to horizontal Kamf generation) or step 9c (if new NAS security context shall be applied) until step 22 of figure 4.2.2.2.2-1, skipping step 10. If the initial AMF decides to forward the NAS message to the target AMF (step 7(A)), the first message from the target AMF to (R)AN (either Initial Context Setup Request, or Downlink NAS Transport) contain the AMF name of the initial AMF.

Beginning of 2nd changes
[bookmark: _Toc20204397][bookmark: _Toc11173724]5.2.2.1	General
The following table shows the AMF Services and AMF Service Operations.
Table 5.2.2.1-1: List of AMF Services
	Service Name
	Service Operations
	Operation
Semantic
	Known Consumer(s)

	Namf_Communication
	UEContextTransfer
	Request/ Response
	Peer AMF

	
	CreateUEContext
	Request/ Response
	Peer AMF

	
	ReleaseUEContext
	Request/ Response
	Peer AMF

	
	RegistrationCompleteNotify
	Subscribe / Notify
	Peer AMF

	
	N1MessageNotify
	Subscribe / Notify
	SMF, SMSF, PCF, LMF, Peer AMF

	
	N1MessageSubscribe
	
	SMF, SMSF, PCF

	
	N1MessageUnSubscribe
	
	SMF, SMSF, PCF

	
	N1N2MessageTransfer
	Request/ Response
	SMF, SMSF, PCF, LMF

	
	N1N2TransferFailureNotification
	Subscribe / Notify
	SMF, SMSF, PCF, LMF

	
	N2InfoSubscribe
	Subscribe / Notify
	NOTE 1

	
	N2InfoUnSubscribe
	
	NOTE 1

	
	N2InfoNotify
	
	AMF, LMF

	
	EBIAssignment
	Request/Response
	SMF

	
	AMFStatusChangeSubscribe
	Subscribe / Notify
	SMF, PCF, NEF, SMSF, UDM

	
	AMFStatusChangeUnSubscribe
	Subscribe / Notify
	SMF, PCF, NEF, SMSF, UDM

	
	AMFStatusChangeNotify
	Subscribe / Notify
	SMF, PCF, NEF, SMSF, UDM

	
	UECotextDelivery
	Request/Response
	AMF

	Namf_Transport
	ContextDelivery
	Request/Response
	AMF

	Namf_EventExposure
	Subscribe
	Subscribe / Notify
	NEF, SMF, UDM

	
	Unsubscribe
	Subscribe / Notify
	NEF, SMF, UDM

	
	Notify
	Subscribe / Notify
	NEF, SMF, UDM

	Namf_MT
	EnableUEReachability
	Request/Response
	SMSF

	
	ProvideDomainSelectionInfo
	Request/Response
	UDM

	Namf_Location
	ProvidePositioningInfo
	Request/Response
	GMLC

	
	EventNotify
	Subscribe / Notify
	GMLC

	
	ProvideLocationInfo
	Request/Response
	UDM

	
	CancelLocation
	Request/Response
	GMLC

	NOTE 1:	In this Release of the specification no known consumer is identified to use this service operation.



Beginning of 3rd changes

5.2.2.2.Y	Namf_Communication_UEContextDelivery service operation
Service operation name: Namf_Communication_UEContextDelivery
Description: Deliver UE context to target AMF, during NAS message reroute via RAN.
Input, Required: SUPI, UE Context. The UE context shall, at least, include theUE NAS security context.
Input, Optional: None.
Output, Required: Cause.
Output, Optional: None.
See clause 4.2.2.2.3 for the example usage of this service operation. 
5.2.2.X	Namf_Transport_ContextDelivery_service
5.2.2.x.1	General
This service provides context transparent transfer based on a provided target NF identifier (i.e. GUAMI).
5.2.2.x.2	Namf_Transport_ContextDelivery Service Operation
Service operation name: Namf_Transport_ContextDelivery
Description: Delievery UE context to a NF transparently.
Input, Required: SUPI, GUAMI, UE Context. The UE context shall, at least, include UE NAS security context.
Input, Optional: None.
Output, Required: Cause.
Output, Optional: None.

[bookmark: _Toc11173928]

End of changes
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