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Abstract: This paper proposes a solution to key issue on UE On-boarding and remote Provisioning. Moreover, the contribution mainly focuses on the detailed solution for the PNI-NPN scenarios.
1. Introduction
This solution addresses key issue on UE On-boarding and remote provisioning and focuses on the PNI-NPN scenarios
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-07
* * * * First change * * * *

6.X
Solution #X: UE Onboarding and Provisioning for a PNI-NPN 

6.X.1
Introduction

This solution addresses key issue X “UE Onboarding and remote Provisioning”. Especially the solution enables UEs to get network connectivity so that it can be provisioned with necessary information for access to a PNI-NPN and vertical networks attached to this PNI-NPN. 
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Figure 6.X.1-1: UE onboarding in PNI-NPN scenarios
The following assumptions are considered:

-
The UE is provisioned with the public subscription/credentials of UE side for accessing to PLMN.

-
The UE is provisioned with the on-boarding credentials for secondary authentication to grant access to Provisioning Server. The on-boarding credentials may be provisioned during manufacturing process, or may be input by the user.

-
The UE is not provisioned with vertical credentials for secondary authentication to grant access to the vertical network attached to a PNI-NPN.
-
The UE is not provisioned with UE configuration (e.g. Mobility Restriction, URSP, etc.) for CAG selection or DNN/NSSAI selection.

-
The PLMN is pre-configured with public subscription/credentials of network side which include at least the minimum set of contents which common public UE owns, e.g. UE identifiers and associated security credential, optionally support indication and valid period for the on-boarding registration. 
-
The PLMN may be pre-configured with static vertical configurations (e.g. VS DNN, VS NSSAI) which can constitute part of subscriptions of UEs allowed for on-boarding and accessing to the vertical DN via the PNI-NPN. Vertical enterprises may sign agreement with PLMN for static vertical subscriptions assignment.

-
The PLMN may be pre-configured with Provisioning Server Routing Information (e.g. PS DNN, PS NSSAI, allowed PS and/or PS AAA address list, port ID, SMF selection subscription data, allowed number of PDU Session for provisioning per UE and QoS) which is used to trigger secondary authentication and establish connectivity to the expected Provisioning Server.
-
The OIMF (On-boarding Information Mapping Function) is pre-configured with mapping information of PNI-NPN ID (e.g. CAG ID) and Provisioning Server Routing Information.
-
PS AAA is provisioned with the on-boarding credentials to authenticate the UE for on-boarding. The on-boarding credentials may be provisioned via out-of-band way, e.g. via application.

-
Provisioning Server may be provisioned with the dynamic vertical configurations (e.g. updated CAG information, updated QoS) based on UE granularity, which can constitute part of subscriptions of UEs allowed for on-boarding and accessing to the vertical DN via the PNI-NPN.
-
Provisioning Server may be provisioned with the vertical credentials (e.g. N3GPP credential) for updating NPN credentials of UEs who are allowed for on-boarding.
Editor's note: Whether roaming case is considered is FFS.
Editor's note: The exact definition and details of these UE credentials are FFS and need to be discussed in SA3.
6.X.2
Functional Description
6.x.2.1
Introduction

The procedure allows the UE, which owns public subscription/credentials and is not initially provisioned with vertical credentials to obtain vertical credentials and configuration parameters to access vertical network and its service. 

When the UE is provisioned with vertical credentials and configuration parameters related to a PNI-NPN, it may re-register to the PNI-NPN according to the updated CAG information or S-NSSAIs included in UE configuration parameters. 
6.x.2.2
Architecture
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Figure 6.x.2.2-1: Architecture for UE Onboarding to a PNI-NPN

Editor's note: The ownership of the Provisioning Server is FFS, e.g. whether it can be owned by the device manufacturer or a 3rd party.
Editor's note: Whether the Provisioning Server and Vertical Server are located in the same DN is FFS.

Editor’s note: Whether the OIMF can be co-located with other CN NFs is FFS.
6.X.3
Procedures
The figure 6.X.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into a PNI-NPN. 

[image: image3.emf]Vertical DN OIMF

UE 5G-AN 5GC PS DN

(E1)Re-registration with PNI-NPNs

(E3) Access to the Vertical Network via PNI-NPN

Pre-configuration

(A1)

(B)

Inquery On-boarding Information

(D2) Vertical Credentials Provisioning

(D1)

UE Configuration Update

Pre-configuration

(A2)

(C1)

Secondary Authentication, if successful, 5GC Updates Static 

Vertical Subscriptions itself

(C2)Update Dynamic Vertical Subscriptions to 5GC

(E2)Secondary/Slice Authencation using vertical credentials


Figure 6.X.3-1: high-level flow of onboarding of the UE into a PNI-NPN

The procedure includes the following steps:

A) Pre-configuration: as depicted in clause 6.X.1.
B) Inquery On-boarding Information: the UE registers to the PLMN using the public subscription/credentials. The UE either manually or automatically discovers and selects the PNI-NPN ID for UE on-boarding (e.g. CAG ID) based on the broadcast information. Then the UE requests the OIMF for the Provisioning Server Routing Information (e.g. PS DNN, PS NSSAI, allowed PS and/or PS AAA address list, port ID) using PNI-NPN ID via NAS message. 

If support indication for the on-boarding registration is included in the public subscription, the PLMN shall provide the UE with the restricted registration and PDU Session for limited services based on the valid period in the public subscription, and extra restriction information involved in Provisioning Server Routing Information (e.g. SMF selection subscription data, and allowed number of PDU Session for provisioning per UE, allowed PS address list and QoS).
Editor’s note: For the non-CAG-based PNI-NPN, whether new identifiers other than CAG ID should be defined for requesting Provisioning Server Routing Information is FFS.
C)  PLMN subscription update: The UE performs secondary authentication with PS AAA and tries to establish PDU session to the Provisioning Server using on-boarding credentials and Provisioning Server Routing Information. When the UE has been successfully authenticated by the Provisioning Server, the PLMN subscription should be updated, including static vertical subscriptions and dynamic vertical credentials.

(C1)  Update static vertical subscriptions: During the PDU session establishment procedures, the 5GC triggers the secondary authentication . By using the secondary authentication, the 5GC can be aware of authentication result. If the authentication is successful, the 5GC accepts the establishment of PDU session, and updates UE’s subscriptions according to pre-configured static vertical subscriptions.
(C2)  Update dynamic vertical subscriptions: If the authentication is successful, the Provisioning Server may transfer the UE’s dynamic vertical subscriptions (e.g. updated CAG information, updated QoS) to the PLMN, and the PLMN may update UE’s subscriptions for dynamic vertical subscriptions.
Editor’s note: How the Provisioning Server can update the dynamic vertical subscriptions to the PLMN (e.g. via NEF) is FFS.
D)  Provisioning: the Provisioning Server provisions the UE configuration parameters to the PLMN and vertical credentials to UE.

(D1)  UE Configuration Update: When UE configurations are updated, the PLMN may update UE configurations to the UE by triggering the UE Configuration Update procedure.

(D2)  Vertical credentials provisioning: After successful secondary authentication, the UE is authorized to establish the PDU session, the Provisioning Server provisions the vertical credentials by the established user plane path.

E)  Access to vertical network: The UE accesses the NPN using UE configuration parameters and vertical credentials.
E1)  Re-registration using updated UE configuration: after the provisioning procedure, the UE may perform Re-registration procedures using UE configuration to reselect CAG ID, slice and DNN, establish specific PDU session with suitable QoS.

E2)  Secondary/Slice authentication using vertical credentials: When the UE requests to access the vertical server, the PLMN may trigger secondary/slice authentication, the UE uses vertical credentials to process the authentication.
E3)  Normal service: Upon a successful step E2, the UE can initiate regular services to the vertical network via the PNI-NPN.

During the procedure, if the secondary authentication at Step C failed or the Step D2 is not finished but the valid period described at Step B) expires, the PLMN can trigger the network-initiated de-registration.
6.X.4
Impacts on existing entities and interfaces

Editor's note: This clause lists impacts to existing entities and interfaces.
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