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Broadband Forum Liaison To:
3GPP Liaison Coordinator 3GPPLiaison@etsi.org  

3GPP TSG SA WG2  
Jain Puneet, 3GPP TSG SA WG2 Chairman puneet.jain@intel.com
3GPP TSG SA WG3 
Ben Henda Noamen, 3GPP TSG SA WG3 Chairman noamen.ben.henda@ericsson.com

From:
Lincoln Lavoie,
Broadband Forum Technical Committee Chair lylavoie@iol.unh.edu 

Liaison Communicated By: 
Manuel Paul, BBF liaison officer to 3GPP manuel.paul@telekom.de

Date: June 20, 2019

Subject: Wireline Access Security requirements 


Dear colleagues, 

BBF has discussed the security threat aspects and the security requirements related to support of NAS and User Plane.  BBF concluded that situation in wireline access networks is substantially different than in wireless access network and that encryption is not required, Furthermore the user plane encryption (when today traffic is going up to 1 Gbit/s) has an unjustifiable increase in device (e.g. the RG) complexity and has negative impact on QoE, therefore encryption support should not be required in wireline access networks.  BBF analysis is reported in the attached document.

BBF would also point out that for some existing shared access technology (e.g. PON) encryption and integrity protection is supported in physical layer), while for point-to-point access technology (e.g xDSL) encryption is not supported. Furthermore, in case of legacy FN-RG it is not possible to enforce any new encryption and integrity protection mechanism beyond those already supported by the access technology.

In conclusion, BBF considers that the security requirements in TS 23.501 clause 5.3 related to User Plane security is not required and therefore not applicable to wireline access network. 

BBF would kindly ask SA2 and SA3 to take into account the above information and to SA3 to provide further information whether additional security threats has been identified and that need to be considered. 

We look forward to our continued cooperation and fruitful exchange.
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Sincerely,

Lincoln Lavoie,
Broadband Forum Technical Committee Chair

CC:
liaisons@broadband-forum.org
 
Robin Mersh, Broadband Forum CEO  rmersh@broadband-forum.org
April Nowicki, Broadband Forum Member Support Manager anowicki@broadband-forum.org 
David Allan, Broadband Forum WWC Work Area Director  david.i.allan@ericsson.com 
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