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1.
 Introduction

Support of broadcast of assistance data for NR is part of a WI in RAN, as defined in RP-191156 [1], and requires support from SA2 as described in an LS from RAN2 to SA2 in S2-1904886 [2], part of which is copied below.

	WI NR Positioning Support has been agreed in RP-190752. One of objective is to define signalling for broadcast of assistance data as below:

RAN2 + RAN3 centric objectives

Resolve open aspects on architecture and proceed with normative work for the following items [RAN2/RAN3]:

· Location of the transmission measurement function 

· Define signaling for broadcast assistance data delivery [RAN2/RAN3/SA2/SA3]

RAN2 has started the WI from RAN2#105bis meeting. It is RAN2 understanding that broadcast assistance data delivery is not in the SA2/SA3 positioning WI (5G_eLCS and FS_eLCS_Sec) scope, and therefore RAN2 respectfully asks if SA2 and SA3 can accommodate the work on it in Rel-16.

Broadcast assistance data delivery has been supported in LTE Rel-15, as specified in TS23.271 (clauses 9.3a.3, 9.3a.4, 9.3a.5). RAN2 would like to ask SA2 whether the solution specified in LTE Rel-15 can be reused for NR. 

Questions to SA2:

Question 1: Can the solution for broadcast assistance data delivery specified in LTE Rel-15 be reused for NR?

Question 2: Can SA2 accommodate the work on broadcast assistance data delivery in Rel-16?


At SA2#133, there were three different proposals and associated pCRs to TS 23.273 [5] to support broadcast of assistance data for NR as part of Rel-16. Two proposals in S2-1905202 [3] and S2-1905426 [4] included almost identical procedures for the transfer of broadcast assistance data from an LMF to client UEs via NG-RAN. These are based on the solution for LTE described in TS 23.271 [6]. However, all three proposals had different solutions for the distribution of ciphering keys to client UEs, which are referred to here, for convenience as Solutions 1, 2 and 3. 
Solution 1 in S2-1905426 [4] is based on use of the 5GC Registration procedure whereby a UE indicates in a Registration Request whether ciphering keys are requested and the AMF returns ciphering keys, for which the UE is subscribed, in a Registration Accept. This proposal also requires an LMF to first transfer new ciphering keys to an AMF for later transfer to UEs.

Solution 2 in S2-1905202 [3] is based on use of a 5GC-MO-LR in which an MO-LR request for ciphering keys from a UE is transferred to an LMF by the serving AMF, with the LMF then providing ciphering keys to the UE using the LPP positioning protocol (defined in TS 36.355 [7]) similar to an MO-LR request for assistance data. There was an SA2 organized conference call on June 12 at which a revised version of Solution 2 was presented which is closer to Solution 3. However, this revised version appears not to work because it depends on an AMF knowing when to request new ciphering key data from an LMF, instead of having an LMF send new ciphering key data to an AMF immediately as with Solutions 1 and 3. Accordingly, the original version of Solution 2 in S2-1905202 [3] is evaluated here rather than the revised version for the conference call on June 12.
Solution 3 in S2-1905054 [8] is limited to the transfer of ciphering keys and includes portions of both Solutions 1 and 2 with a UE sending an MO-LR request for ciphering keys to a serving AMF and with the serving AMF then returning ciphering keys, previously provided to the AMF by the LMF, to the UE in an MO-LR response. A revised version of Solution 3 was presented at the SA2 organized conference call on June 12 which retains the procedure in S2-1905054 [8] for the transfer of ciphering keys with some additional detail and adds a new procedure for the transfer of ciphering key data from an LMF to an AMF which aligns with the procedure in Solution 1 for performing this. Accordingly, Solution 3 is evaluated here according the latest revised version presented for the conference call on June 12.
In discussion of the 3 solutions at SA2#133 and on the conference call on June 12, the main difference was considered to be use of a 5GC-MO-LR by Solutions 2 and 3 versus use of MM procedures by Solution 1. However, Solutions 2 and 3 have their own significant differences as well.

All three solutions are therefore evaluated here.
2.
Previous Evaluation of Ciphering Key Delivery for Rel-15
The question of using MO-LR versus MM procedures for ciphering key delivery was evaluated as part of defining broadcast of assistance data for E-UTRA connected to EPC for Rel-15. The decision of SA2 then was to use MM procedures. This decision arose, in part, due to recommendations from CT1 and CT4 in favour of MM procedures. Extracts of the associated LSs to and from SA2 are copied below.
SA2 LS to CT1 and CT4 (and RAN2 and SA3) in S2-179617 [9]: 

	SA2 thanks RAN2 for their LS on "encrypting broadcasted positioning data" and LS on "provisioning of positioning assistance data via LPPa for broadcast". 

SA2 discussed two options for ciphering key distribution to suitably subscribed UEs: 

· Option 1: ciphering key data should be transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. 

Option 2: Ciphering keys are distributed using the EPC-MO-LR procedure. The MME verifies that the subscription data allows MO-LR for key request for the UE and sends a Location Request message to a suitable E-SMLC including an LPP message that includes a request for ciphering keys for the UE requested assistance data SIBs. The E-SMLC delivers the ciphering keys to the UE in LPP messages.For some of the above aspects e.g. MME to E-SMLC interface, corresponding stage-3 changes would be under RAN2, CT1 and CT4 responsibility, and SA2 requests to receive feedback on the foreseen stage-3 impacts before proceeding to approve any CRs.

SA2 asks for feedback on the procedure for ciphering key distribution in order to update SA2 specifications (such as e.g. 3GPP TS 23.401 and 23.271) accordingly.


CT1 LS to SA2 in S2-181452 [10]:

	CT1 thanks SA2 for their LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast.

CT1 has discussed the two options considered by SA2 for ciphering key distribution to suitably subscribed UEs and would like to convey the following feedback to SA2:

· Option 1 will require the addition of new IEs in the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages. This is feasible and CT1 does not see any issue with this Option.

· Option 2 will not require any CT1 specification changes but will have more system-level impact than Option 1 as it will require adding support for request of ciphering keys by the UE in an MO-LR message, conveying the request from an MME to an E-SMLC, and adding support for the E-SMLC to send the ciphering keys to the UE using LPP. These changes are within CT4’s and RAN2’s remit.

Consequently CT1 thinks Option 1 is a preferable way forward from a system-level point of view.


CT4 LS to SA2 in S2-182826 [11]:
	CT4 thanks SA2 for their LS on Response to LS on encrypting broadcasted positioning data and LS on provisioning of positioning assistance data via LPPa for broadcast.

CT4 has discussed the two options considered by SA2 for ciphering key distribution to suitably subscribed UEs and would like to convey the following feedback to SA2:

· Option 1 and Option 2 will have similar specification impacts

· Option 2 will have more UE impacts, more MME impacts and more E-SMLC impacts than Option 1 in terms of the procedures that these entities would be required to support and perform

· Option 2 will generate additional signalling (since UEs would have to perform an additional MO-LR procedure to obtain ciphering keys) whereas Option 1 will not (since the ciphering keys would be distributed using mobilility management procedures that the UE and network would anyhow need to perform), so Option 2 has more system operation impacts than Option 1

Based on the above comparison, CT4 thinks Option 1 is a preferable way forward from a system-level point of view.


Solution 1 as described in S2-1905426 [4] is intended to be an exact copy of the MM based solution agreed by SA2 for LTE in TS 23.271 [6], referred in the above LSs as Option 1. Solution 2 as described in S2-1905202 [3] appears to be an exact (or very close) copy of the MO-LR based solution, referred to in the above LSs as Option 2. Solution 3 as described in S2-1905054 [8] and for the conference call on June 12 contains elements of both Solutions 1 and 2, but does use an MO-LR and not MM procedure. Consequently, the preferences of CT1, CT4 and SA2 for Rel-15 strongly suggest that Solution 1 would (or should) be preferred for NR in Rel-16. Besides being a preferred solution in its own right, Solution 1 also aligns with the solution for LTE and implies less impact for a UE (or a combined MME/AMF or a combined E-SMLC/LMF) which supports both solutions (for E-UTRA connected to EPC and for E-UTRA and NR connected to 5GC). For example, even RAN2 seems to assume that a common solution would be preferred, since their first question to SA2 in S2-1904886 [2] is ”Can the solution for broadcast assistance data delivery specified in LTE Rel-15 be reused for NR?”. 
However, given that new proposals have now been made, a new evaluation is needed.
3.
Comparison of Solutions 1-3
Details of all 3 solutions are provided in the Appendix together with an evaluation of each solution which is copied into Table 1 below. It is noted that this evaluation is similar to the one in C4-182149 [12] used by CT4 in evaluating ciphering key distribution for E-UTRA connected to EPC for Rel-15. 
Table 1 – Comparison of Solutions 1-3
	
	Solution 1
	Solution 2
	Solution 3
	Comments

	Specification impacts
	· Addition of new IEs in Registration Request and Registration Accept messages for the request and conveyance of ciphering key data (TS 24.501 [13])
· Addition of a new LMF service operation (TS 23.273 [5], TS 29.572 [14]) to convey ciphering key data from an LMF to an AMF
	· Addition of new IEs in existing LPP messages for the request and conveyance of ciphering key data (TS 36.355 [7])

· Addition of new optional input parameters for the Nlmf_Location DetermineLocation service operation (TS 23.273 [5], TS 29.572 [14]) indicating a request for ciphering keys and the exact UE subscription to ciphering keys.
	· Addition of new IEs in a supplementary services MO-LR response to convey ciphering key data (TS 24.080 [15])

· Addition of a new LMF service operation (TS 23.273 [5], TS 29.572 [14]) to convey ciphering key data from an LMF to an AMF (note).
	Specification impacts appear similar for all solutions

	UE impacts
	· The UE needs to support request and receipt of ciphering key data using existing MM procedures.

· The UE needs to look ahead to determine if ciphering keys will expire before a next periodic registration. This should be a simple operation.
	· The UE needs to support a potentially new supplementary services MO-LR procedure to request and receive ciphering key data.
· The UE needs to support a new LPP procedure for ciphering key request and delivery.
· The UE needs to run a timer for each ciphering key to detect expiration.
	· The UE needs to support a potentially new supplementary services MO-LR procedure to request and receive ciphering key data.
· The UE needs to run a timer for each ciphering key to detect expiration.
	Solution 2 has most UE impact.

Solution 1 has least UE impact.

	AMF impacts
	· The AMF needs to receive ciphering key data from LMFs using a new LMF service operation and store the data.

· The AMF needs to receive a request for ciphering key data from a UE in a Registration Request and return stored ciphering key data applicable to UE subscription in a Registration Accept.
	· The AMF needs to support a potentially new supplementary services MO-LR procedure to receive a request for ciphering key data from a UE.
· The AMF needs to forward a UE request for ciphering key data to a suitable LMF using an existing LMF service operation and include the exact UE subscription for receiving ciphering key data. 
	· The AMF needs to receive ciphering key data from LMFs using a new LMF service operation and store the data.

· The AMF needs to receive a request for ciphering key data from a UE in a supplementary services MO-LR invoke, which may be a new procedure for the AMF, and return stored ciphering key data applicable to UE subscription in an MO-LR response.
	Solution 3 has most AMF impact.
Solution 1 has least AMF impact.

	LMF impacts
	· The LMF needs to send new ciphering key data to AMFs using a new LMF service operation.
	· The LMF needs to support receiving a UE request for ciphering key data and the exact UE subscription for receiving ciphering key data from an AMF in the existing Nlmf_Location DetermineLocation service operation.
· The LMF needs to send ciphering key data corresponding to the UE subscription to the UE using LPP.
	· The LMF needs to send new ciphering key data to AMFs using a new LMF service operation.
	Solution 2 has most LMF impact.
Solutions 1 and 3 have equal least LMF impact.

	System operation impacts
	· Solution 1 need not generate additional signalling since the ciphering key data can be requested by and sent to UEs using messages for initial and periodic UE registration.
· Solution 1 also avoids all UEs requesting new ciphering key data at the same time when previous ciphering key data expires.
	· Solution 2 will generate additional signalling for each UE to request and receive ciphering key data. The extra signalling includes both MO-LR request and response messages and as least one LPP message.
· Solution 2 may also cause all UEs to request and receive ciphering key data at the same time when a ciphering key expires.
	· Signalling impacts are the same as Solution 2 except that no LPP messages are sent.
	Solution 2 followed closely by Solution 3 generate additional signalling.
Solution 1 need not generate additional signalling.

	Other Aspects
	· Solution 1 is not prevented by RRC Inactive state though periodic Registration can no longer be used, implying that additional RRC and NAS signalling would be needed as for Solutions 2 and 3.

· Solution 1 allows more than one LMF to provide ciphered assistance data for the same TA
	· Solution 2 is not significantly impacted by RRC Inactive state.

· Solution 2 only allows one LMF to provide ciphered assistance data for a TA (assuming each LMF manages its own ciphering keys)
	· Solution 3 is not significantly impacted by RRC Inactive state.

· Solution 3 allows more than one LMF to provide ciphered assistance data for the same TA
	RRC Inactive state can be supported by all solutions, but Solution 1 is then no longer more signalling efficient than Solutions 2 and 3.
Solution 2 is less flexible than Solutions 1 and 3 regarding support of multiple LMFs


It is clear from Table 1 that Solution 1 has less impact than Solution 2 or Solution 3 for the UE and AMF and less impact than Solution 2 and equal impact to Solution 3 for the LMF. Solution 1 also has least system operation impact except for UEs in RRC Inactive state, where it is about the same as Solutions 2 and 3, and requires similar specification impact. Therefore, just as was the case for LTE in Rel-15, use of MM procedures to distribute ciphering key to UEs as in Solution 1, would be the better solution. 
4.
Proposals

The comparison in Table 1 leads to the following proposals.
Proposal 1
Agree Solution 1 as defined in S2-1907452 [16] to support distribution of ciphering keys to client UEs for broadcast of assistance for NR.

Proposal 2
If it is not possible to reach a consensus for Proposal 1, send an LS to CT1 and CT4 together with details of Solutions 1-3 in order to obtain the preference of CT1 and CT4 for a particular solution or solutions. 
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Appendix A – Detailed Description and Evaluation of Solutions 1-3

The description of each solution is taken from pCR proposals for TS 23.273 submitted at SA2#133 and, in the case of Solution 3, the presentation for the SA2 organized conference call on June 12. The evaluation of each solution lists the impacts of each solution and cites the steps in the description of each solution which produce these impacts together with extra clarification in some cases. Note that any references given for the procedures below refer to references in TS 23.273 [5].
A.1 Solution 1: Use of MM Procedures to transfer ciphering keys
A.1.1 Description
The solution for this proposal was described in S2-1905426 [4] which is resubmitted as S2-1907452 [16] and is reproduced below. 
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Figure 6.x.2-1: Delivery of Ciphering Keys to UEs for Broadcast Assistance Data

1.
The LMF invokes the Nlmf_Broadcast_CipheringKeyData Notify service operation towards the AMF carrying one or more ciphering keys used to cipher network assistance data that is broadcast to UEs according to the procedure in clause 6.x.1. For each ciphering key, the LMF includes a ciphering key value, a ciphering key identifier, a validity period, a set of applicable tracking areas and a set of applicable types of broadcast assistance data.

2.
The AMF stores the ciphering keys including the validity periods, applicable tracking areas and the types of applicable broadcast assistance data.

3.
A UE sends a Registration Request to a RAN node. The Registration Request may be sent as part of normal mobility management, A Registration Request may also be sent specifically to request and obtain ciphering keys. The UE includes in the Registration Request an indication that ciphering keys are requested. Other details of the Registration Request are as defined in TS 23.502 [19].

NOTE 1:
A UE should request new ciphering keys using a Registration Request caused by periodic registration if the remaining validity period for one or more ciphering keys received earlier by the UE is less than the periodic registration timer value. This can help avoid all UEs initiating a Registration procedure at the same time to obtain new ciphering keys when a validity period for a ciphering key is about to expire. A UE should also request new ciphering keys for a Registration Request caused by entering a new tracking area if previous ciphering keys are not applicable to the new tracking area.

4.
The RAN node selects the AMF if the UE is in CM IDLE state or determines the AMF for CM CONNECTED state.

5.
The RAN node forwards the Registration Request to the AMF.

6.
The AMF returns a Registration Accept to the RAN node as defined in TS 23.502 [19]. The AMF includes in the Registration Accept one or more ciphering keys applicable to the current tracking area for the UE. The AMF also includes for each ciphering key the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of broadcast assistance data.

NOTE 2:
The AMF does not need to keep a record of ciphering keys delivered to a UE and may instead send all ciphering keys stored at step 2 that are applicable to the current tracking area, for which the UE has a subscription and whose validity period has not yet expired.

7.
The RAN node forwards the Registration Accept to the UE. The UE may start to use each ciphering key to decipher network assistance data that is broadcast according to the procedure in clause 6.x.1 once the validity period for the ciphering key has started and if the UE is currently in an applicable tracking area. The UE shall cease using a ciphering key when entering a tracking area not applicable to the ciphering key. The UE shall cease using and shall delete a ciphering key when the validity period for the ciphering key has expired.

NOTE 3:
A UE that receives no ciphering keys in response to a request for ciphering keys may assume that the UE does not have a subscription to receive ciphering keys in the serving PLMN.

8.
The AMF deletes all information for a ciphering key when the validity period has expired.
A comparison with TS 23.271 clause 9.3a.5 shows that the procedures are identical except for replacement of the MME and E-SMLC in TS 23.271 by an AMF and LMF above and use of the Registration procedure in TS 23.502 above instead of an Attach or Tracking Area Update procedure in TS 23.271. The benefits and disadvantages of this procedure are as follows.

With solution 1, a UE can obtain ciphering keys as part of initial registration and periodic re-registration without additional signalling. The ciphering keys can be obtained at different times by UEs and not at same time by all UEs whenever the duration of a particular ciphering key expires. A new procedure is not required to be supported over the N1 reference point.  The delivery of ciphering keys to an AMF by an LMF would require one new LMF service operation. 


A.1.2 Evaluation

Table 2 shows the evaluation of Solution 1.
Table 2 –Evaluation of Solution 1
	
	Impacts
	Corresponding Steps in the Description

	Specification impacts
	· Addition of new IEs in Registration Request and Registration Accept messages for the request and conveyance of ciphering key data (TS 24.501 [13])
· Addition of a new LMF service operation (TS 23.273 [5], TS 29.572 [14]) to convey ciphering key data from an LMF to an AMF
	· Steps 3, 5, 6, 7
· Step 1

	UE impacts
	· The UE needs to support request and receipt of ciphering key data using existing MM procedures.

· The UE needs to look ahead to determine if ciphering keys will expire before a next periodic registration. This should be a simple operation.
	· Steps 3 and 7

· NOTE 1. Example UE logic would be:

IF (remaining ciphering key duration < periodic re-registration time value) THEN request a new ciphering key

	AMF impacts
	· The AMF needs to receive ciphering key data from LMFs using a new LMF service operation and store the data.

· The AMF needs to receive a request for ciphering key data from a UE in a Registration Request and return stored ciphering key data applicable to UE subscription in a Registration Accept.
	· Steps 1 and 2
· Steps 5 and 6

	LMF impacts
	· The LMF needs to send new ciphering key data to AMFs using a new LMF service operation.
	· Step 1

	System operation impacts
	· Solution 1 need not generate additional signalling since the ciphering key data can be requested by and sent to UEs using messages for initial and periodic UE registration.

· Solution 1 also avoids all UEs requesting new ciphering key data at the same time when previous ciphering key data expires.
	· Step 3 and NOTE 1
· NOTE 1

	Other aspects
	· Solution 1 is not prevented by RRC Inactive state though periodic Registration can no longer be used, implying that additional RRC and NAS signalling would be needed as for Solutions 2 and 3.
· Solution 1 allows more than one LMF to provide ciphered assistance data for the same TA
	· Step 3 – the UE sends a Registration Request after performing an RRC Resume procedure as defined in TS 38.300 [17] and TS 38.331 [18]. NOTE 1 no longer applies and the signalling is now additional to that for normal operation.
· Steps 1-2 – more than one LMF can provide ciphering key data applicable to the same TA to an AMF (note). For example, an LMF1 might support broadcast and ciphering keys for A-GNSS and RTK while another LMF2 might support this for OTDOA.

NOTE: Assuming NR supports posSIBs similar to LTE, each LMF providing assistance data for the same TA would need to provide different posSIBs than any other LMF for the same TA.


A.2 Solution 2: Use of 5GC-MO-LR and LPP to transfer ciphering keys

A.2.1 Description
The solution for this proposal was described in S2-1905202 [3] and is reproduced below. Since this is an extension to the existing 5GC-MO-LR procedure, the original change marks and included below and highlighted for better visibility.
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Figure 6.2-1: 5GC-MO-LR Procedure

1)
If the UE is in CM-IDLE state, UE instigates the UE triggered Service Request as defined in clause 4.2.3.2 of TS 23.502 [19] in order to establish a signalling connection with the AMF.

2)
The UE sends an MO-LR Request message included in a UL NAS TRANSPORT message. The MO-LR Request may optionally include an LPP positioning message. Different types of location services can be requested: location estimate of the UE, location estimate of the UE to be sent to an LCS client or location assistance data, location assistance data or broadcast assistance data message ciphering keys. If the UE is requesting its own location or that its own location be sent to an LCS client, this message carries LCS requested QoS information (e.g. accuracy, response time, LCS QoS Class), the requested maximum age of location and the requested type of location (e.g. "current location", "current or last known location"). If the UE is requesting that its location be sent to an LCS client, the message shall include the identity of the LCS client and may include the address of the GMLC through which the LCS client should be accessed. In addition, a Service Identity indicates which MO-LR service of the LCS Client is requested by the UE may be included. The message also may include a pseudonym indicator to indicate a pseudonym should be assigned by the network and transferred to the LCS Client as the UE's identity. If the UE is instead requesting location assistance data or the broadcast assistance data message ciphering keys, the embedded LPP message specifies the type of assistance data or the deciphering keys and the positioning method for which the assistance data applies. 

For an LCS 5GC-MO-LR requesting location transfer to an LCS Client, the AMF shall assign a GMLC address, i.e. V-GMLC address, which is stored in the AMF. If a V-GMLC address is not available, the AMF may reject the location request. The AMF verifies the subscription profile of the UE and decides if the requested service is allowed or not.

3)
The AMF selects an LMF as described in clause 5.1.

4)
The AMF invokes the Nlmf_Location_DetermineLocation service operation towards the LMF. The service operation includes an LCS Correlation identifier, the serving cell identity, the client type, an indication whether a location estimate, location assistance data, or the broadcast assistance data message ciphering keys is requested and any embedded LPP message in the MO-LR Request. If the UE's location is requested, the service request may include an indication if UE supports LPP,  the requested QoS and Supported GAD shapes. If location assistance data is requested, the embedded LPP message will convey the requested types of location assistance data. If any of the procedures in clause 6.11.1 or 6.11.2 are used the service operation includes the AMF identity. Once an AMF has selected an LMF it must continue to use that LMF for the duration of the session. 

5)
If the UE is requesting its own location, the actions described in clause 6.11 are performed. If the UE is instead requesting location assistance data, the LMF transfers this data including ciphering keys to the UE as described in clause 6.11.1. The LMF determines the exact location assistance data to transfer according to the type of data specified by the UE, the UE location capabilities and the current cell.

6)
When a location estimate best satisfying the requested QoS has been obtained or when the requested location assistance data has been transferred to the UE, the LMF returns the Nlmf_Location_DetermineLocation Response towards the AMF. The service operation includes the LCS Correlation identifier, the location estimate, if this was obtained, its age and accuracy and may include information about the positioning method.


If a location estimate was not successfully obtained, or if the requested location assistance data could not be transferred successfully to the UE, a failure cause is included in the service operation.

7)
If the location estimate was successfully obtained, the AMF invokes the Ngmlc_LocationUpdateNotify service operation towards to the V-GMLC assigned in the step 2. The service operation carries the identity of the UE, the event causing the location estimate (5GC-MO LR) and the location estimate, its age, obtained accuracy indication and the LCS QoS Class requested by the target UE. In addition, the service operation may include the pseudonym indicator, the identity of the LCS Client, the GMLC address and the Service Identity specified by the UE, if available.

8)
If the UE did not request transfer of its location to an LCS Client in step 2, steps 8 to 11 are skipped. If the V-GMLC is same NF instance as H-GMLC this step is skipped. Otherwise V-GMLC invokes the Ngmlc_LocationUpdateNotify service operation towards to the H-GMLC (the V-GMLC may query the HLR/HSS of the UE to obtain the address of the H-GMLC) including the information received from the V-GMLC. 

9)
If the pseudonym indicator is included in the MO-LR Location Information, the H-GMLC assigns a pseudonym to the UE. If the identified LCS Client is not accessible, this step and step 10 are skipped. Otherwise the GMLC transfers the location information to the LCS client, carrying the identity or the pseudonym of the UE, the event causing the location estimate (5GC-MO‑LR), the Service Identity, if available, and the location estimate and its age, in accordance with the LCS QoS Class requested by the target UE. If the UE requested LCS QoS class was Assured, GMLC sends the result to the LCS client only if the result has been indicated to fulfil the requested accuracy. If the UE requested LCS QoS class was Best Effort, GMLC sends whatever result it received to the LCS client with an appropriate indication if the requested accuracy was not met.

10)
If the LCS Client does not support MO-LR (for temporary or permanent reasons) or cannot handle the location estimate of the UE, e.g. the LCS Client does not know the Service Identity, or the UE does not register to the LCS Client, the LCS Client have no corresponding data of the UE, the LCS Client shall return the Location Information ack message to the H-GMLC with a suitable error cause. Otherwise, the LCS Client handles the location estimate according to the Service Identity, sends the GMLC or the H-GMLC the Location Information ack message signalling that the location estimate of the UE has been handled successfully.

11)
If the V-GMLC is same NF instance as H-GMLC this step is skipped. If the identified LCS Client is not accessible, the H-GMLC sends a Ngmlc_LocationUpdateNotify service response to V-GMLC with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 10. In addition, the H-GMLC may record charging information both for the UE and inter-working revenues charges.
12)
If the V-GMLC receives the MO-LR Location Information Acknowledgement from the H-GMLC, if the identified LCS Client is not accessible, the V-GMLC sends a Ngmlc_LocationUpdateNotify service response to AMF with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 9 or 10. In addition, the V-GMLC may record charging information both for the UE and inter-working revenue charges.


If the V-GMLC receives LocationUpdateNotify Request from the AMF and it is not required to send to any LCS Client, the V-GMLC may record charging information for the UE and response the LocationUpdateNotify Request to the AMF.
13)
The AMF sends an MO-LR Response message included in a DL NAS TRANSPORT message. The response carries any location estimate requested by the UE including the indication received from LMF whether the obtained location estimate satisfies the requested accuracy or not, ciphering keys or an indicator whether a location estimate was successfully transferred to the identified LCS client. If the location estimate was successfully transferred to the identified LCS Client, the MO-LR Response message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client, and if not, the corresponding error cause obtained in step 13. In addition, AMF may record charging information.
Solution 2 as described above is actually incomplete, since the AMF also needs to determine which ciphering keys a client UE has subscribed to and indicate this to the LMF at step 4. It is thus assumed that step 4 above would be extended to support this.
A.2.2 Evaluation

Table 3 shows the evaluation of Solution 2.
Table 3 – Evaluation of Solution 2
	
	Impacts
	Corresponding Steps in the Description

	Specification impacts
	· Addition of new IEs in existing LPP messages for the request and conveyance of ciphering key data (TS 36.355 [7])

· Addition of new optional input parameters for the Nlmf_Location DetermineLocation service operation (TS 23.273 [5], TS 29.572 [14]) indicating a request for ciphering keys and the exact UE subscription to ciphering keys.
	· Step 5

· Step 4

	UE impacts
	· The UE needs to support a potentially new supplementary services MO-LR procedure to request and receive ciphering key data.
· The UE needs to support a new LPP procedure for ciphering key request and delivery.
· The UE needs to run a timer for each ciphering key to detect expiration.
	· Steps 2 and 13. The MO-LR is a new procedure for a UE which does not support MO-LR to request a UE location or assistance data. In fact if the UE can receive assistance data using broadcast, there might be no need to request location or assistance data using an MO-LR.
· Step 5
· Example UE logic could be:

Set a timer X to expire when a ciphering key duration has expired.
IF (timer X has expired) THEN request a new ciphering key

Note:
timer X and the ciphering key duration might or might not be synonymous depending on implementation

	AMF impacts
	· The AMF needs to support a potentially new supplementary services MO-LR procedure to receive a request for ciphering key data from a UE.
· The AMF needs to forward a UE request for ciphering key data to a suitable LMF using an existing LMF service operation and include the exact UE subscription for receiving ciphering key data. 
	· Steps 2 and 13. Additional comments as for UE impacts.
· Step 4

	LMF impacts
	· The LMF needs to support receiving a UE request for ciphering key data and the exact UE subscription for receiving ciphering key data from an AMF in the existing Nlmf_Location DetermineLocation service operation.

· The LMF needs to send ciphering key data corresponding to the UE subscription to the UE using LPP.
	· Step 4
· Step 5

	System operation impacts
	· Solution 2 will generate additional signalling for each UE to request and receive ciphering key data. The signalling includes both MO-LR request and response messages and at least one LPP message.
· Solution 2 may also cause all UEs to request and receive ciphering key data at the same time when a ciphering key expires.
	· Steps 2 and 13
· Step 1

	Other Aspects
	· Solution 2 is not significantly impacted by RRC Inactive state.

· Solution 2 only allows one LMF to provide ciphered assistance data for a TA (assuming each LMF manages its own ciphering keys)
	· Step 1 – the UE performs an RRC Resume procedure as defined in TS 38.300 [17] and TS 38.331 [18] instead of a UE triggered service request.

· Steps 4-6 – only one LMF can provide ciphering keys to a UE, implying only one LMF can provide ciphered assistance data to any TA 


A.3 Solution 3: Use of 5GC-MO-LR to transfer ciphering keys

A.3.1 Description
The solution for this proposal was originally provided in S2-1905054 [8], but was revised and extended for the SA2 organized conference call on June 12. The revised version consists of 2 procedures which are copied below. One of these is an extension to the existing 5GC-MO-LR procedure, with the change marks included below and highlighted for better visibility. The other procedure is entirely new and similar to part of the procedure (steps 1 and 2) for Solution 1.
A.3.1.1 5GC-MO-LR Procedure (PROCEDURE 1)
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Figure 6.2-1: 5GC-MO-LR Procedure (PROCEDURE 1)
1)
If the UE is in CM-IDLE state, UE instigates the UE triggered Service Request as defined in clause 4.2.3.2 of TS 23.502 [19] in order to establish a signalling connection with the AMF.

2)
The UE sends an MO-LR Request message included in a UL NAS TRANSPORT message. The MO-LR Request may optionally include an LPP positioning message. Different types of location services can be requested: location estimate of the UE, location estimate of the UE to be sent to an LCS client or AF, location assistance data or broadcast assistance data message ciphering keys. If the UE is requesting its own location or that its own location be sent to an LCS client or AF, this message carries LCS requested QoS information (e.g. accuracy, response time, LCS QoS Class), the requested maximum age of location and the requested type of location (e.g. "current location", "current or last known location"). If the UE is requesting that its location be sent to an LCS client, the message shall include the identity of the LCS client or the AF, and may include the address of the GMLC through which the LCS client or AF (via NEF) should be accessed. In addition, a Service Identity indicates which MO-LR service of the LCS Client is requested by the UE may be included. The message also may include a pseudonym indicator to indicate a pseudonym should be assigned by the network and transferred to the LCS Client as the UE's identity. If the UE is instead requesting location assistance data, the embedded LPP message specifies the type of assistance data and the positioning method for which the assistance data applies.


For an LCS 5GC-MO-LR requesting location transfer to an LCS Client or AF, the AMF shall assign a GMLC address, i.e. V-GMLC address, which is stored in the AMF. If a V-GMLC address is not available, the AMF may reject the location request. The AMF verifies the subscription profile of the UE and decides if the requested service is allowed or not.
For an LCS 5GC-MO-LR requesting broadcast assistance data message ciphering keys, steps 3 to 12 are skipped.
3)
The AMF selects an LMF as described in clause 5.1.

4)
The AMF invokes the Nlmf_Location_DetermineLocation service operation towards the LMF. The service operation includes an LCS Correlation identifier, the serving cell identity, the client type, an indication whether a location estimate, or location assistance data is requested and any embedded LPP message in the MO-LR Request. If the UE's location is requested, the service request may include an indication if UE supports LPP,  the requested QoS and Supported GAD shapes. If location assistance data is requested, the embedded LPP message will convey the requested types of location assistance data. If any of the procedures in clause 6.11.1 or 6.11.2 are used the service operation includes the AMF identity. Once an AMF has selected an LMF it must continue to use that LMF for the duration of the session. 

5)
If the UE is requesting its own location, the actions described in clause 6.11 are performed. If the UE is instead requesting location assistance data, the LMF transfers this data to the UE as described in clause 6.11.1. The LMF determines the exact location assistance data to transfer according to the type of data specified by the UE, the UE location capabilities and the current cell.

6)
When a location estimate best satisfying the requested QoS has been obtained or when the requested location assistance data has been transferred to the UE, the LMF returns the Nlmf_Location_DetermineLocation Response towards the AMF. The service operation includes the LCS Correlation identifier, the location estimate, if this was obtained, its age and accuracy and may include information about the positioning method.


If a location estimate was not successfully obtained, or if the requested location assistance data could not be transferred successfully to the UE, a failure cause is included in the service operation.

7)
If the location estimate was successfully obtained, the AMF invokes the Ngmlc_Location_LocationUpdateNotify service operation towards to the V-GMLC assigned in the step 2. The service operation carries the identity of the UE, the event causing the location estimate (5GC-MO-LR) and the location estimate, its age, obtained accuracy indication and the LCS QoS Class requested by the target UE. In addition, the service operation may include the pseudonym indicator, the identity of the LCS Client, AF ID, the GMLC address and the Service Identity specified by the UE, if available.

8)
If the UE did not request transfer of its location to an LCS Client or AF in step 2, steps 8 to 11 are skipped. If the V-GMLC is same NF instance as H-GMLC this step is skipped. Otherwise V-GMLC invokes the Ngmlc_Location_LocationUpdateNotify service operation towards to the H-GMLC (the V-GMLC may query the  UDM of the UE to obtain the address of the H-GMLC) including the information received from the V-GMLC. 

9a)
If the pseudonym indicator is included in the MO-LR Location Information, the H-GMLC assigns a pseudonym to the UE. If the identified LCS Client is not accessible by the H-GMLC,  step 9a and step 10a are skipped. Otherwise the GMLC transfers the location information to the LCS client, carrying the identity or the pseudonym of the UE, the event causing the location estimate (5GC-MO‑LR), the Service Identity, if available, and the location estimate and its age, in accordance with the LCS QoS Class requested by the target UE. If the UE requested LCS QoS class was Assured, GMLC sends the result to the LCS client only if the result has been indicated to fulfil the requested accuracy. If the UE requested LCS QoS class was Best Effort, GMLC sends whatever result it received to the LCS client with an appropriate indication if the requested accuracy was not met.

9b-1)
If the AF ID is included in step 1, the H-GMLC assigns the NEF address based on local configuration or via NRF and invokes Ngmlc_Location_LocationUpdateNotify service request towards the NEF, carrying the AF ID. The location information parameters sent within this service operation are same as the step 9a.

 9b-2)   If the identified AF is not accessible by the NEF, step 9b-2 and step 10b-1 are skipped. Otherwise, the NEF transfer the location information to the identified AF.

10a)
If the LCS Client does not support MO-LR (for temporary or permanent reasons) or cannot handle the location estimate of the UE, e.g. the LCS Client does not know the Service Identity, or the UE does not register to the LCS Client, the LCS Client has no corresponding data of the UE, the LCS Client shall return the Location Information ack message to the H-GMLC with a suitable error cause. Otherwise, the LCS Client handles the location estimate according to the Service Identity, sends the GMLC or the H-GMLC the Location Information ack message signalling that the location estimate of the UE has been handled successfully.

10b-1) If the AF cannot handle the location estimate of the UE, e.g. the UE does not register to the AF, the AF has no corresponding data of the UE, the AF shall return the Location Information ack message to the NEF with a suitable error cause. Otherwise, the AF handles the location estimate according to the Service Identity, sends the NEF the Location Information ack message signalling that the location estimate of the UE has been handled successfully.

10b-2) The NEF sends a Ngmlc_Location_LocationUpdateNotify service response towards the H-GMLC with the Location Information ack.
11)
If the V-GMLC is same NF instance as H-GMLC this step is skipped. If the identified LCS Client or AF is not accessible, the H-GMLC sends a Ngmlc_Location_LocationUpdateNotify service response to V-GMLC with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client or AF, and if not, the corresponding error cause obtained in step 10. In addition, the H-GMLC may record charging information both for the UE and inter-working revenues charges.
12)
If the V-GMLC receives the MO-LR Location Information Acknowledgement from the H-GMLC, if the identified LCS Client or AF is not accessible, the V-GMLC sends a Ngmlc_Location_LocationUpdateNotify service response to AMF with an appropriate error cause. Otherwise, the response shall include an acknowledgement. The message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client or AF, and if not, the corresponding error cause obtained in step 9 or 10. In addition, the V-GMLC may record charging information both for the UE and inter-working revenue charges.


If the V-GMLC receives LocationUpdateNotify Request from the AMF and it is not required to send to any LCS Client or AF, the V-GMLC may record charging information for the UE and response the LocationUpdateNotify Request to the AMF.

13)
The AMF sends an MO-LR Response message included in a DL NAS TRANSPORT message. The response carries any location estimate requested by the UE including the indication received from E-SMLC whether the obtained location estimate satisfies the requested accuracy or not, or an indicator whether a location estimate was successfully transferred to the identified LCS client or AF or broadcast assistance data message ciphering keys. If the location estimate was successfully transferred to the identified LCS Client or AF, the MO-LR Response message shall specify whether the location estimate of the UE has been handled successfully by the identified LCS Client or AF, and if not, the corresponding error cause obtained in step 13. In addition, AMF may record charging information. If MO-LR Response message includes broadcast assistance data message ciphering keys, the message includes one or more ciphering keys applicable to the UE. For each ciphering key it is included the ciphering key value, the ciphering key identifier, the validity period, the set of applicable tracking areas and the set of applicable types of broadcast assistance data.

A.3.1.2 Delivery of Ciphering Keys to UEs for Broadcast Assistance Data (PROCEDURE 2)
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Figure 6.x.2-1: Delivery of Ciphering Keys to UEs for Broadcast Assistance Data (PROCEDURE 2)
1.
The LMF invokes the Nlmf_Broadcast_CipheringKeyData Notify service operation towards the AMF carrying one or more ciphering keys used to cipher network assistance data that is broadcast to UEs according to the procedure in clause 6.x.1. For each ciphering key, the LMF includes a ciphering key value, a ciphering key identifier, a validity period, a set of applicable tracking areas and a set of applicable types of broadcast assistance data.

2.
The AMF stores the ciphering keys including the validity periods, applicable tracking areas and the types of applicable broadcast assistance data.

3.
A UE use the MO-LR procedure defined in clause 6.2 to obtain ciphering keys.

4.
The AMF deletes all information for a ciphering key when the validity period has expired.

A.3.2 Evaluation

Table 4 shows the evaluation of Solution 3.
Table 4 – Evaluation of Solution 3
	
	Impacts
	Corresponding Steps in the Description

	Specification impacts
	· Addition of new IEs in a supplementary services MO-LR response to convey ciphering key data (TS 24.080 [15])

· Addition of a new LMF service operation (TS 23.273 [5], TS 29.572 [14]) to convey ciphering key data from an LMF to an AMF (note).
	· Procedure 1 - step 13

· Procedure 2 – step 1

	UE impacts
	· The UE needs to support a potentially new supplementary services MO-LR procedure to request and receive ciphering key data.
· The UE needs to run a timer for each ciphering key to detect expiration.
	· Procedure 1 - steps 2 and 13. The MO-LR is a new procedure for a UE which does not support MO-LR to request a UE location or assistance data. In fact if the UE can receive assistance data using broadcast, there might be no need to request location or assistance data using an MO-LR.

· Example UE logic could be:

Set a timer X to expire when a ciphering key duration has expired.
IF (timer X has expired) THEN request a new ciphering key

Note:
timer X and the ciphering key duration might or might not be synonymous depending on implementation

	AMF impacts
	· The AMF needs to receive ciphering key data from LMFs using a new LMF service operation and store the data.

· The AMF needs to receive a request for ciphering key data from a UE in a supplementary services MO-LR invoke, which may be a new procedure for the AMF, and return stored ciphering key data applicable to UE subscription in an MO-LR response.
	· Procedure 2 – steps 1 and 2
· Procedure 1 - steps 2 and 13



	LMF impacts
	· The LMF needs to send new ciphering key data to AMFs using a new LMF service operation.
	· Procedure 2 – step 1

	System operation impacts
	· Signalling impacts are the same as Solution 2 except that no LPP messages are sent.
	· Procedure 1 - steps 2 and 13

	Other asspects
	· Solution 3 is not significantly impacted by RRC Inactive state.

· Solution 3 allows more than one LMF to provide ciphered assistance data for the same TA
	· Procedure 1 step 1 – the UE performs an RRC Resume procedure as defined in TS 38.300 [17] and TS 38.331 [18] instead of a UE triggered service request.

· Procedure 2 step 1 – more than one LMF can provide ciphering key data applicable to the same TA to an AMF (note). For example, an LMF1 might support broadcast and ciphering keys for A-GNSS and RTK while another LMF2 might support this for OTDOA.

NOTE: Assuming NR supports posSIBs similar to LTE, each LMF providing assistance data for the same TA would need to provide different posSIBs than any other LMF for the same TA.
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