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Abstract of the contribution: Analysis and identification of the problems for the SMF/UPF ARP/IPv6 ND UL proxy and proposal of using SMF/UPF ARP/IPv6 ND DL proxy.
1.
Problems of the SMF/UPF ARP/IPv6 ND UL Proxy
The Proxy ARP/ IPv6 Neighbour Solicitation has been agreed in S2-178022. This Proxy function in UPF/SMF will directly answer the UL broadcast ARP/IPv6 ND request message for the UE which belongs to the UPF/SMF to prevent the broadcast message to produce flood paging messages to all other UEs connected to the same Ethernet local network.

But Proxy the UL broadcast ARP/IPv6 ND message will also introduce serious problem: the other network devices (including the other PSAs and fixed devices)  connected to the same Ethernet local network cannot receive the broadcast message and cannot get and cache the IP-to-MAC mapping of the requesting UE, so the other PSA cannot Proxy UL Proxy ARP/ IPv6 Neighbour Solicitation for its own UEs because of no such mapping.  There are at least two problems been identified as below:
Problem 1 as described in figure-1: Even SMF/UPF-2 has stored UE-B MAC-B and IP-B, it still needs to send packets in steps 4 and 5 (with red text in the figure-1) to/from UE-B and may paging the UE because SMF/UPF-2 only performs the UL proxy.
[image: image1.png]Problem 1 on UL Proxy ARP/IPv6 ND

SMF/UPF-1
Proxy UL ARP/IPv6 ND

SMF/UPF-2
oxy UL ARP/IPV6 ND

0Have Stored UE B
MAC-B and IP-8

UEA ‘ UEB ‘

1. UL Broadcast ARP/IPYG ND Request for UE B(IP-B) with MAC-A and IP-A
2. Stored UE A MAC-A and IP-A
3. UL Proxy ARP/IPVG ND Request for UE B(IP-B) with MAC-A and IP-A
4. ARP/IPv6 ND Request for UE B(IP-B) with MAC-A and IP-A (with Paging if UE-B in IDLE state)
15, UE B Response with MAC|B and 1P-8

6. Response with UE-B MAC-B and IP-B

7. Store UE B MAC-B and IP-B
8. Proxy P2P UE B Response with MAC-B and IP-B.





Figure-1: SMF/UPF-2 has stored the UE-B MAC-B and IP-B information before the UE Requests the UE-B

Problem 2 as described in figure -2: Because SMF/UPF only performs the UL proxy, so the steps 7 and 8 are introduced.
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Note: either 3a or 3b is executed: step 3a is executed if the SMF/UPF has the cached UE-B MAC-B and IP-B. If the SMF/UPF does not have the cached UE-B MAC-B and IP-B, the step 3b is executed and step 3a is skipped.
Figure-2  SMF/UPF has stored the UE-A MAC-A and IP-A information before Compter-X requests the UE-A
Conclusion 1 : the UL only Proxy ARP/IPv6 ND can not reduce the flood paging and can not reduce the ARP/IPv6 ND request/response to/from UE.
Conclusion 2: the UL only Proxy ARP/IPv6 ND shall be explicitly probibited in the TS.
2 . Benefits of SMF/UPF ARP/IPv6 ND DL Proxy
If the SMF/UPF performs the DL proxy as described in figure -3, the problem 1 (paging and ARP request and repsone to/from the UE-B) in figure-1 are not needed.  No paging and No additional ARP packets to the UE-B.
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Figure-3: SMF/UPF-2 has stored the UE-B MAC-B and IP-B information before the UE Requests the UE-B
If the SMF/UPF performs the DL proxy as described in figure-4, the problem 2 (paging and ARP request and repsone to/from the UE-A) in figure-3 are not needed.  No paging and No additional ARP packets to the UE-A.
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Note: either 3a or 3b is executed: step 3a is executed if the SMF/UPF has the cached UE-B MAC-B and IP-B. If the SMF/UPF does not have the cached UE-B MAC-B and IP-B, the step 3b is executed and step 3a is skipped.
Figure-4  SMF/UPF has stored the UE-A MAC-A and IP-A information before Compter-X requests the UE-A

The reference [53]  IETF RFC 1027: "Using ARP to Implement Transparent Subnet Gateways" in TS23.501 also uses the DL proxy method and does not use the UL proxy
Conclusion 3 : the DL only Proxy ARP/IPv6 ND can reduce the flood paging and reduce the ARP/IPv6 ND request and response to/from the UE.
3 . Whether UL and DL Proxy ARP/IPv6 ND in SMF/UPF is needed

During in the SA2#130 meeting, one discussion is whether UL and DL Proxy ARP/IPv6 ND in SMF/UPF is needed since UL only proxy will introduce a lot of problems as discussed in clause 1 of this paper. Since DL only Proxy ARP/IPv6 ND in SMF/UPF can reduce the paging flood and can reduce the ARP/IPv6 ND request/response packet to/from the UE, the UL and DL proxy is not needed at all. Adding the UL proxy to the UPF/SMF does not improve the performance and increase the complexity of the SMF/UPF (more coding and more testing and less reliability).
Conclusion 4 : the UL and DL Proxy ARP/IPv6 ND provides the same level performance as DL only proxy ARP/IPv6 ND , but it increases the SMF/UPF complexity.
4. Conclusion

Based on the above conclusions 1 to 4, especially to explicitly prohibit the UL only APR/IPv6 ND Proxy, it is concluded that DL proxy ARP/IPv6 ND shall be supported in SMF/UPF is defined in TS 23.501, whether UL and DL proxy ARP/IPv6 ND is supported in SMF/UPF is NF implementation or operator local policy.
5. Proposal

A CR#0737 of TS 23.501 is proposed in S2-1901505 (revision of the S2-1900071, S2-1900740).
