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Abstract of the contribution: this contribution proposes an update to solution 6.3.3 to prevent or to enable AAA-specific signalling per UE per service after failed or revoked authentication/authorisation. 
Discussion
The solution 3.3 has the following Editor's Note:

Editor's note:
It is FFS whether the configuration for Network Slice authentication in the network is performed per service/SP-AF (meaning per S-NSSAI), or per UE, or both.
In order to clarify the Editor's Note, it is proposed to updated the solution cover the scenarios of failed or revoked network slice authentication/authorisation where the service provider can control (disallow or enable) the service, and thus, the AAA-specific signalling from a particular UE. 
After failed or revoked Network Slice authentication/authorisation, the AAA server may want to limit further AAA-specific signalling and the Diameter/Radius association between the authenticator (e.g. AMF) and AAA server is released. The AAA server may wish to prevent the AAA-specific signalling for certain time (unavailability service time) or until next indication from the AAA server.  In order to enable the Network Slice authentication/authorisation at a later point, the AAA server can use a NBI API to communicate with the network and allow AAA-specific signalling.

Proposal 

It is proposed to agree the following changes to TR23.740 v0.6.0.
***** Start of Changes *****

6.3.3
Solution #3.3: Solution for configuration of network slice (re-) authentication after failure/revocation
6.3.3.1
Introduction
This solution applies to Key Issue 3 (Access to specific Network Slices authorized and authenticated through additional User Identifiers).

It is assumed that particular application(s) or service(s) in the UE has been configured with User ID and security credentials for slice authentication and authorization. Also, the network has been configured that a particular Network Slices(s) require authentication and authorization.

6.3.3.2
Functional description

The main feature of this solution is the dynamic configuration to manage failed or revoked Network Slice authentication and authorisation in the network and in the UE. In order to allow dynamic configuration update, the network may expose a service API (e.g. via North Bound APIs or via N33 interface) which supports update of the state of previously failed or revoked Network Slice authentication from a service provider application function (SP-AF, similar to SCS/AS from TS 23.682 [7]).
After failed or revoked Network Slice authentication/authorisation, the AAA server (AAA-S or SP-AF) may want to limit further AAA-specific signalling and the Diameter/Radius association between the authenticator (e.g. AMF) and the AAA-S. The AAA-S may wish to prevent the AAA-specific signalling for certain time (unavailability service time) or until next indication from the AAA-S.  In order to enable the Network Slice authentication/authorisation at a later point, the AAA-S can use a NBI API to communicate with the network and allow AAA-specific signalling. 
The signalling from/to the AAA-S and the 3GPP network is per UE per service (i.e. per S-NSSAI). 

The UE usually stores the User ID and the security information (e.g. security credentials) at the application layer (e.g. in a particular application). The application should register with the NAS layer (or EAP client) in order to bind the User ID with the particular S-NSSAI. The network may reject the particular S-NSSAI for unavailability time or until further explicit signalling from the AAA-S.
6.3.3.3
Procedures


The service provider may revoke an authentication/authorisation at any time due to various service reasons. The authentication/authorisation revocation may be for a longer period (hours or days, referred as service unavailability time) or up to further indication from the service provider. In such cases, it is beneficial if the network exposes a NBI API to allow the update of the authentication or authorisation status in the network (e.g. in AMF). 
The figure 6.3.3.3-1 shows how the service provider can explicitly enable the AAA-specific signalling using the exposed API and how the service unavailability time is signalled to the network (and optionally to the UE). 
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Figure 6.3.3.3-1:  Updating the Network Slice authentication status in the network
1.
[Conditional] The UE initiates a Registration procedure towards a PLMN.
2.
Network slice authentication/authorisation is performed, e.g. as per solution 3.2.
2x.
[Optional] At the end of the authentication/authorisation procedure, if the AAA-S fails to authenticate the UE, the AAA-S sends authentication or authorisation failure. The AAA-S can inform the authenticator (e.g. AMF) about the number (e.g. upper limit) of authentication/authorisation attempts (or failures) and the reason to prevent further AAA-specific signalling.
3.
[Optional] At any time the AAA-S may initiate a revocation of an authentication/authorization based on service provider internal triggers (e.g. service usage limits were reached, available service time expired, etc.). The AAA-S may request to prevent further authentication/authorisation until further explicit indication from the AAA-S or upon unavailability service time expires. 
4.
The AMF stores the status of failed or revoked authentication/authorisation in the UE's context. AMF determines the failed S-NSSAI#x to be send as rejected S-NSSAI to the UE.


The AMF sends NAS MM message to the UE to reject the S-NSSAI (e.g. S-NSSAI#x) with an appropriate reject cause.

If the Network slice authentication/authorisation fails for each subscribed S-NSSAI, the AMF may send a Registration Accept message with an empty Allowed NSSAI, i.e. the UE is registered for control plane service only (e.g. SMS or policy updates, etc.) but not allowed to initiate PDU Session establishment. 
NOTE:
If there is established and activated PDU Session associated with the revoked authorisation for S-NSSAI#x, the PDU Session needs to be released before the AMF send the S-NSSAI#x as rejected S-NSSAI. 
5.
The UE stores the rejected S-NSSAI#x in the list of rejected S-NSSAI(s) together with the associated reject cause. There can be an associated 'unavailability time', i.e. the rejected S-NSSAI#x can be deleted after the timer expires.

If there are no S-NSSAI(s) in the Allowed NSSAI, the UE stays in RM-Registered state but does not initiate any PDU Session establishment procedure. 
6.
[Optional] Application level signalling between the UE's application and the service provider's application server.
7.
The AAA-S can update the status in the network, e.g. enable the network slice authentication/authorisation for a particular UE in the AMF, based on service provider triggers. The AAA-S uses the exposed API. 
8.
The AMF identifies the associated S-NSSAI based on the received Service update request, e.g. based on the included Service ID, or AAA-S/AF ID.  The AMF removes the S-NSSAI from the list of rejected S-NSSAIs and/or deletes the unavailability time.

9.
The AMF sends NAS MM UE Configuration Update Command message to delete the previously rejected S-NSSAI#X. 
10.
Based on UE internal triggers (e.g. application layer or EAP client triggers), the UE send Registration request including the S-NSSAI#x in the Requested NSSAI. The AMF triggers the Network Slice authentication/authorisation procedure. 
6.3.3.4
Impacts on existing entities and interfaces


Enhancements to NEF include the following:

· Exposes capability for Network Slice authentication/authorisation signalling enablement/disablement per UE and per service; and

· Ability to forward authentication/authorisation messages between the authenticator (e.g. AMF) and AAA-S.

Enhancements to AMF include the following:

-
Storing the network slice authentication/authorisation status; 

-
Determining how to reject an S-NSSAI based on failure/revocation from AAA-S.

Enhancements to UE include the following:

-
Remove a rejected S-NSSAI based on expiration of unavailability time.
-
UE is in RM-Registered state with no allowed S-NSSAI(s). 
6.3.3.5
Evaluation


This solution proposes a mechanism to prevent and enable Network Slice authentication/authorisation after failed or revoked authentication/authorisation. It enables a service provider to control (i.e. disable or enable) the AAA-specific signalling per UE for a particular service. 

This solution allows to keep the UE in RM-Registered state without successfully authenticated allowed S-NSSAI(s). 
***** End of Changes *****
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